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Introduction

So What Is Security Anyway?

Many articles talk about how to secure your workstation and server against this attack or that hacker. There are clever little tweaks you can make to your system settings to make life hard for people trying to upset your computer. However, in the midst of all the fine technical details, I believe it is easy to lose track of why we make minute changes, what they mean to the people trying to use the computer to do other things, and what the implications really are of the decisions we make.
In this multipart article, I will attempt to examine the reasons behind security efforts and discuss a few simple rules and tips that will help you to make sense of it all.
The Human Factor
First, I want to talk about a definition for security. This is a word that has been thrown about the computing world and everyone understands the need to make your computer secure but not many people actually talk about what security really means. If we are going to talk about how people relate to "security”, we should probably talk about what security means to people.

There are various standards relating to security and other tests and setups, however, I do not want to talk about security in terms of "C2 compliance" and other phrases that only mean something to a minority of users. I want to use a nice simple definition: Security means only allowing those people you want onto a system, and then only allowing those people to do what they are supposed to do.

"Of course," most of you are saying, "That's obvious! I logged on to read this." To everyone saying that: Top marks. It is obvious yet all too often we see systems being set up with poor security or set up with over elaborate security.

Yes, it is possible to make a system too secure. Sounds crazy I know but stick with me for a moment. As individuals, we use our computers for a reason. Organizations use computer networks for a reason. Those reasons vary—at home you might use a computer to relax, play games, chat on Instant Messenger and suchlike and at work, you probably use the company computer network to work a little, chat on instant messenger, and suchlike. Nevertheless, you do not use your computer to "be secure." You use it to make money at work, or to have fun or pursue your hobbies at home.

If you lose sight of this when securing your system, you will run into problems. If your computer system is so secure you can't get into it, what then? What if you can get into it but it takes you half an hour each time? Soon you will stop bothering to engage this time-consuming security feature, so you might as well not bother with it at all. In addition, what if your password is so complex that you forget it, or have to write it down on a post-it note stuck to your monitor? You could be creating one problem while solving another.

A balanced approach

A balanced approach to security is needed. If you are the computer security officer for a company that sells cars then your company needs to sell cars in order to make a profit. Does it need to be secure? Well, yes—you do not want people to break into your company bank account and take out all the money. However, neither do you want a system that is so secure that no one can use it to earn money to put in the bank account in the first place. 
Security is a tool that enables smooth running of the car sales business and if it impedes the sale of cars then it is failing in its overall mission. Always remember that computer security is designed to assist in pain free use of the computer for other things—if you forget this, you cannot make good decisions about what security is suitable for your system.

When Users “Attack”
No security plan survives first contact with the people who have to live with it day to day in their pursuit of making your company money. The following examples should make this clear.

In both these cases, security was getting in the way of getting the job done. People might accept some intrusion into their working pattern if they understand why it is being done but if you mess them about too much and stop them doing their job they will begin to ignore your rules, to cheat, to play a game.

When this happens, you run a great risk of a user who simply wants to get their work done efficiently starting to 'cheat' your inefficient security and by accident exposing a back way into your secure system.

Sticky note security

In one of my first jobs, I worked for a civil service department who were, rightly, paranoid about keeping their data secure. In order to be sure that everyone's top secret approved by the official secrets act network login was secure we had to change our passwords every few days. To stop us from picking easy passwords that anyone could guess, the computer picked our passwords for us.

Every couple of days we had a new password made up of random letters picked for us. Can you guess what happened? If I say that the office used an amazing amount of post-it notes would that be a clue? You guessed it—everyone wrote their password on a sticky note and stuck it on their monitor. To be fair, it was not all bad—some people realized the nation's secrets were in their hands and hid THEIR sticky note in their top desk drawer or on the bottom of the keyboard. 

Speedy security

At another job, we had a more logical password policy, but we had another problem. We had a requirement that no one leave their workstation logged in and unattended for any length of time at all, but the problem was it took about 15 minutes to log on to the network, let everything start up and then log into the various applications each person tended to work with. It took five minutes to sign out of the system too.

Therefore, each time someone needed to take a 5-minute bathroom break, they needed to sign out of their computer, take their break, sign back in again and this took a total of 25 minutes each time. This policy was quietly dropped by morning coffee break on the third day of trying it.

One hundred percent secure
There is a legend about the 100% secure computer. This computer is unplugged, encased in concrete, and buried in a secret place. Frankly, anything else is less than 100% secure.

We can argue about which operating system is most "secure" all day but there is no such thing as a totally secure system. All systems can be cracked given enough time and the right circumstances, and while mistakes by operating system vendors are what grab the headlines, most knowledgeable people know very well that human errors account for most security problems.

The weakest link
When we talk about human errors being responsible for most security lapses, most people imagine someone giving out their password to the wrong person, or leaving the office unlocked at night, or similar situations. This is often true, but the biggest problem regarding human error is that we tend to make much simpler mistakes than those.

How many people reading this will have deleted a file by accident, or sent an e-mail to the wrong person by mistake? I have made these mistakes myself, yet here I am still writing notes telling other people how to be secure. It happens to everyone. If you hire a networking expert who tells you they have never made this mistake, you might want to consider hiring another one.
Therefore, assuming everyone accepts human error as a factor, then we cannot only think about security in terms of outside hackers, viruses, and other higher profile methods used to compromise security and create headlines in the high-tech community.
When designing your network, you need to make it as easy as possible for users to use safe methods and as difficult as possible to make easy mistakes. A few examples:
· Are you concerned about users deleting files by accident?

· Are you certain that those users that can administer files are allowed to make backups?
· Are you aware that people will walk away and leave their workstations logged in?

· Is there a policy in place for using password-protected screen savers?
· Are users logged off the network when they are gone for extended periods?

If you take the ability to make a mistake away from people who do not need to be in the position to make the mistake at all, you have protected yourself without inconveniencing anyone.

Assigning responsibility, not blame
If you want your business to be secure, not to mention a happy place to work in general, you need to get the employees on your side. You are selling security to them as something that will improve their job security without impeding their ability to perform their daily work routine.

The first and most obvious thing is to explain to them why new security measures are needed—and listen to their replies because they might be in a better position to tell you why you are wrong, or how your new system could be made even better.

The second thing you need to do is to encourage people to tell your computer and/or security people about anything strange that happened. The most important part of getting people to speak to you is to make sure they do not feel unhappy or scared to do so.

Make it clear that if they make a mistake, or a hacker or virus targets them, that you are not interested in punishing them for screwing up, you want to fix the thing that allowed them to make that crucial mistake or become a target for hackers and viruses.

If they make a report over a security issue, always take it seriously. If it is nothing to be worried about, explain to them, in their terms, that you are glad they told you about it but that there is no need to worry. If you install security software (e.g., virus scanners) on their machine, make sure the scanner does not bother them all the time with trivial messages. You do not want to get in the way of their work, and you do not want them to get used to a virus scanner that “cries wolf” so that when something important does happen, they will not take notice.

Summary

We have covered why it is important to consider security as means to an end rather than an end in itself. It is easy to be sucked into paranoia about security and be blinded to the fact that you did not buy your computer or network to spend all day securing it, but to use it to help you with your business or relaxation at home. Let us try to recap a few "Golden Rules" about security we can take away from what I have stated so far.

· Security is about allowing people to use their computer without having to worry about their security. This means they expect their security precautions to be 100% effective and 0% intrusive, which is impossible.

· Make it easy for users to do the right thing, and difficult for them to do wrong things.

· Remember your sales pitch—explain that you need to use a security system why it solves their problem because they probably do not care about why it solves your problem.

· Create "fix" culture, not "blame" culture. Fix the problem; do not blame the person—or they will never tell you about their security worries again.

End of Part 1
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