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Command Console Agent for Digital UNIX "

This guide describes Command Console Agent for Digital UNIX. It includes a product description,
minimum system requirements, and installation and configuration instructions.

Product Description

Command Console Agent for Digital UNIX is a companion application to the Command Console Client
graphical user interface (GUI) program. Agent serves as Client’s assistant in configuring, operating, and
monitoring your host’s storage subsystems. Agent runs on your host system as a server application. It
connects to Command Console Client sessions via the TCP/IP network protocol, as shown in Figure 1.

Figure 1 Command Console Client/Agent Connection
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Command Console Agent provides a network connection between a host storage subsystem and any
number of Command Console Client sessions running on either the host or other remote systems. Agent
provides access protection on a network address-by-network address basis. You can configure Agent to
allow, for instance, one Client session complete configuration access to the storage subsystem, while
another Client session might only be allowed monitoring capability.
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You can also use Agent for asynchronous fault notification. The program monitors your host’s storage
subsystems and sends notification messages to all Client sessions connected to it the moment a fault
occurs. You can configure Agent to use TCP notification to Client and SNMP notification to an SNMP-
compatible monitoring application. You can also configure UNIX-based Agents for e-mail notification to
specified network e-mail addresses.

Product Description



Minimum System Requirements

Agent requires the minimum host system resources shown in Table 1. The program is designed to operate

with Command Console Client Version 1.1 for Windows®Nahd Windows 95,

Table 1 Minimum System Requirements

Host Feature

Requirement

Architecture

Digital Equipment Corporation Digital UNIX-compatible platform, 2
MB free space in /tmp directory, 4 MB free space for Agent

installation directory

Operating System

Digital UNIX version 3.2 C, D, or F or version 4.0

Controller Compatibility

StorageWorks 2 or 6-port controller running operating firmware

Version 3.0 or higher.

NOTE

There are two, different Digital UNIX Agent programs. There is a unique program for Digital
UNIX 3.2 platforms, and one for Digital UNIX 4.0 platforms. You must choose the proper Agent

in the Agent installation program.
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Installing Command Console Agent

Agent is Client’'s network assistant. You’'ll need one Agent program running on each host system you
wish to connect to Client over the network. The Agent installation program installs the Agent program of
your choice at the host system of your choice.

NOTES

You can install an Agent for Digital UNIX only from a Windows NT system with a CD-ROM.
Further, you can only install this Agent over a network connection to a remote host.

You can run the Agent installation program on either fnteIDigital Equipment Corporation
Alpha” Windows NT platforms.

Installing an Agent

Here’s how to install an Agent in one of your host systems:

1. Your host’s system resources must meet the minimum requirements to run the Agent program you
wish to install. The minimum system requirements for each Agent type are listed in its user guide on
the accompanying CD—ROM. Before going on, verify that each of your host systems will support the
Agent you wish to install.

2. Before you can install an Agent, at least one logical volume must exist on each storage subsystem you
wish to connect to. If your subsystems do not each contain at least one volume, use your operating
system utilities to connect to your controller's command line interpreter (CLI) interface to create one.
Subsystems without at least one logical volume are invisible to Agent and the host operating system.

Place the Command Console CD—ROM in your local system’s CD—ROM drive.
4. Open thadAGENTSsubdirectory in File Manager.
5. Double click théNSTALL.BATile.

The installation program begins, displaying a series of windows in which you must enter
configuration information for your Agent.

6. Enter the appropriate information in each window, until you have completed the installation of your
Agent.

NOTE

There are two, different Digital UNIX Agent programs. There is a unique program for Digital
UNIX 3.2 platforms, and one for Digital UNIX 4.0 platforms. You must choose the proper Agent
in the Agent installation program.

Click thelnfo button on any window for helpful information on its use.

Be sure to read the special instructions included in dofoavindows. See “Special UNIX Agent
Installation Instructions” below for more information.

Installing Command Console Agent



Special UNIX Agent Installation Instructions

When you run the Agent installation program from Windows NT, and you select a UNIX-based Agent
type, the program performs the installation over the network. You must have access to the superuser (root)
account on the remote host, and your local system must have network access to the remote system.

The installation program prompts you for the remote host’s name, along with your personal user name
and password. It then uses the file transfer protocol (FTP) to transfer the Agent files to the remote host's
/tmpdirectory. When the files are transferred, the program opens a separate Telnet window on your local
system. You must use the Telnet window to complete the remaining steps of the Agent installation.

Perform the following actions in the Telnet window to complete your Agent installation. Use the special
instructions included with the text-based prompts for assistance as you go along.

1. Log on to the remote host system using your personal user name and password.

2. Enter “su” and the superuser password to become superuser.

3. Enter “cd /tmp” to change your working directory to Atnep directory containing the Agent
software.

4. Enter “sh install.sh” to start the UNIX, Bourne-shell installation script.

Follow the text-based prompts to complete your UNIX Agent installation.

Your UNIX-based Agent is installed as a background task, and it automatically runs at all times once it is
installed.

Installing Additional Agents

You may want to install Agents on your other host systems. To install more Agent programs, simply
repeat the procedure above, using the appropriate host system name and Agent type for each session.

Agent Documentation for Alpha U Platforms

If you're running the Agent installation programs on a Digital Equipment Corporation Alfredows
NT platform, you cannot install the Acrobat Reader. D®@CSsubdirectory on the CD—ROM contains
Agent user guides in Word for Windows format for use in this situation.

Installing Command Console Agent



Running Command Console Agent

Your Agent program was automatically started when you installed it, and it was installed to restart
automatically if it stops for any reason.

The installation script places an entry in tate/inittabfile to implement automatic execution of the
Agent when the host system is started. The tag field in the Btedsn

Running Command Console Agent



Reconfiguring Command Console Agent

You can reconfigure previously-installed Agents using the configuration program. To reconfigure an
Agent, execute theonfig.shBourne-shell script in thénstallation_directory/steam/bisubdirectory and

follow the prompts.

You can also use this script to manually start and stop the daemon.

Reconfiguring Command Console Agent



Uninstalling Command Console Agent

You can remove any Agent program using the uninstall program. You have two options to remove an
Agent:

* Run the Agent configuration script on the host and Select Option 5. Raoartfig.shscript in the
/installation_directory/steam/bisubdirectory.

* Run the Agent uninstall script on the host. Run thgtdllation_directory/steam/bin/uninstal.sh
script, wherénstallation_directoryis the directory into which you installed Agent.

Run the script with the stringnktallation_directory/steam/bin/uninstal.gistallation_directory to
point the program to the proper location of the Agent files. If you do not know what the location is,
examine the fildetc/. STEAMDIR

Uninstalling Command Console Agent



For Advanced Users

The fastest and most user-friendly method of configuring an Agent is to use the configuration script. Use
of the script is the recommended method for Agent configuration.

If you wish, however, you can manually configure any Agent by editing the Agent’s configuration files

with a text editor on the Agent’s host system. To configure Command Console Agent for access protection
and proper connection with your subsystems, you must edit five, ASCII files.

e Services file

* Agent Configuration file

» Client Access file

e Subsystem ldentification file

* Mail Notification file

The following sections describe the function of each file, along with the process of editing it.

For Advanced Users
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Editing the Services File

Agent uses sockets (sometimes called “network ports”) to communicate with its Clients. Agent uses an
even/odd number pair for the port numbers. The socket numbers at the Client and Agent ends must match
for network communication to occur.

In UNIX-based systems, the socket numbers are assignedserthieedile in the ktcsubdirectory. In
the unlikely event that you experience a conflict with the socket numbers, you may editvibedile
manually.

The default socket numbers for Command Console are 4998 and 4999. If you are installing Agent and
these numbers are already taken by another application, the installation program prompts to warn you that
you must choose another 4-digit, even/odd pair.

To select another pair for Agent, open gleevicedile in an ASCII editor. Pick two numbers above 1023
that are not already used in the file, and add the following two lines:

spgui even_number [tcp # StorageWorks® Command Console
spagent odd_number [tcp # StorageWorks® Command Console

Note that the port numbers that you select must match the port numbers used by all of the Clients to which
you wish to connect your Agent.

Network Port Assignments for UNIX-Client/Server Systems

A UNIX host may use Network Information Services (NIS) to serveghécedfile containing its
network port assignments.

Agent must use theervicedile to determine which network ports to use. Because of this requirement,
you may need to configure your system so that Agent can access thesprojppedile.

You have two options to prevent a conflict between the two possible locationseffiticeile:

* You can manually edit the locaérvicedfile and, in addition, force the host to use this file. Be sure
the system uses the correct search order faehacedile by running the utilityusr/shin/svcsetup
The search order in this case should be: “local,yp” or simply “local”.

* You can manually edit theervicedile on the NIS server to set up the proper network ports for Agent
and potentially for the other Agents in the NIS domain. Be sure the system uses the correct search
order for theservicedile by running the utilityusr/sbin/svcsetuprhe search order in this case
should be: “yp,local”.

For Advanced Users
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Editing the Agent Configuration File

The agent configuration filsteam.cfgconfigures Command Console Agent within its operating system.
The file contains five lines of ASCII text, formatted as follows:

device_special_file_path

The device special file patfdev.

agent_executable_file_path

The full path to the steam.exe, client.ini, and storage.ini files.

encrypted_password

The encrypted password from the password generation program.

manufacturer_name

Your manufacturer name. The default is "Digital Equipment Corporation" You can use up to 80
characters.

snmp_enterprise_assignment

Your SNMP enterprise assignment number. The default is "36.2.15.21.". (Note that this paramo¢ter is
your numerical TCP/IP address.) If you are unsure about this parameter, use the default or contact your
network administrator.

Editing the File
Edit the/installation_directory/steam/bin/steam.dflg by performing the following actions:

1. Run the password generation program by changing to the directory tis&taned, client.iniand
storage.inifiles are installed in and entering the following at a command prompt:

sp_passwd " yourpasswor

where Yourpasswortlis a 4 to 16-character text string of your choosing.

The program generates an encrypted password string and displays it on the screen.

2. Use an ASCII editor to modify treteam.cfdile you copied during the installation process. Use the
encrypted password from Step 1 as line 3 in the file.

Following is a samplsteam.cfdile:

/dev

lopt

Q1</Sn_k

Digital Equipment Corporation
36.2.15.21.

For Advanced Users
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Editing the Client Access File

The client access filglient.ini, configures Command Console Agent for proper operation with its
Command Console Client companions. The file is located in the directory
/installation_directory/steam/etc.

Use an ASCII editor to modify thaient.ini file you copied during the installation process. Add a separate
line in the file for each system that you wish to grant access to this host system. Use vertical bars
(sometimes called the “pipe” character) to delimit the three fields. You may add comment lines as long as
they start in very first position and begin with the exclamation point character, "!".

NOTE

Blank lines are not allowed in tlodient.ini file. A blank line may interfere with Agent execution.

The line for each client system must be in the following format:
system_network_addrémsstification _methojdccess_allowed
where:

system_network_address

The network name, including the domain information if appropriate, of the remote system to

which you wish to grant access. The address must be alphanumeric and not a numeric IP address.
The address can be up to 128 characters long, including periods. If you are unsure of this address,
consult your network administrator.

notification_method
The mechanism you wish Agent to use to notify Client sessions of a fault, where:

0 = no notification

1 = notify via TCP

2 = notify via SNMP

3 = notify via both TCP and SNMP

If you are unsure of which mechanism to use, use "1" for this parameter.

access_allowed
You can configure Agent for three levels of subsystem access:

» High-level monitoring—Good/Bad indication at the host and storage subsystem
levels. Good/Bad indication of Client/Agent communication link. Client notified of
subsystem faults as they occur.

*  Low-level monitoring—All detailed information about the status of the storage
subsystem available, in addition to high-level monitoring capabilities.

» Configuration—Capability of changing the configuration of the storage subsystem,
in addition to high and low-level monitoring capability.

Theaccess_allowegarameter sets the level of access you are granting to this remote system,
where:

For Advanced Users
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0 = High-level monitoring only. No low-level monitoring or configuration changes
allowed.
1 = High and low-level monitoring. No storage subsystem configuration changes

allowed.
2 = High and low level storage subsystem monitoring and configuration access.

Following is a samplelient.inifile. This file enables full access for the remote Client system at network
addressireamon.your.company.cormd sends fault notifications to Client using the TCP mechanism. It
also disables any monitoring or configuration access by Client running on the system at network address
wanderlust.your.company.coiout still enables asynchronous fault notification via the TCP mechanism.

I Access list for system HOST123:
dreamon.your.company.com|1|2
wanderlust.your.company.com|1|1

For Advanced Users
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Editing the Subsystem Identification File

The subsystem identification filstorage.inj configures Agent to communicate with the storage
subsystems on the host on which Agent is running. The file is located in the directory
/installation_directory/steam/etc.

Use an ASCII editor to modify tretorage.inifile you copied during the installation process. Add a

separate line in the file for each system that you wish to grant access to this host system. Use vertical bars
(sometimes called the “pipe” character) to delimit the three fields. You may add comment lines as long as
they start in very first position and begin with the exclamation point character, "!".

NOTE

Blank lines are not allowed in tlodient.ini file. A blank line may interfere with Agent execution.

The line for each system must have the following format:

subsystem_narugivelDjmonitor_interval

where:

subsystem_name
The name you wish to refer to the subsystem by when using the Client GUI. The hame must be
alphanumeric and can consist of up to 32 characters.

drivelD
The name that identifies this storage subsystem in Digital UNIX. The name has the format
rrzinp, where:

rrzis a fixed string that identifies the subsystem as a Digital UNIX character device.
Iis the LUN identifier on the Digital UNIX character device.

nis an integer defined as: (8tibsystem_bus_numbpercontroller_target ID

p is the partition identifier on the Digital UNIX character device.

monitor_interval

The time interval, in seconds, between Agent’s periodic status checks on this subsystem. The
range of intervals is from 1 to 99,999 seconds. If you set this parameter to 0, Agent does not
perform periodic status checks on the subsystem.

Following is a samplstorage.inifile. This file configures Agent to communicate with and to periodically
monitor subsysten®v300on driverrzal6g andmini_bon driverrzb12h Agent will checksw300at 20-
second intervals, andini_bat 300-second intervals (that is, every 5 minutes).

I Storage subsystems for HOST123
sw300[rrzal6c|20
mini_b|rrzb12b|300

For Advanced Users
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Editing the Mail Notification File

The mail notification filenotify.ini, configures Agent to send messages to specified network email
addresses when a storage subsystem event occurs. The file is located in the directory
/installation_directory/steam/etc.

Use an ASCII editor to modify theotify.ini file you copied during the installation process. Add a separate
line in the file for each address you wish to notify when a storage subsystem event occurs. Use vertical
bars (sometimes called the “pipe” character) to delimit the three fields in each line. You may add
comment lines as long as they start in very first position and begin with the pound character, "#".

NOTE

Blank lines are not allowed in tmtify.ini file. A blank line may interfere with Agent
execution.

The line for each e-mail address must be in the following format:
M|notification _levdhetwork _email_address
where:

M
The ASCII character “M”.

notification_level
The levels of subsystem faults that generate an e-mail message for the e-mail address in this line,
where:

1 = notify when fatal events occur

2 = notify when fatal events or events requiring warnings to the user occur

3 = notify when fatal events, events requiring warnings to the user, or events requiring
only informational messages to the user occur

network_email_address
The complete network e-mail address you wish the notification message to be sent to.

For Advanced Users
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Miscellaneous Support Files

Agent uses several files in cooperation with the operating system. Do not delete these files. Most are in the
l/installation_directory/steam/{bin,etc,databibdirectories.

In particular, do not delete these two files:

» /etc/.STEAMDIR-Fhis file is used to indicate the current directory location osthamdorogram
and support files.

» /etc/inittab—This file is modified during installation to staeamdwhen the system is started. If you
change this file, make sure to issue the comnigihd to cause the operating system to read the file
and to recognize the changes.

Miscellaneous Support Files
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SNMP Trap Information

Agent sends out an SNMP trap (that is, an asynchronous event notification) to any hosts that are listed in
the CLIENT.INI file with this option enabled. (See “Editing the Client Access File” in this document for
more information.) This section describes the format of the SNMP trap.

Information Fields
An Agent SNMP trap consists of the following information fields:

e Source IP address
+ GENERIC =6 (6 = ENTERPRISE SPECIFIC VALUE TO FOLLOW)
e SPECIFIC =0 or 1, where:

— “0” indicates that the field-replacable unit (FRU) transitioned from a bad to a good state

— “1” indicates that the FRU transitioned from a good to a bad state
e OID Variable of the offending FRU

« OCTET STRING Value returning the name of the storage subsystem containing the FRU
specified by the OID Variable

OID Variables

Each object ID (OID) is prefixed by a base enterprise number (BEN) for the Command Console product.
The default BEN for Command Console Agents is as follows:

1.3.6.1.4.1.36.2.15.21
(iso.org.dod.internet.private.enterprises.dec.ema.sysobjects.raidmanager)

Following are the OID values used by Command Console:
» Disk Status = BEN +.3.2.1.4

(BEN + .subsys.ssStatusTable.ssEntry.ssDiskStatus)

* Power Supply Status = BEN + .3.2.1.5
(BEN + .subsys.ssStatusTable.ssEntry.ssPowerStatus)

e Cooling Status = BEN +.3.2.1.6
(BEN + .subsys.ssStatusTable.ssEntry.ssFanStatus)

e Cache Battery Charge Status = BEN + .3.2.1.7
(BEN + .subsys.ssStatusTable.ssEntry.ssCacheBatteryStatus)

e OverTemperature Status = BEN + .3.2.1.8
(BEN + .subsys.ssStatusTable.ssEntry.ssTemperatureStatus)

e Communication Status = BEN + .3.2.1.9
(BEN + .subsys.ssStatusTable.ssEntry.ssCommStatus)

SNMP Trap Information
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e Controller 1 Status = BEN + .3.2.1.12
(BEN + .subsys.ssStatusTable.ssEntry.ssController1Status)

» Controller 2 Status = BEN + .3.2.1.19
(BEN + .subsys.ssStatusTable.ssEntry.ssController2Status)

If your SNMP Management Utility has the Agent MIB compiled, the utility should display the character
string values in parentheses above.

Trap Example

An example SNMP trap for storage subsystem “subsys1” with a failing power supply on an Agent at IP
address “16.82.16.01", would contain the following information:

Source address = 16.82.16.01

GENERIC =6

SPECIFIC =1

OID Value =1.3.6.1.4.1.36.2.15.21.3.2.1.5
(iso.org.dod.internet.private.enterprises.dec.ema.sysobjects.raidmanager.subsys.ssStatusTable.ssE
ntry.ssPowerStatus)

OCTET STRING = subsysl1

SNMP Trap Information



