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Preface

This document explains how to usethe DIGITAL ServerWORKS
Manager® product to manage DIGITAL servers and other devices. It
also provides detailed procedures for ingtalling, configuring, and using
the ServerWORKS Manager Console.

Audience

Thisguideisintended for the network administrator or server
administrator who isingtalling and configuring ServerWORKS Manager
Console and agents. This guide assumesthat you are familiar with
networking fundamental s and the SNMP protocol .

Related Information

Refer to the following sources for more information:
Appendix C, which contains a bibliography and glossary

DIGITAL ServerWORKS Manager Enterprise Management
Integration Guide

Using the ClientWORKS® Management Suite with DIGITAL PCs: A
Guide for Network Administrators

Conventions Used in This Guide

Theterms*“Sdlect” and “ Choose’ are used frequently in the procedures.
Both termsrefer to specific mouse pointer or keyboard operations:

Xiii
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Select—M ove the mouse pointer to an item (icon, command, name)
and single-click the mouse button, or use the specified set of
keyboard keysto indicate a choice.

Choose—Move the mouse pointer to an item and double -click the
mouse button, or use the specified set of keyboard keysto start an
action on the selected item.

Thefollowing icons are used in the manual:

tip, special technique, shortcut or other information to
help you use the product. A noteis not awarning or
caution of serious consequences .

Caution: Indicatesimportant information. Failure to use
the information can result in problems.

Warning: Indicates significant information or
instructions to be observed. Failure to use the information
can result in loss of data or other catastrophic failure.

D Note: Indicates helpful information. The note can bea

Xiv
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Keyboard Conventions

To Do This

Press These Keys:

Scroll one window up or down
Go to the beginning of the list
Go to theend of thelist
Move focus I €ft or right
Move oneline up or down
Move to next window
Moveto previous window
Go to the next field

Goto the previousfield

Go to the next group

Go to the previous group

Move the focus up or down without
affecting the state of the previous
line

(to add or remove linesfrom a
selected set)

Toggle the state of the focusitem
Display Help

Display Help (from a console
window)

PAGE UP or PAGE DOWN
CTRL+HOME
CTRL+END

LEFT or RIGHT ARROW
UP or DOWN ARROW
CTRL+TAB
CTRL+SHIFT+TAB
DOWN ARROW or TAB
UP ARROW or SHIFT+TAB
CTRL+DOWN+ARROW
CTRL+UP+ARROW

SHIFT+UP ARROW or
SHIFT+DOWN ARROW

SPACEBAR
F1
CTRL+ALT+F1

XV
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Introduction

DIGITAL ServerWORKS Manager isa management tool for network
and server administrators. Y ou can monitor and manage the following
objects usng ServerWORKS agents and the Console;

DIGITAL and non-DIGITAL servers and clusters running awide
range of operating systems
Multi-vendor network components and non-server objects

DIGITAL desktop systems

11



Introduction

The Advantages of ServerWORKS Manager

ServerWORKS Manager isa comprehensive network management tool
that facilitates network monitoring and diagnosis. ServerWORKS uses
SNMP (Simple Network Management Protocol)  asits primary
mechanism for communication with servers and managed objects. Using
ServerWORKS you can find, monitor, and manage devices that support
SNMP from a single management console.

ServerWORKS Manager agents running on DIGITAL systems provide
the communi cation channel to the management console over a network.
The agents provide real -time system and performance data in addition to
information about alarms.

ServerWORKS uses the Desktop Management I nterface (DMI) for its
communication with desktop and mobile systems. The DIGITAL DMI
agents provide configuration data on DIGITAL desktop or mobile
systems.

ServerWORKS Manager uses Discovery, a process that first finds
network objects and then returns information about the objectsto a
management station, the Console. ServerWORKS Manager Consoleis
an easy-to-use Windows-based management station from which you can
access your entire network and view your current network configuration
inits actual or logical view in ahierarchical list or graphical map.

The Objects That ServerWORKS Discovers

1-2

ServerWORKS discovers:

Servers, including all DIGITAL serversand non -DIGITAL servers
whose MIBs are compiled into ServerWORKS. For example,
Compag® server MIBs are already compiled into ServerWORKS.

Clugters, including DIGITAL NT and Microsoft NT clusters. A
cluster icon appearsin the hierarchy or map views. Expanding the
icon revealsthe servers and resourcesin the cluster.

Network components like routers, bridges, hubs, and concentrators.
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Non-server nodes like desktop systems, printers, RAID controllers,
and uninterruptible power supplies (UPS).

Integration with Enterprise-Level Management Tools

Because ServerWORKS Manager uses SNMP, ServerWORKS integrates
with industry-standard enterprise management products so you can
effectively monitor and manage DIGITAL serversfrom an enterprise
manager. Conversaly, you can compile non-DIGITAL MIBsinto
ServerWORKS Manager, which allows you to monitor other vendors
servers and network objects from the ServerWORKS Manager Console.

The DIGITAL server agents use the operating system’s  native SNMP
protocol stack and extensible SNMP agent. Y ou can set up the DIGITAL
server SNMP agents to send traps to a network management system like
ServerWORKS Manager Console. ServerWORKS can then forward
trapsto an enterprise manager.

ServerWORKS isintegrated with:

Compaq Insght Manager®
Hewlett-Packard OpenView®
Tivoli TME 10 NetVien®
Computer Associates Unicenter TNG®
NetWare ManageWise®
Y ou can find complete detailsfor integrating DIGITAL MIBsinto

enterprise managersinthe DIGITAL ServerWORKS Manager
Integration Guide.

Minimal Health

ServerWORKS Minimal Health establishes an early warning system at
ingtallation time with default settings for your platform and components.
ServerWORKS agents provide out-of-the-box configuration of alarms  for
common hardware components such asthe fansand diskson DIGITAL
servers. The Minimal Health agent setsalarmsfor  environmental
conditions—power supplies, voltage, fans, and temperature—and for
gtatus on processors, disks, and memory components.

1-3
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Smart Monitoring

ServerWORKS agents gather server and component information
intelligently. Instead of relying on constant polling from the
management console, ServerWORKS agentsthat areingtalled on
managed systemsinterrogate themsalves and notify the console when a
unit reaches an alarm threshold, saving consderable network bandwidth.

Detailed Component Usage

ServerWORKS gathers current vital statisticslike the nameand [P
address of a device, which ServerWORKS displays on an | P Discovery
map or in the ServerWORKS Explorer hierarchical view.
ServerWORKS al so collects detail s about network devices, such as
network adapter statistics, disk storage, and CPU use, which you can
view from the System Browser.

Y ou can set alarms on network objects. When the value of an alarm
parameter exceeds the threshold you have defined, you are notified. Then
you can make adjustments before minor concerns become major
problems.

Y ou can record real-time activity using graphs, view the dataon a
dynamic graph, and accumul ate the data for later analysis. The analyzed
historical data can help you troubleshoot problems. If you suspect a
problem on a component, you can run the graph for several hoursor
days and recall the data when you are ready to analyzeit.

Notification Options

1-4

ServerWORKS lets you define the precise action to take when the
Consolereceivesatrap or alarm. Y ou can send electronic mail, page an
administrator using an alphanumeric or numeric pager, or launch an
application that initiates a solution for the problem on the alarmed
device.
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NT and NetWare Management

ServerWORKSS monitors and manages Windows NT® from the Console,
eliminating the need to use multiple NT administration tools.
ServerWORKS automatically discoversyour NT domainsand letsyou
display the contents and properties of objectsin the Explorer as part of a
custom collection or view.

In the map view, you can drag and drop objects between domains or
servers and perform group operations easily. For example, you can select
several groups and modify their privileges or manage printer queues.

If you run Novell NetWare on the Console, you can view the NetWare
serversin your network the using ServerWORKS Explorer. You can also
manage those servers, using the NetWare utilities whose icons appear on
the ServerWORKS tool bar.

When you select a NetWare server, iconsfor the following NetWare
utilities are displayed on the ServerWORKS Manager toolbar: Filer,
Pconsole, Printcon, Rconsole, Syscon, Userdef, and NWAdmin. A click
on the button starts the utility.

DIGITAL and Third-Party Application Integration

ServerWORKS integrates third-party applications so you can manage the
devices on which their agents are ingtalled. Integration  with
ServerWORKS accomplishes the following tasks:

Enables ServerWORKS Manager to associate the application with
objects on which the third -party agents are ingtalled

Adds a menu option on the Console menu that launchesthe
third-party application from the Console menu

Adds an icon to the Console toolbar that launches the application

Adds an icon to the toolbar when athird -party object is discovered
inaview

1-5



1-6

Introduction

Y ou can integrate the following applications:

ClientWORK S — ClientWORKS isthe DIGITAL desktop system
management tool that is based on DMI (Desktop Management
Interface). ClientWORKS finds PCs that support DMI and retrieves
information both locally and remotely. ClientWORKS also creates
system snapshots (MIF files) for use with SMS (Microsoft Systems
Management Server).

StorageWor ks Command Console — Monitors, manages and
troubleshoots large storage subsystems attached to a DIGITAL
StorageWorks RAID controller.

Remote Server Manager (RSM) — Provides management by modem
for DIGITAL serverswith RSM installed.

Remote M anagement Console (RM C) — Monitors and manages
Alpha systems configured with RMC functionality or KCRCM option
hardware.

Global Array Manager — Monitors and managesthe disk array
subsystems that are attached to a MY LEX RAID controller.

APC Power Net — PowerNet is the device manager for American Power
Conversion uninterruptible power supplies. PowerNet provides
information on APC UPS devices. Integration with ServerWORKS
places an icon on the toolbar and a menu command to launch PowerNet
from the Console.

Exide OnliNetd — OnliNet is power management software for
uninterruptible power suppliesfrom Exide Electronics Corporation.
Exide UPS devices are available for DIGITAL Alpha systems. The
OnliNet plug-in for ServerWORKS allows you to start OnliNet from the
ServerWORKS tool bar.



Using SNMP with ServerWORKS Manager

ServerWORKS Manager uses SNMP, SNMP agents and MIBsto
monitor and manage a network. Some background knowledge of SNMP
isuseful before you begin using ServerWORKS Manager.

This chapter describes the Simple Network Management Protocol
(SNMP V1.0) that ServerWORKS Manager uses and explains how
SNMP workswith DIGITAL agentsto extend the information you need
for predictive management.
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About SNMP

Using SNMP with ServerWWORKS Manager

SNMPisan application layer protocol for exchanging management
information between network devices. SNMP isthe most commonly used
protocol for managing diverse networks running a variety of operating
systems. ServerWORKS Manager usesthe SNMP V1.0 protocol for its
primary communication with servers.

SNMP System Components

MIBs
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SNMP retrieves data from one or more Management Information Bases
(MIBs) that describe the manageable objects on that host. In addition to
system-supplied MIBs, vendors can define additional MIBsthat allow
vendor-devel oped devices to be monitored and managed by SNMP
management consoles. ServerWORKS Manager compilesthe Host
ResourcesMIB (RFC1514), DIGITAL MIBs, and the MIBs of numerous
vendorsinto its database to provide a collection of information about
network objects.

ServerWORKS Manager implements SNMP -based MIBs and an SNMP
extension agent component that allow:
Remote control of systems through SNMP operations

Setting of SNMP agent traps and alarms using ServerWORKS
agents on the objects being managed

Polling of SNMP variablesto create Console -based threshold alarms

A MIB includes the following information about every object it
describes:

An aobject identifier, known asan OID, that uniquely identifiesthe
managed object on the network

A definition of the data type used to define the abject

A textual description of the object

An index method used for objectsthat are of a complex data type
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Theread or write accessthat is allowed on the object

MIBs have been defined for TCP/IP routers and hosts, interface types
such astoken ring and FDDI, and devices such as servers and bridges.

Network Manager Programs

Agents

A manager isa program that requests data from other computers on the
network. An SNMP management console is any computer running
SNMP management software. When an administrator at the
management consol e requests information about a managed object, the
SNMP management program regquests information about the object using
itsobject identifier.

The agent isthe program that receives management requests and then
sends the requested information back to the SNMP management
program that initiated the request.

Network objectsthat are monitored must have an agent residing on them
or interacting with them. The agent performsfour operations:

GET and GET NEXT— Retrieve information about the managed object
and return it to the management console.

SET — Changesthe value of a managed object variable. Only variables
whose object definitions allow read/write access can be set.

TRAP — Sends messagesto the SNMP  management console when a
change or error occursin a managed object. Thetrap isthe only
operation initiated by the agent without a specific request from a
management program.

An extenson agent is software that extends the functionality of the
system SNM P master agent. When the agent receives arequest for
information about one of the objects handled by an extension agent, it
passes the request to the extension agent for processing. The extension
agent returns the information to the SNMP agent, which returnsit to the
management console that requested the information, as shown in Figure
2-1.
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Figure 2-1 Extension Agents in SNMP
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The DIGITAL SNMP Extension Agent

Mogt operating systems provide SNMP  agent subsystems that allow you
to construct extenson modules for specific hardware and software. The
DIGITAL server agent usesthe operating system's native SNMP
protocol stack and distribution mechanismsto return information about
DIGITAL hardware and software and to export traps to other systems.

An SNMP agent must be configured to send itstraps directly to any
SNMP management console such as ServerWORKS Manager Console,
or to enterprise management systems, such asHP OpenView or Tivoli
TME 10, that use SNMP as their trap and alarm mechanism.

How the Console Uses SNMP to Communicate
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ServerWORKS Manager Console functions as a management console
without the SNMP trap service. Becauseit usesits own SNMP stack for
decoding SNMP traps, it does not require that SNMP beingtalled on the
console system.
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However, sysemsthat are to be viewed by the management console  must
have SNMP agentsingtalled and configured.  If the management console
will be used to view the system on which it isingtalled, then SNMP must
be installed and configured on the management console as well.

ServerWORKS Manager Console relies on the operating syssem SNMP
componentsto provide the I P port number of the SNMP trap (usually
162). Thisentry can be found in the servicesfile. OnaWindowsNT
system, thisfileisusually at c:\winnt\system32\drivers\etc\services. On
aUNIX system, thisfileisat /etc/services.

Note: Server'WORKS Manager attemptsto usethetrap portif it is
not already inuse. The Saver'WORKS Manager Event Digpatcher
recavestraps from the SNMP trap port. In order to run an enterprise
manager on the same sysem as Server WORKS Manager, you must
closethe Event Digpatcher process

Some Windows 95 and WindowsNT sysemsmay havethe SNMP
trap entry removed. Make surethefollowing lineisin the srvicesfile

snnp-trap 162/ udp snnp

Changing thisentry tdlsthe Event Digpatcher to use another port
number for ligening to traps

Configuring SNMP for Trap Forwarding

SNMP is a connectionless protocol, which meansthere is no mechanism
in SNMP for requesting and acknowledging a formal connection session.
If the agent system and the management console system do not agree on
the trap port number and other details about the exchange, no messages
will pass between the two systems. No error will be detected and no
exception messages will be generated.

A system running Windows operating systems does not have the SNMP
service ingtalled by default. Y ou must add the SNMP service explicitly
from the Control Panel and then configure the SNMP agent with the
correct security and access. 'Y ou will not receive traps at the destination
console if you do not configure the SNMP services correctly.
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The SNMP setup isin the Control Panel under the Network icon. Y ou
need to configure the SNMP service and specify atrap destination on the
managed server. Refer tothe section  “ Configuring SNMP and Trap
Degtinations’ in Chapter 7 for ingtructions on configuring SNMP for
Windows NT and Windows 95. The procedures differ in the two
versions, but both require the same information:

The community name or names you will be using

The network name or the I P address of each SNM P management
console that will be the destination for trap messages generated
within a specific community

Thefollowing sections explain these itemsin more detail .

Configuring SNMP Security
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The SNMP security service uses community names to authenticate
messages. All SNMP messages must contain a community name. The
SNMP agent that receives the message checks the community name
againg the list of nameswith which the SNMP serviceis configured. If
the message contains a known community name, the messageis
processed. If no known community name matchesthe one in the
message, the messageisrgjected. The* Send Authentication Trap"
check box in the setup window determines whether the SNMP service
sends a trap message to the requesting server when an authentication
failure occurs.

The default community name is Public when the SNMP  serviceis
ingtalled on a Windows NT-based computer. Y ou can add or remove
community names as necessary.

Note: If you removeall community names, including the default
name, the SNM P service on that computer will authenticate and
process SNIM P messages containing any community name.

Thereisno rationship between community namesand domain or
workgroup names. Community names are a shared password for
groups of hogtsand you should select and change them asyou
would any other password.
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Only agents and managersthat are configured with the same community
name can communicate with each other. If the agent does not recognize
the community name contained in the SNM P messages from the
management console, the console will not receive traps from the agent.

Configuring SNMP Traps

The SNMP agent generatestrap messages, which are sent to an SNMP
management console called the trap destination. If you want a system to
forward SNMP traps to a management console, you must make sure both
systems are properly configured:

The community name on the management console must be the same
as the community name set on the agent system.

The agent system must specify the management console system asa
trap destination.
If you set up an alarm without having configured the SNMP services,
you are prompted to configure SNMP and an SNMP trap destination on
the managed system before proceeding.

When an agent trap condition occurs on the sending system, the agent
sends the appropriate SNMP trap message to the management console
system. If you do not configure both systems properly, no traps are
passed.

Trapstypically notify the management console about events such asa
service starting or stopping, the existence of a serious error condition, or
other event that isimportant to the agent. The SNMP agent or extension
agent and its associated MIB define what conditions cause a trap
message to be generated, but the user controls where the message is sent.
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Thetrap destination must be a host that is running an SNMP manager
program, such as ServerWORKS Manager or an enterprise manager.

Although you can identify the trap destination by its unique name, using
the numeric IP addressismost efficient. DHCP (Dynamic Host
Configuration Protocol) isnot recommended due to the uncertainty of
DHCP addresstrand ation. Do not use a subnet address for the trap
destination.



Installation

ServerWORKS Manager facilitates network management, a complex
process with network, software, and hardware configuration
requirements. This chapter describes the environment you need to
operate ServerWORKS Manager, including

Network configuration requirements

List of supported platformsfor operating syssem SNMP and DMI
agentsthat come with ServerWORK'S Manager

Hardware and software requirementsto run ServerWORKS
Manager Console

Hardware and software requirements to run agents on managed
devices

Requirementsfor cluster management

Installation instructions
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Network Configuration Requirements

3-2

Each network device has a unique numeric IP address and Media Access
Control (MAC) address. ServerWORKS Manager usesthe | P addressto
find objects on the network. SNMP usesthe MAC addressto
communicate information about the network object.

To resolve names and address conflicts, install a  Domain Name Service
(DNS) server. The DNS binds a name to an address. Because a Console
that moves has a dynamically allocated | P addressand is not ableto
maintain a trap destination eadly, it is recommended that you do not use
DHCP for the Console.

For network objects to communicate with the ServerWORK'S Manager
Console using SNMP:

Install an SNMP agent on each managed server

Make sure that SNMP service isingtalled and running on all
network objectsto be monitored.

Specify the I P address of the management console asthe trap
destination when you configure SNMP on the managed device

Asan adminigrator of an NT network, you need two types of
adminigtrator privileges.

Adminigrator privilegesin your domain

Trust relationships that allow domain administration in other
domains you plan to manage from the Console

Become familiar with the NT operating system. NT imposeslittle-known
restrictions on user accounts. Typically the Administrator hasfull
administrative capabilities, but others who are designated as Account
Operators must be explicitly assgned rightsto perform tasks on user
accounts. Among the user rightsthat are explicitly assigned are the
rightsto access alocal system from the network, back up filesand
directories, log on locally to a system, shut down the system, and take
ownership of filesor other objects.

Finally, understand network fundamentals and protocols. To learn more
about thesg, refer to the bibliography in Appendix C.



SNMP Supported Platforms

Thefollowing tableliststhe SNMP and DMI agents that are provided

Installation

with ServerWORKS Manager or as part of the operating system.

Table 3-1 SNMP and DMI Agents

Minimum OS Host X86 processor-  Alpha processor- DIGITAL

Version Supported Resource based DIGITAL  based DIGITAL DMI
SNMP Agent  Server SNMP Server SNMP Agent

Agent Agent

NetWareO V3.12, V4.11 Yes Yes N/A N/A

(X86 processor-based

DIGITAL serversonly)

WindowsNTO V4.0 server  Yes Yes Yes Yes

and workstation (for all

DIGITAL servers)

Windows 95'(X86 processor-  Yes Yes N/A Yes

based DIGITAL serversonly)

SCOO UNIX OpenServer Yes Yes N/A N/A

V5.02, V5.04

DIGITAL UNIX V4.0 Yes N/A Yes N/A

DIGITAL OpenVMS 6.2°0r Yes N/A Future N/A

greater (Alpha processor-

based serversonly)

0S/2 Warp 3.0 provided with  Yes N/A N/A N/A

the operating system 3(X86
processor-based DIGITAL
serversonly)

! Provided with ClientWORKS on DIGITAL mobile computers.
2 Availablewith DIGITAL TCP/IP Servicesfor Open VMS V4.1
(formerly known as UCX).

3

Provided as part of the OS/2 operating system.
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Management Console Hardware
Y ou need the following hardware to run ServerWORKS Manager.

Table 3-2 Minimum Hardware Requirements for ServerWORKS Manager
Console

Component Minimum Requirements

Processor Pentium 133 MHz

Storage Devices 1 GB hard drive
CD-ROM drive

3.5-inch diskette drive
Network Interface Card Network adapter with TCP/IP support ingtalled

Monitor SVGA 800 x 600
(1024x768 resolution recommended on an 18" monitor)

Memory 32MB
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Management Console Software

Y ou need the following software to run ServerWORKS Manager
Console.

Table 3-3 Software Requirements for ServerWORKS Manager Console

Component Minimum Requirements
Operating System One of thefollowing on X86 processors
Window NT V4.0
Windows 95
Management Protocol SNMP service provided with the operating system

(ServerWORKS Manager requires SNMP service
only if aDIGITAL system SNMP agent isbeing
ingtalled on the management console system.)

Transport and Network Protocols One of thefollowing:

TCP/1P service provided with the operating
system

IPX service provided by Novell

3-5



Installation

Agent Hardware

Y ou need the following minimum hardware to support ServerWORKS
agents. Some optionsin the system parameter area (assets or FRU
information, for example), remain hardware dependent.

Table 3-4 Minimum Hardware Requirements for Agents

Component Minimum Requirements

X86 processor-based LX, MX, XL, HX and ZX Servers

DIGITAL servers DIGITAL 500, 1000, 3000, 5000, 7000, and 9000 family of
s=vers

Alpharbased systems AlphaServer 300, 400, 800, 1000, 1000A, 1200, 2000, 2100,

2100A, 4000, 4100, 8200, and 8400
DIGITAL Server 3000, 5000, 7000 (Windows NT)

Desktop computers® Venturis FX, Venturis GL -6xxx,> Venturis 486, Venturis 486
LP, Venturis Pentium, Venturis Pentium LP, Celebris XL
6xxx, DIGITAL PC 5500, and DIGITAL PC 5400

Notebook computers® HiNote Ultra 2000

Network Interface Card X86 processor-based DIGITAL servers— TCP/IP adapter
(Ethernet, Token Ring, or RAS)
NetBEUI

Alpha-based systems — All TCP/IP network adapters

*  Desktop computers may not support environmental parameters, RSM,

or RMC.
> Venturis GL 6xxx isequivalent to the DIGITAL PC 3400. The
DIGITAL PC 3400 isnot availablein all aress.
Notebook computers do not support environmental parameters, RSM,
or RMC.

6
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Y ou need the following software to run ServerWORKS Manager agents.

Table 3-5 Software Requirements for Agents

Component

Requirement

Network Operating System

For X86 processor-based
DIGITAL servers

For Alpha-based systems

Network Protocols

One operating system:
- Novdl NetWareV3.12 or V4.11
SCO UNIX OpenServer V5.02, V5.04 (not on
clusters)
WindowsNT V4.0
0S2V3.0

One operating system:
DIGITAL UNIX V4.0
OpenVMS 6.2 or greater
Windows NT V4.0 for Alpha (agents only)

SNMP
TCP/IPor IPX (NetWare servers only)
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Network Cluster Support

Y ou need the following items configured on cluster membersto manage
clusters.

Table 3-6 Requirements for Network Cluster Support

Cluster Type Requirements

DIGITAL ClugersV1.1 Windows NT Enterprise, V4.0
with Service Pack 3 running on DIGITAL servers
Common Cluster MIB agent
Cluster Extension MIB agent

Microsoft NT Clusters Windows NT Enterprise, V4.0
with Service Pack 3 running on DIGITAL servers
Common Cluster MIB agent
Cluster Extension MIB agent
Microsoft Cluster Server (MSCYS)

Pre-Installation Considerations for ServerWORKS

Read the following sections for background information about
ServerWORKS Manager components before you ingtall ServerWORKS
Manager.

Order of Installation

Y ou can ingall the following software from the ServerWORKS
CD-ROM. Ingall them in the order they appear:

Agents

ServerWORKS Manager Console
ServerWORKS Console I ntegration
ClientWORKS

Remote Server Manager (RSM)
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Remote Management Console (RMC)
StorageWorks Command Console (SWCC)

Always uningall previous versons of ServerWORKS, ClientWORKS, or
ManageWORKS before you ingall ServerWORKS V4.0. Refer to
Appendix B, “ Troubleshooting” for details.

DIGITAL recommends that you install the componentsin the default
directories as suggested in the ingtallation. Avoid running two versions
in different directories.

Choose one language under which to ingtall and uningtall. Only one
copy of the uningtall program iskept in your Windows directory.
Therefore, it isalwaysin the language sdlected during the last
ingtallation on that system.

Make sure you have local and domain administrator privilegesif you are
ingtalling and configuring ServerWORKS with Windows NT.

Remember that Windows NT administration rules and regtrictions for
Groups and Users continue to apply when you work from ServerWORKS
Manager NT Server Management.

Y ou need 100 MB of temporary disk spacetoingall. Theingallation
usesthedirectory set by your TEMP variable, or if TEMP is not defined,
the Windows directory. For the environment variable TEMP, specify a
directory with aminimum 100 MB of storage to hold the temporary files
used during ingtallation. In addition, specify a TEMP directory that is

not in your PATH. Otherwise, unpredictable results may occur. On
Windows NT, use the Control Pand applet System

Properties® Environment to modify the TEMP variable.

Incomplete Installations

If you stop an ingtallation before it is complete, close theingallation
program completely and start over. For best results, use the Control
Panel ® Add/Remove Programs applet to remove any filesfrom the
incomplete ingtallation before you attempt another ingtallation. The
uningtall program removes only files that were changed the last time an
ingtallation was run. Changed files from previous install ations are not
removed.
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The system files copied to your system's Windows system directory are
not del eted when ServerWORKS Manager Consoleisuningtalled. They
areretained to avoid a problem with the Install Shield uninstall program,
which removes Windows system files no longer used by any other
running program without asking for confirmation. If the ServerWORKS
uningtall program deleted the system files, some required DLLswould be
removed, causing problemslater when other programs are started.

Closing Other Programs Before Installation

Shut down all programsthat are running, including mail programs and
the Microsoft Office shortcut bar.

If you are upgrading ServerWORKS, shut down all ServerWORKS
Manager background processes (Event Logger, Event Dispatcher, Poller,
Ping Server, Data Collector) before you ingtall or integrate any
third-party applications.

Toingall ServerWORKS Manager on a sysem that has Tivoli TME 10
NetView ingtalled, first shut down the NetView daemons. Daemons
continue to run in the background after you exit NetView. To stop the
daemons, select the menu item Server Management from the NetView
program group. Then select Stop Server to stop the daemons.

Keeping a Previous ServerWORKS Database
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Theingallation program checks to see whether a version of
ServerWORKS Manager Console already exists on the system. If so, you
have the following options:

Preserve the database —Merges an existing V3.2 or greater database
into a new Microsoft Access database, retaining all the information from
the old version, including historical datafiles .

Remove the previous ver sion — Deletes databases created from
ServertWORKS V3.0 or earlier.

Y ou can upgrade a Verson 3.0 databaseif you firg install Version 3.2.
Theningall Verson 4.0.
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Manipulating the Database

If you create your own Access reports or messages, upgrade Microsoft
Access 95 or earlier to Access 97 before the ServerWORK'S Manager
Consoleisinstalled.

Integrating ServerWORKS with Insight Manager

ServerWORKS Console integration merges ServerWORKS with Insight
Manager. Y ou can choose the integration option when you ingtall.
Integration enables you to view Compaq or Digital serversfrom Insight
Manager V4.01 or from WBEM, the Web-based Insight Manager.
Integration makes WBEM the default application for Compaq objects on
amap. Before you integrate, Insght Manager V4.01 and Internet
Explorer V4.01 must be ingtalled.

Integrating ServerWORKS with Enterprise Managers

ServerWORKS Console integration merges ServerWORKS agentsinto
enterprise managers. DIGITAL agents can provide the enterprise
managers with precise details about DIGITAL servers. Beforeyou
integrate ServerWORKS Manager, the enterprise manager should be
correctly installed.

Using ManageWORKS

ServerWORKS Manager Consoleand OpenVM S Management Station
can beingalled and run separately on the same system. Continue to use
ManageWORKS astheinterface for the OpenVM S Management
Station.

SNMP Service and Agents

Install SNMP on the managed systems and configure a trap destination
if you want to receive trap messages generated by the SNMP agents.
Refer to the section “ Configuring SNMP and Trap Degtinations’ in
Chapter 7.

SNMP agents may be supplied with the operating system or with the
ingallation. Ingtall the SNMP agents on the ServerWORK'S Manager
CD-ROM even if the operating system comes with SNM P agents.

3-11



Installation

Agents Supplied with ServerWORKS

Agentsfor the following systems are supplied and ingtalled on the
ServerWORKS Manager:

Windows NT 4.0 or greater

Agentsfor the following operating systems are supplied on the
ServerWORKS Manager CD -ROM. Ingtall them using ingtructions
provided with the ServerWORKS ingtallation kit.

NetWareV3.12, V4.11
SCO UNIX Open Server 5.02, 5.04

Agentsfor the following options for X86-based processors running
Windows NT are supplied with ServerWORKS Manager:

DIGITAL Server Management agents, including the ServerWORKS
V4.0 Minimal Health agent for X86-based processorsrunning NT.
This option isrecommended.

DIGITAL Server Agentsfor Insght Manager. These agents allow
you to view information about DIGITAL serversusing
ServerWORKS Manager utilities from Compag Insight Manager.

Agents Supplied with an Operating System
Agents are supplied and installed with the following operating systems:

DIGITAL UNIX 4.0

OpenVMS SNMP agent for Alpha-based systemsisincluded in the
DIGITAL TCP/IP Servicesfor OpenVMS product V4.1 or greater
and is a component of the NAS Client/Server Package. The SNMP
agent isingtalled when TCP/IPisingalled.

IBM OS2 SNMP agents are included with the operating system.
Refer to the OS/2 documentation for details.

Refer to the operating system documentation and to Appendix A
“ Additional Procedures and Information” for more information about
ingtalling SNMP agents on these operating systems.

3-12



Installation

Installing an Agent on the Console Device

If you areingalling ServerWORKS Manager Console software on an
X86 processor -based server r unning NT 4.0 on which you also want to
ingtall an agent for local monitoring, ingtall the agent softwarefirst, then
ingall ServerWORKS Manager Console.

Pre-Installation Considerations for ClientWORKS

For more information about ClientWORKS, refer to “ Using the
ClientWORKS® Management Suite with DIGITAL PCs: A Guide for
Network Administrators’ and the ClientWORKS V3.0 README.TXT.

Pre-Installation Considerations for RSM

RSM consistsof hardware and software components. They areingtalled
on X86 processor -based DIGITAL serversrunning Window NT or
nodes running Windows 95. In order to integrate RSM with
ServerWORKS Manager console, the RSM software must beingtalled on
the same system as the ServerWORKS Manager Console software.

RSM software should be installed on an X86 processor -based DIGITAL
server into its default directory:

<wi ndows drive>:\rs_ngr

A separate integration procedure is provided to integrate RSM into
ServerWORKS Manager Console. The integration isautomatic if RSM
wasingalled into its default directory. If RSM wasingtalled elsewhere,
the RSM integration tool will ask for the destination directory where
RSM wasingtalled.

Pre-Installation Considerations for RMC

This section describes how to access the Remote Management Console
(RMC) on an Alpha processor -based system. After configuring the
RMC, you can gart it from ServerWORKS Manager.
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The RMC isa hardware/firmware feature of Alpha processor -based
servers. The RMC allows you to control and monitor an AlphaServer
system from aremote location. RMC commands are used to rest, halt,
and power the monitored system on or off.

The control logic for the RMC is part of the system hardwarein
AlphaServer 800, 1200, 4000, and 4100 systems. Refer to the user
documentation for these systems for instructions on configuring and
usng RMC. The AlphaServer 1000 and 1000A systems provide RMC
capabilities through a hardware option, the KCRCM AlphaServer
Remote Console Module, which can be ordered separately. The
KCRCM module is connected to an EISA/ISA dot on the AlphaServer
1000 or 1000A system. Refer to the documentation provided with the
module for ingtallation and configuration instructions.

To invoke RMC from ServerWORKS, ingtall HyperTerminal

(HY PERTRM.EXE) on WindowsNT V4.0 and Windows 95. To
integrate RMC into ServerWORKS Manager Console, HyperTerminal
must be ingtalled in the default directory sdlected by the operating system
installation. Install as directed for Windows 95 and Windows NT.

Invoke RMC from ServerWORKS Manager asfollows:

1. If youareusngHyperTerminal, configureit asdedred, usng the
menus digplayed on the screen. If you are using another terminal
program, ingall and configure it according to the documentation.

2. Run Discovery to identify the servers on the network.
3. Sdect an AlphaServer object in the Discovery map or the Explorer.

4, Sdect the RMC menu item from the Tools menu or dick onthe
RMC integration icon in the toolbar to launch the terminal

program.

Theterminal program connects through your COM1 port to a modem,
terminal switch, or PBX, depending on how you have configured it. 1f
your connection is by modem, dial the telephone number configured for
the modem. From the COM1 port, enter the escape sequence to invoke
RMC.
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When the RMC integration is complete, the installation program
confirmsthat the links between RMC and ServerWORKS Manager
Console were successful.

First Steps for Installing All Components

Every component install ation begins from the main screen after you
select an ingtallation language. The following steps open the main
screen.

1. InsettheCD-ROM intothe CD-ROM drive. For example, insert it
into the CD -ROM drive of amanaged sysem if you areindalling
agents. (Y ou cannot ingall from anetwork drive)

2. OnWindowsNT or Windows 95 sysems, assoon asthe CD -ROM
isengaged the main screen appears. If it doesnot gart automatically
do thefollowing:

- From the desktop, click the Start menu.

- Choose Run. Enter the path as follows and click OK:
On Windows systems: <cd- r om dri ve>: \ Aut opl ay. exe

On Alphasystems: <cd- r om
dri ve>:\ Al pha\ Aut opl ay. exe

3. Chooseyour preferred language. The selected language remainsthe
default the next time you ingall or uningtall any component from
the CD-ROM. The main screen openswith thefollowing opti ons

- Insight Manager Options. Explainsyour optionsregarding
ServerWORKS and Insight Manager.

- Install. Displays the components you can ingtall.

- Tutorial. Runsthe onlinetutorial. Y ou can install the tutorial
or view it at any time from the CD -ROM.

- Documentation. Displays the manuals and other hardcopy
documentation using the Adobe® Acrobat™ reader located on
the CD-ROM. (Y ou do not need to ingtall Adobe Acr obat on
your system.) Y ou can open the manual fromthe CD -ROM.
Online help isingtalled with the applications.
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- Finish. Closesthe ingallation and offersto start ServerWORKS
Manager Console (if it wasingtalled) or to exit.
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4. Do oneof thefollowing:

Click on Ingtall to open the component screen. From this screen
you can choose other componentsto install.

Click on any of the other options and follow the promptsto
navigate through the option. For example, click on the Tutorial
to open the tutorial and view it. When you exit from the tutorial,
you are returned to the main screen where you can choose to
ingtall a component or exit.

Component Installation Instructions

Use the step-by-step ingtructionsin the following sections to ingtall
specific components. Begin by ingtalling the ServerWORKS agents on
all sysemsyou want to manage. Then ingtall ServerWORKS Manager
Console on the management station.

Installing ServerWORKS Manager Agents

Ingtall the agents before you install any other component. Ingtall the
agents on the remote systems that you will manage from the
ServerWORKS Manager Console. The installation program provides
only the agentsthat are appropriate for the operating system and
platform on which you are running the ServerWORK'S Manager

CD-ROM.
1. Openthe main screen by following the procedurein "Firs Stepsfor
Ingalling All Components™
2. Click Ingall to open the component screen.
From the component screen, dick ServerWORKS Manager Agents
4. Chooseoneoption:

Click Ingall to ingall the agentsfor DIGITAL x86 server
platforms. Then proceed to Step 5.

Click the Read button to learn more about ingtalling an agent on
other operating systems. Follow theingtructions for the
operating system and exit from the ingtructions following any
prompts.
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5. Acknowledge prompts asthey appear.

- Click Next on the licensing screen.
- If SNMP sarviceisrunning, click Yesto turn it off.
6. OntheDigital Agents Setup - Operation screen, select one option
and dlick Next.
- Install the Server SNMP Agents V4.0. Choose this option to
ingall or upgrade. Then click Next.

- Removethe Server SNM P agents. Choose this option to
removeingalled agents.

7.  Onthe Sdect Optional Agent Components screen, you can select
the following:

- Digital Server Management Agent. Ingallsthe
ServerWORKS V4.0 Server Management agent, including
Minimal Health. Thisagent replaces all alarms previoudy
defined with ServerWORKS V3.x or earlier.

8. Acknowledgethe prompt to resart SNMP service now or later or
other promptsto continue.

On the component screen, choose the next component to ingtall. If you
are not ingtalling other components, click Close and then click Finish on
the main screen.

Do You Plan to Monitor Your Management Console?

You can ingtall an agent and the consol e software on a management
console running Windows NT 4.0. Usethe preceding ingtructions for
the agent ingtallation.

Installing ServerWORKS Manager Console

The ServerWORKS Manager Console ingtallation process consigts of the
following segments, which contain multiple steps:

Starting the ingtallation, by choosing either the Windows NT 4.0 or
Windows 95 ingtallation

Ingtalling the Console
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Completing the Installation

Starting the Installation for Windows NT 4.0
1. Openthe main screen by following the procedurein "Firs Stepsfor
Ingalling All Components™
2. Click Ingall to open the component screen.

3. From the component screen, choose ServerWORKS Manager
Console.

4. Choosefrom thefollowing options on the intermediate ingallation
creen:

- Step 1Install. Ingtallsthe NT agents on systems running
Windows NT 4.0. Skip this option unlessyou are ingtalling an
agent on the Console system.

- Step 2 Read. Displaysinformation about Microsoft Data Access
(MDAC) Components. Choose this step to ensure you are using
the correct verson of Microsoft drivers. Choose File ® Exit to
return to the intermediate installation screen.

- Step 3Install. Ingallsthe required Microsoft Data Access
Pack. Toingall:

a. Follow the promptsfor the MDAC ingallation.

b. When prompted, choose Typical ingallation. (For a Custom
ingtallation, you must choose the Data Sourcesand MDAC
CoreFiles).

c. Reboot your system, as per Microsoft recommendations.
d. Returnto theintermediate installation screen.
5. Choose Step 4 Inddll to begin the ServerWORKS Manager Console
ingallation.

Continue theingtallation with the procedure in the section  “ Installing
the Console.”

Starting the Installation for Windows 95

1.  Openthe main screen by following the procedurein "Firs Stepsfor
Ingalling All Components™
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2. Click Ingall to open the component screen.

3. From the component screen, choose ServerWORKS Manager
Console.

4. Choosefrom thefollowing options on the intermediate ingallation
creen:

- Step 1 Install. Displaysinformation about Microsoft Data
Access Components, including ODBC. Choose thisstep to
ensureyou are usng ODBC 3.5 or greater. Choose File ® Exit to
return to the intermediate installation screen.

- Step 2 Read. Displaysinformation about Microsoft Data Access
Components. Choose this step to ensure you are using the
correct version of Microsoft drivers. Choose File ® Exit to return
to the intermediate install ation screen.

- Step 3Install. Ingallsthe required Microsoft Data Access
Pack. Toingall:

a. Follow the promptsfor the MDAC ingtallation.

b.  When prompted, choose Typical ingallation. (For a Custom
ingtallation, you must choose the Data Sourcesand MDAC
CoreFiles).

c. Reboot your system, as per Microsoft recommendations.
d. Returnto theintermediate installation screen.
5. Choose Step 4 Inddll to begin the ServerWORKS Manager Console
ingallation.

Continue theingtallation with the procedure in the section  “ Installing
the Console.”

Installing the Console

Y ou can upgrade from ServerWORKS Manager Console V3.2 or V3.3.
Upgrades from earlier versions are not supported.

1. OntheWecome screen, dlick Next to accept the licensetermsand
conditions

3-20



Installation

2. For anew indallation, register your name and organization on the
ServerWWORKS Manager Console screen, follow any prompts, and
click Next.

3. Onthe Choose Dedtination L ocation screen, dick Next to placethe
filesin the specified default directory. On a subsequent ingtallation,
you may have problems sharing files between the two versonsif
oneverson resdesin another directory. If you want to changethe
directory, use the Browse command to select the location and return
to the Choose Dedtination L ocation screen. Then dick Next to
proceed.

4. |Ifthisisthefirg ingallation, kip to Step 5. If you arereingalling,
do oneor both of thefollowing:

- Sdect "Usethe exigting database." Thisoption preservesthe
current database and mergesit into a new database. If you do
not select this option, the old databaseis saved in:

\Program Files\Digital\SWMgr\database\old

- Sdect "Removethe ingtalled ServerWORKS." Follow any
messages in the prompts regarding uninstalling previous
versions of the software.

Then click Next.
5. Choose oneof thefollowing options

- Automatically startup the background tasks. Background
tasks start running immediately after installation. If your
console is dedicated to ServerWORKS and administration, you
may want to run them automatically.

- Manually start them up each time Background tasks run only
when ServerWORKS is opened.

Then click Next and follow any promptsto continue.
Completing the Installation

1. Chooseto accept or rgect the option * View README.TXT now.”
If you select the option, read thefileand exit using File ® Exit.
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2. Click Finish. Closethe program group if necessary. Follow the
messagesto close any remaining dialog boxes Theintermediate
ingtallation screen appears.

3. Click Cloxa

4.  Onthe component screen, dick Closeagainto returnto themain
creen.

5. Onthemain screen, dick Finigh.

6. Onthenext prompt, sdect "Sart ServerWORKS Manager
immediately” or dick Exit.

7. Onexiting you arereturned to the component screen. If you do not
plan to ingall any other components, dick Close

8. Onthemain screen, dick Finish.

Installing ServerWORKS Console Integration

The ServerWORKS ingtall ation begins the process of integrating with
the enterprise manager. Ingtructions vary for different platforms and
enterprise managers.

1. Openthe main screen by following the procedurein "Firs Stepsfor
Ingalling All Components™

2. Click Ingall to open the component screen.

3. From the component screen, choose ServerWORKS Console
Integration.

4. Choosefrom thefollowing options on the intermediate ingallation
screen:
- HP OpenView/ServerWORKS
- HP OpenView/HPUX
- Tivoli TME 10 NetView for Windows NT/ServerWORKS
- Tivoli TME 10/NetView for Digital UNIX
- CA Unicenter TNG/ServerWORKS
- Compaqg Ingght Manager /ServerWORKS
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Follow theingructionsfor the pecific platform and enterprise
manager. When theingallation iscomplete, dick Closeto returnto
the ServerWORK'S component screen.

Installing ClientWORKS

For complete details about upgrading ClientWORKS, refer to the
ClientWORKS readme.txt.

1

Open the main screen by following the procedurein "Firs Stepsfor
Ingalling All Components™

Click Ingall to open the component screen.

Click ClientWORKS Components Y ou canindall two
ClientWORKS components. Both are optional.

- From the component screen, choose ClientWORKS DMI
Explorer to ingtall the explorer for your local system. Follow the
prompts to complete the installation.

- From the component screen choose ClientWORKS DM
Explorer and Agentsto install the components for network
browsing and management. Follow the prompts to complete the
installation.

Proceed with the ClientWORKS portion of theingallation.
Continueto follow any prompts. Then dick Next.

Onthefirg licensng acknowl edgment screen, dlick Next. Onthe
second licensng screen, dlick Yes.

On the ClientWORK'S components screen, select the option(s) and
then dick Next.

On the language option screen, choose the same language that you
used to indall ServerWORKS Manager and click Next to proceed.

Choosethe detination for ClientWORKS and click Next.

Choose the default folder name or enter your own folder name.
Then dick Next. Follow any promptsregarding SNMP service
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Installing RAID Storage Management

If you are not installing a RAID controller management application,
disregard the sections*® Installing SorageWorks’ and “ Installing MYLEX
GAM.”

Installing StorageWorks

StorageWorks Command Console consists of a client for the
management console and agents for the managed servers. The
StorageWorks Command Console client isingtalled on a Windows NT

or Windows 95 node. The StorageWorks agents are installed on servers
that are connected to a StorageWorks RAID controller running Windows
NT, NetWare, or SCO UNIX.

StorageWorksisingalled fromthe CD -ROM. The StorageWorks client
can beingtalled on a management system. The StorageWorks agents can
be installed on managed serversto which a RAID controller is

connected. If StorageWorks cannot be automatically installed on the
system, more information is displayed. StorageWorks must bereingtalled
with the version provided on the ServerWORKS Manager CD -ROM (or
amore recent version).

1. Openthemain screen by following the procedurein  "First Stepsfor
Ingtalling All Components.”

Click Ingall to open the component screen.
From the component screen, dlick RAID Storage Management.
Choose Storage WORK S Command Console.

Onthe next screen, click on Agent or Client and follow the prompts
to return to the main screen.

o &~ W DN

6. Onthemain screen, choosethe next component to ingall. If you are
not ingtalling other components, dick Finish.

Installing Mylex GAM

Mylex GAM consists of a client that isinstalled on the management
console running Windows NT or Windows 95 and agents that are
installed on serversthat are connected to Mylex GAM RAID controllers.
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GAM isingalled from the CD -ROM. If GAM cannot be automatically
ingtalled on the system, information on how to ingtall it is displayed.
Mylex GAM must be reingtalled with the version provided on the
ServerWORKS Manager CD -ROM or a more recent version.

1

o A~ W DN

Open the main screen by following the procedurein "First Seps for
Ingtalling All Components.”

Click Ingall to open the component screen.
From the components screen, choose RAID Storage Management.
Choose Mylex GAM.

Onthe next screen, click Ingall and follow the promptsto return to
the main screen.

On the main screen, choose the next component to indall. If you are
not ingtalling other components, dick Finish.

Installing Remote Management Integration

If you are not installing remote management integration, disregard this
section.

Y our selection for remote management depends on the operating system
of the management console where you are installing the component.
Install RSM software before you ingtall the RSM integration. Refer to
RSM documentation for details.

1

Open the main screen by following the procedurein "First Seps for
Ingtalling All Components.”

Click Ingall to open the component screen.

From the components screen, choose a remote management service
for your sysem.

Follow the promptsand click Finish when theintegrationis
successtul.

On the main screen, choose the next component to indall. If you are
not ingtalling other components, dick Finish.
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Tutorial

The ServerWORKS Manager Tutorial isingtalled as part of the
ServerWORKS Manager Console software. Thistutorial contains basic
information about ServerWORKS Manager. Y ou can complete the
tutorial in about 20 minutes. If you areafirst -timeuser, DIGITAL
recommends that you use the tutorial to get started.

Documentation

During the ServerWORKS Manager Console ingtallation, the readme.txt
and install.txt files are copied to the root of the ingtallation directory.
Online help isingtalled with the products. Y ou can view or print these
documents from the CD -ROM using Adobe Acraobat.

Post-Installation Options

Several featuresof ServerWORKS may be manually ingtalled or
configured after ServerWORKS isingalled.

WatchDog Timer on Multiple Platforms

WatchDog Timer isan option you can ingtall on X86 -processor based
servers after ServerWORKS Manager isingtalled. The Watchdog Timer
isautility that automatically recovers a hung operating system by
rebooting the server. The Watchdog Timer isdisabled by default at
ingtallation. For security reasons ServerWORKS V4.0 supports enabling
or disabling thisfeature at the agent system from the system prompt.

Onthe NT, NetWare, and SCO UNIX operating systems,
ServerWORKS Manager offers Watchdog Timer support for Prioris
ZX6000, HX6000, MX6000 and XL 6000 servers and the DIGITAL
Server 3000, 5000, and 7000 series.

Toenable WatchDog Timer:
1. Openthe sysem prompt.

2. Enter the program name followed by a space and the number of
minutesto wait before rebooting of the sysem occurs. For example:
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- OnanNT system:
sw wdt 4
- OnaNetWare sysem:
| oad Server WORKS wdt 4

The system displays a message describing the result. For example,
an NT system displays the message “ WatchDog enabled for a one to
four minute wait before reset after system hang.”

Todisable WatchDog Timer:
1. Enter the program name at the sysem prompt
2. Omit the number of minutes

Using sw_wdt setsthe Watchdog Timer permanently on a server. If the
Watchdog Timer causes a system to be reset, the message screen
confirmsthe reset and also displays the reason for the last shutdown.

WatchDog Timer on SCO UNIX

Y ou can enable WatchDog Timer at installation time when you install
ServerWORKS agents on SCO UNIX systems. In responseto the
prompt, enter the number of minutesto wait before rebooting occurs.
Y ou must be logged in as/root or as an administrator to enable
WatchDog Timer on SCO UNIX. For ManageWORKS V2.2, edit the
lineto:

INIl file=<path of previous ingdlaion>\MWORKSINI
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Discovering Networks and Objects

An IP Discovery with ServerWORKS Manager collects volumes of
information on all network objects. Y ou can view the information from
displays of network nodesin the ServerWORKS Explorer window list
view or inthe IP Discovery Map graphical view.

This chapter

Describes the el ements on the Explorer and Map Viewer windows
Explains how to manipulate objectsin the windows
Explains how to discover your network

Describesthe Alarm Viewer and how you can useit to check the
gtatus of network objects
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The Network Views

IP Discovery finds TCP/IP and SNMP objects on the network and places
theinformation in the ServerWORKS Manager database. The database
information is used to construct the ServerWORKS Explorer and [P
Discovery map viewsthat represent the network. Figure4 -1 illugtrates
the two views.

ServerWORKS Explorer View

4-2

The ServerWORKS Explorer isthe main entry to ServerWORKS
Manager and isthe default view. The Explorer opensasalist or tree
view that consists of root objectsfor each of the object typesin your
network. From this hierarchical view, you can see:

NT Server Management — Includesall serversrunning WindowsNT.
This category appears only when the management console is running
Window NT Server or NT Workstation.

NetWar e Objects— Includes Novell NetWare file servers. This
category appears only when the management console is running Novell
NetWare Client for Windows NT.

Server Objects— Includesall DIGITAL (X86 processor -based and
Alpha) serversrunning Windows NT, Novell NetWare, SCO UNIX,
0S/2, DIGITAL UNIX, and OpenVMS. The appropriate agentsmust  be
ingalled. (See Table 3-1).

SNMP and I P Objects— Includes bridges, routers, hubs, servers
(including non-DIGITAL serverswhose MIBsare enrolled in the
ServerWORKS database), desktop systems, printers, token rings, FDDI
rings, and Ethernet networks.

Cluster Objects— Includes Microsoft NT clustersand DIGITAL NT
clusters. A cluster is represented by a cluster object onamap or list.
Expanding the cluster object revealsthe cluster members and the
resources—storage, applications, etc.—associated with each cluster
member. SeeFigure4-1.
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The ServerWORKS Explorer view is a permanent read-only viewer that
you cannot modify, delete, or rename. The Explorer contents are
temporary and are updated when you open it. However, you can create
and save other list views.

The Explorer view may include collections, which contain multiple
objects of onetype. Use the Explorer view to see individual nodes and
their status. The Explorer view is an appropriate window from which to
manage daily operations because it is always current.

IP Discovery Map Views

TheMap Viewer isagraphical representation of the network layout.
ServerWORKS performs a discovery and builds the map.

Y ou have the following options for working with map views:

Run multiple discoveries that arefiltered to discover specified object
types

Save updated views in existing maps

Save newly discovered objectsin new maps

Rename or delete map views

Manually add objects into map views

On ether the Explorer or Map Viewer, SNMP and |P objects are
color-coded to represent their current status. Alarmsthat were

triggered are indicated by an alarmicon attached to the object. Cluster
objects on a map show a bl icon if one of the members or resources
hastriggered an alarm. Figure 4 -1 illugtrates objects tagged with a larm
bell icons.

The Explorer view on the left showsthe root objects of the default object
types. The plus (+) sign indicates there are objects under the root object.
Double-click to expand the root object. The (-) indicates that the root has
been expanded. On thisillugtration the Clugter, Printer, and Server
objects are expanded.

Thismap view shows servers, clusters, and a printer on one subnet. One
server hastriggered an alarm, which isindicated by the small bell icon.
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An abject can appear under several root objects . For example, a
DIGITAL server running Microsoft Windows NT appears under Server
Objects, SNMP Objects, and NT Server Management Objects because it
fulfills the requirements of each one.

Below the viewing window isthe Alarm status bar. Y ou can see the
number and type of alarms at a glance. When you click on a status
button, you open the Alarm Viewer.

Elements on the Viewer Windows

When either the Explorer window or the Map Viewer window is opened,
the Console displays:

The Menu Bar

The Tool Bar

Alarm Status bar

The Menu Bar

4-4

Themenu bar contains the menu options for operating the Console. A
brief description of a menu option appears in the menu status bar at the
bottom of the window. Asyou move the cursor across the menu options,
the description changes for each command. Y ou can read complete
descriptions of the menu commands in the ServerWORKS Manager
Console online help.

To open the menu bar help topic
1. ChooseHdp® Hep Topics® Contents.
2. Doubledick onthetopic ServerWORKS Menu Bar topic.
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Figure 4-1 Map and Explorer Views of a Network
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The Command Toolbar

ServerWORKS contains a command tool bar that appearsin both the
Explorer and the Map Viewer windows. Thetoolbars change
dynamically according to the network objectsthat appear inthelist or
map. For example, toolbar buttonsfor NetWare and NT do not appesar if
your network does not have serversthat are running these operating
systems. For a complete description of the toolbars, refer to the online
help.

To open the Explorer and Map Viewer Toolbar help topic
1. ChooseHdp® Hep Topics® Contents.
2. Doubledick onthetopic ServerWORKS Toolbar.

To change the size of the toolbar buttons on the command tool bar

Choose View® Small Iconsor View ® Large I cons.

The Map Viewer Palette

TheMap Viewer also contains an object palette for inserting objects onto
amap. The Palette contains the generic object types and any object types
you have created. Asyou move the cursor over the Palette buttons, the
object type name appearsin the status bar.

The Paletteis useful when you are creating a Specialized map view
because you can associate an icon with an object type. For example, all
serversin the Engineering department may be DIGITAL servers, but for
a specialized map, you can assign the Engineering department logo, a set
of tools. Figure 4-2 illugtrates the Map Palette with the extra icon.
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Figure 4-2 The Map Palette
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Opening and Exiting From ServerWORKS

To open Server WORK S Manager Console

From the desktop, choose Start ® Programs® ServerWORKS
Manager Console® ServerWORKS Manager.

You can close aview or map and keep ServerWORKS Manager Console
open or you can exit from ServerWORKS Manager Console. Exiting
closesall views and maps.

Tocloseamap or view

1. Click onthemap or view to Hect it.

2. ChooxFile® CloxViewe.

To exit from Server WORK S Manager Console

From the Explorer or Map Viewer window choose File ® Exit.

Toexit from Server WORK S and close all processes
1. ChooseTools® Options® Default Actions
2. Sdect Close All Applicationson Exit and click OK.
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Navigating Through Maps And Explorer Views

4-8

Y ou can manipulate the objects on a map for better viewing or logical
grouping and move between map and list viewsin several ways.

Y ou can resize a map because a large subnet viewed at 100% may be too
large for your monitor.

Tofit amap tothe current window
Click on the scale button.
To scale a map to a specific size

Click onthe (+) or (-) Sign or enter a number in the % field and
press Enter.

On the other hand, to keep the view asis, you can bring other parts of
the map into view.

Toview regions of the map that extend beyond the current window

Click and drag the horizontal or vertical scroll bar handles until the
hidden portion of themap isin view.

To select a portion of the map for viewing
1. ChoosView® Navigator.

2. Click on the section of the map you want. That section then appears
intheMap view.

A busy subnet may have hundreds of connections and objects. Once you
have established that connections are valid and you want to focus on
specific objects, you can hide the connections.

To alternate between showing and hiding connections
Choose View® Show Connections or View ® Hide Connections.

The Explorer view isread-only. However, you can recreate thelist view
in other list views or transfer objects between map views.
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To copy an object to another view

Click and drag the object from one map to another map or from one
list view to another list view. (Y ou cannot drag and drop between a
list view and a map view.)

To move an abject to another map
1. Sdecttheobject.

2. PressCTRL+X.
3. Click onthe dedtination map.
4. PressCTRL+V.

Viewing Options on Individual Maps

Y ou have several layout and alignment options for better viewing.
Gridlines provide horizontal and vertical orientation.

Toshow or hide grid lines
1. ChoossFile® Viewer Properties

2. OntheMap Viewer Propertiesdialog box, dick Snapto Grid or
Digplay Grid and choose the dimensionsfor the cdll.

Auto-placement determines the best arrangement for a specific map.

To auto place objects
Choose Edit® Auto Placement.

Tiling aligns all objects horizontally and vertically.

Totilethe objects
Choose View® Tile View.

Alignment arranges selected abjectsin the orientation you choose (by the
top, bottom, right, or |eft sides of the objects).
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Toalign selected abjects

1. ChoossEdit® Align Objects

2. OntheAlign Objectsdiaog box, click the alignment option.
3. Click OK.

Removing and Deleting Objects

Y ou can also remove or delete objects  Removing an object removesthe
object from the view, but leavesit on the network. Ddeting permanently
removes WindowsNT objects such asdomains, users groups, and
directoriesfrom the network. Be sure you want to ddete the object.

To remove any object from a view

1. Sdecttheobject.

2. ChooxEdit® Remove.

Todeletean NT abject from the network
1. Sdecttheobject.

2. ChooseEdit® Cut or CTRL +X.

How Discovery Finds Objects
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Discovery identifies objects using a specific sequence. Discovery first
uses|P, followed by querying the SNMP MIB Il System Descriptor (the
sysDesC). Discovery also checksto see whether aDIGITAL agent is
running on the object. If the agent isrunning, Discovery looks for the
DIGITAL base agent system descriptor string (svrSystemDescr). On
finding this string, Discovery identifies the object as a Server.Digital.

Discovery continuesto query the object and learns

If the object isa server, Discovery determines whether the object isa
cluster server.

If the object isa cluster server, Discovery determines whether the
object isaMicrosoft NT cluster or aDIGITAL NT clugter.



Discovering Networks and Objects

If Discovery does not find any of the preceding information, the
object isidentified asa Node.Generic. (Most objects appear as
generic nodes because SNMP is not configured on the managed
devices). Objects are also classified as Node.Generic if they have an
SNMP layer, but it is not identifiable from the list of known SNMP
object types.

If an object has multiple adapters, and is not running the DIGITAL
agent, the object isidentified asa Router.

Discovering Networks

Discovery beginswith a search of the subnet of the system on which the
Consoleisingalled using the default community of Public. The
Discovery wizard detectsthe local subnet based on thelocal system IP
address. On subsequent discoveries, you can specify other subnets and
save each as a separate map view. Discovering by subnetsisan orderly
way to discover an entire network.

For thefirst discovery, start with the default subnet and network mask.

1. From ServerWORKS Manager, choose Actions ® Discover
IP Objects. Thedialog box Networksto discover opens

2. Ifthisisthefirg discovery, dick Next. If thisisa subsequent
discovery, enter asubnet 1P addressor aunique P address (to
discover aknown object and placeit in aview) inthe Network field.

Inthe Netmask field, enter the subnet mask.
4. Click Addto placethe new network or sysem onthelig.
Click on the subnet to sdect it for discovery.
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6. Click Next.
7. Onthe Discovery Security dialog box, do one of the following:

- Click Next to accept Public, the default community.

- Enter acommunity name. Discovery then finds only those
objects that belong to the same community as the management
console system.

8. OntheTypesto discover dialog box, do one of thefollowing:

- Click on Next to discover All Types of objects.

- Select the specific types of objects you want to discover. Then
click Next.

9. OntheDiscovery optionsdialog box, choose the discovery method.
Unlessyou are familiar with your subnet and can specify a Start
Hog for beginning the discovery, choose Ping Spray. If you have
created hierarchical viewsor maps, sdlect onefor the discovery
resultsfrom thelist in the" Sdect amap viewer for discovery
results” list.

10. Click Finish.

11. Choos=Yesor Noto indicate whether you want to view the
discovery report.
12. Choos=Yesor Noto add new objectsto the current view.

more than 30 minutesfor alarge subnet. Watch the TCP/IP
Discovery in progressdialog box. The gatus bar displays current
activity. When the Finish time appears, the Discovery iscomplete.

D Note: Discovery timevariesfrom 15 secondsfor asingle nodeto

What Have You Discovered?

After thefirst discovery you have a graphical or list view of your subnet.
The map containsicons for the default object types on your network.
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Subsequent Discoveries

The Discovery processisincremental. Y ou can run a discovery each
time you open ServerWORKS Explorer to update the information in the
database and on a map. When you open the Explorer and do a
subsequent discovery on aview:

New connections and nodes are added to the map

Configuration information is updated for previoudy discovered
nodes

Customized maps are preserved
To perform a subsequent discovery from the Explorer

Click on an object type on the Explorer tree or click ona(+) sign
next to an object type. The IP Discovery dialog box opens. Do one of
the following:

- Click Discover to rerun a discovery on the subnet in the view.

- Click View Objects Already Discovered to open the view
without refreshing it.

Discovering Clusters

ServerWORKS finds clusters on a network and displays them with a
cluster icon in the Explorer or map view. Figure 4-3 shows a map of an
expanded cluster domain in the map and hierarchical views.

Todisplay the cluster members and resour ces

Do one of the following:

Double-click on the cluster object on the map. The temporary
windows lists the servers and resources.

Double click on the cluster object type on the Explorer view, which
expands the cluster object to show its servers and resources.
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Figure 4-3 Expanded Cluster Map
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Printing Reports of Discovery Information

IP Discovery isupdated each time you open aview in ServerWORKS.
Y ou can save the information in areport. The reports are text files that
you can view and print in an editor such as Notepad. Y ou can choose a
Discovery Report or an IP Address Report. The reports provide different
information.

Discovery Reports

Discovery Reports are generated by |P Discovery and contain
information about the discovered objects. When a Discovery is compl ete,
the report lists newly discovered IP hosts, configuration changes,
duplicate | P address, and misconfigured devices. Y ou can print

From Discovery asthe discovery concludes. Follow the promptsto
print the report.

From the saved text file, which you can open in Notepad. The saved
filesare found in the following directory:

Program Fi | es\ Dl A TAL\ SWMER\ dat abase\ | PREPORT
With the file name format of

<nont h><dat e><hour >m nut es>. t xt
For example, the report for March 31, 1998, appears as

03311998. t xt
To set specific output for thereport

1. Proceed through a Discovery (seethe section "Discovering
Networks' in this chapter) to the Discovery Options dialog box.

2. Choosethe Advanced button.
Onthe TCP/IP Advanced Optionsdialog, choose the Output tab.

4. Specify the output file name and click on theinformation typesyou
want inareport and click OK.

5. Hnishthediscovery.
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Toprint an I P Discovery Report

1
2.
3.

From the Console, choose Tools ® 1P Discovery Report.
Double-dick on thefileyou want to print.
In Notepad, choose File® Print.

IP Address Reports

IP Address Reports are created from the database after a discovery is
completed. Theinformation in the report includes the | P address, name,
and MAC address of each discovered object. Theisreport isuseful for
resolving conflicts between | P addresses and MAC addresses.

Toprint an IP Address Report

1
2.

From the Console, choose Tools ® 1P Address Report.

From the Dump Object window, choose File ® Save Thefileis
saved as Report.txt.

To print thefile, locate thefilein

Program Fi | es\ Dl G TAL\ SWMER\ dat abase\report. t xt
Doubledlick onthefile

In Notepad chooe File® Print.

How Is Your Network Operating?

After adiscovery and from either view, ServerWORKS displaysthe
overall system status at a glance. Y ou can use any of the following
methods for quick status checks.
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Color-coded status and alarm icons on the Map and Explorer views
Alarm Status Bar
Alarm Viewer
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Color-Coded Status Checks

Y ou can monitor status changes on objects on the view by color. Ona
hierarchical view, gatusisindicated by acircleto the left of the object.
On amap view, statusisindicated by the background color of the object
icon. For cluster objects, a status of Down or No response on a resource
or member isindicated at the cluster group level. Expanding the cluster
icon reveal sthe source of the problem.

Table 4-1 Status Color Indicators on Map and Hierarchical Views

Color Meaning

Green The object is operating.

Red The object has gone down (but this may be an intentional action by an
administrator).

Yelow An SNMP poll indicates that the device is abnormal is some way; for
example, one interface may be down.

Magenta The system is not responding.

Y ou can change the default colors. Refer to the section in Chapter 7,
“Customizable Options for a View or Map.”

Quick Checks from the Status Bar

Use adaily updated Explorer or Map view for daily alarm checksusing
the Alarm Viewer status bar (Figure 4-1). The Down and No Resp
(Response) buttons on the | eft sidetell you at a glanceif any object is off
line or not communicating. On the right side, the Alarm counter buttons
display the number of alarmsthat were triggered at each severity level.
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Learning From the Alarm Viewer

2

The Alarm Viewer ligs all current alarms. Usethe Alarm Viewer to
view the dlarm details. Use the Alarm Filter to customize the view.

Toopen the Alarm Viewer and check the messages

Click on an alarm severity button or Choose Actions ® View
Alarms,

Onthe Alarm Viewer (see Figure 4 -4), you can analyze the alarm
messagesin several ways.

Choose All Acknowledged Alarmsto see every alarm of any type on
al systems.

Sort the viewer columns al phabetically by device or by severity,
date, in ascending or descending order. To sort a column, click on
the column label. Information in the adjacent row changes asthe
column sorts. Y ou may want to sort by severity and show all High
alarmsfirgt.

Click on asingle alarm to read the alarm message in the Detail
window.

Drag diagonally from the window corner to expand or contract the
Alarm Viewer window. Thefirst three columns contain the most
sgnificant information (object name, severity, and date and time). If
you need the remaining details about the alarm, you can either scroll
or expand thewindow. The Alarm Viewer in Figure 4-4 is expanded
to show more columns.

Filter the alarmsfor more precise listings.

Saving and Printing the Alarm List
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Y ou can save the alarms as they have been sorted in the Alarm Viewer
window. Then you can import the fileinto Microsoft Excel.

Tosavethealarm list
1. ChoosFile® SaveAs
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2. Enter afilenameand dick Save Thefileissaved in atabular
format for importing into Soreadshest programs

Figure 4-4 Alarm Viewer

% Alarm Viewer - Last refreshed on 5/6/98 15:31:50 =] B3
File Edit Yiew Tools Help

Q8| v o] ¥|= Bl 2]

Alarms:

<<(Time | Sevetity | Host |Ackn.. | Description |AIarmT pe
R/B/9812:56:07 Informati.. festermro.. Mo SHMP TRAP : coldStar from festermro.dec.com (16.26.176.7... SNMP Trap
b/B/9812:56:38 Informati.. festermro.. Mo SMMP TRAP : linkUp from festermro.dec.com (16.26.176.122)  SNMP Trap
5/6/981256:38 Informati.. festermro.. Mo SHNMP TRAP : linkUp from festermro.dec.com (16.26.176.122)  SNMP Trap
b/B/9812:56:38 Informati.. festermro.. Mo SMMP TRAP : linkUp from festermro.dec.com (16.26.176.122)  SNMP Trap
5/6/9814:42:42 Informati.. dhcp-26-20.. Mo Frocessors(CPU#1 x86 Family 6 Model 1 Stepping 9)- Runni..  SNMP Trap

5/6/9814:42:43 Informati.. dhop-26-20.. Mo Disks(tDeviceHarddiskl) - Bunning ShMF Trap
5/6/9814:42:43 Informati.. dhcp-26-20.. Mo Disks(tDeviceiHarddisk1) - Bunning SMMF Trap
5/6/9815:03:47 Informati.. dhop-26-20.. Mo Frocessors(CRU#1 =86 Family B bModel 1 Stepping 9)- Bunni..  SNMP Trap
5/6/9815.03:48 Informati.. dhcp-26-20.. Mo Disks(\DeviceiHarddisk0) - Bunning SMMF Trap
5/6/9815:03:49 Informati.. dhop-26-20.. Mo Disks(tDeviceHarddisk]) - Bunning ShMF Trap
5/6/9815:27:30 High festermro... Mo Disks(\DeviceiHarddisk0) - Bunning Component Status
b{B/9815:27:31 High festermro... Mo Disks(tDeviceHarddisk]) - Bunning Component Status

Component Thre...

5/6/9815:28:08 High festermro... Mo CPU Usage(CPU #1 x56 Family 5 Model 2 Step.. ) - Absolute ...
L il g = I[=1p

4] | i
Alarm Detail:

05/06/98 15:30:22  Medium  festermro.dec.com  Unacknowledged j

fester.mro.dec.com File System Usage(Logical drive D7) - Absolute Yalue > 5 %
syslpTime : Odays:Zhours:34mins:14secs

Enterprise : [1.36.1.41.36.2.18.22.2] swriigt

specific : [102] sviMgtswrThriediumExcepiTrap

varbind1 @ 1.361413621822223138=1361212523164

=l

[1 Alarms selected [14 Alarms displayed i

Toimport thealarm list to Microsoft Excel

In Windows Explorer, click and drag the saved file to an Excel
shortcut on the desktop. Excel opens and insertsthetext filesinto a
Spreadshest.
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Filtering Alarms for Viewing

The Alarm Filter lets you choose which alarms will appear in the Alarm
Viewer window. The Alarm Viewer Filter in Figure4 -5 isset to show all
unacknowledged component status alarms of high severity on all

network object types. For analysis of a certain period, times and dates
were set. Only alarmsthat occurred during the time period appear.

Figure 4-5 Alarm Filter Dialog Box

Alarm Yiew Filter [_ [[]] |

Metwork, Objects: —Alarm Severity:
(- vl Cluster - I High
Mizcelaneous [ Medium
Mode [ Low
Riouter [ Informational
Server
W] A4POLLO_11 —dlarm Status:
- [w] benada.mm.dec.com & Unacknowledged
-] ciml.mro.dec.com i Acknowledged
W] cima mro.dec.cam  Bath
- [w] compaql2
- [w] compaql3 Alarm Topes:
- W] daizy. mro.dec. com o
- [w] dandelion. mro.dec.com Component Threshald
- W] dhep-26-208-112. mro. dec ™ SHMP Trap

1| | 9 Cypstern Stabuz

—Date — Time
kdanith Dran 'ear Huawr kir

Start: I_Ej mﬂ Iﬁj Start; I_Elﬂ Iﬁj
End: I_Ej Iﬁj Iﬁj End: mﬂ Iﬁj

] I Cancel | Apply | Help |
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Checking the status of network objectsis useful , but current status is not
an indicator of future performance. For example, a n UP statusindicates
only that operation is adequate for now. To be forewarned of developing
problems, use ServerWORKS Alarm Configuration. This chapter
explains:

The Alarm Configurati on window and toolbar

Minimal Health default alarms

Console (user-defined) alarms

Alarm notification actions
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The Alarm Configuration Window and Toolbar

This section explains Alarm Configuration, which isused to create and
view details about the alarmsset on network hosts. (Use the Alarm
Viewer to view all alarmsthat weretriggered. )

The Alarm Configuration window displaysthe network host namesin
the left pane. Theright pane contains the alarm description and details,
such asthe host name, | P address, object type, a description, the alarm
severity, the source of the alarm, the category, and its enabled status.
Figure 5-1 illustrates the Alarm Configuration window.

Figure 5-1 Alarm Configuration Window

‘#¥ Alarm Configuration - Last refreshed on 5/6/98 11:04:38

File Edit ‘“iew Toolz Help
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] 9Es compaql 2. mic
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O 1@ dandelion. mro.
.. ] oFEE] dhep-26-208-2
- [14Fa doofus.mio.de
W] qER fester.mro.dec

Fl

For Help, press F1

197 goodvl.mro.de ™
3

<<Huast | Categary | Status | Diescription | Severiy | Action | Source |
daigy.mro.dec.... Fan Sensors Enabled Fan Sensors(Sensor #5 on Chassis...  High Console
daisy.mra.dec.... Power Suppl... Enabled Power Supply Senzors/Power Sen..  High Console
festermio.de... Metwork Outb...  Enabled Mebwork Outbound Erors{l/F #20... tdedium Console
garnetdec.c .. Cluster Group ...  Enabled Cluster Group Status(EXT_DAY_D]..  High Congole
garnet.dec.c .. Cluster Group ... Enabled  Cluster Group Status[EXT_DRV_E] .. High Minimal Health
garnet.dec.c .. Cluster Group ... Enabled  Cluster Group StatusEX<T_DRY_F]... High Minimal Health
garnet dec.c . CPU Usage Enabled CPU Usage[CPU #1 DEC-221164) High Mirimal Health
dhop-26-208-... Disks Enabled Disks[%\DeviceHarddizk0) - Mot Fu...  High thHigh Minimal Health
dhep-26-208- . Disks Enabled Disks{*\Device\Harddizk0) - Running  Informati. . khlnfar Minimal Health
dhep-26-208-... Disks Ensbled Disks[%\Device'Harddisk0) - Waming  Medium Mhtdedi.  Minimal Health
dhep-26-208-.. Disks Enabled Disks[\DevicetHarddizk1] - Mot Fu...  High MhHigh Minimal Health
dhep-26-208-... Disks Enabled Disks["\Device'Harddizk1) - Running  Informati..  Mhlnfor..  Minimal Health
dhop-26-208-... Disks Enabled Disks[*\Device\Harddizk1) - Waming  Medium MhMedi.  Minimal Health
dhep-26-208-... Processars Enabled Processors[CPURT 86 Family B Mao...  High thHigh Minimal Health
dhcp-26-208-.. Processars Enabled Processors([CPUHT 86 Family 6 Mo..  Informati..  Mhinfor..  Minimal Health
dhep-26-208-.. Processors Enabled  Processors(CPU#T «86 Family 6 Mo, Medium Mhtdedi.  Minimal Health
‘3 Host{s] selected |1 Alarm(s) selected |14 Alarm(z] displayed i
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Y ou can use the menu options or the companion toolbar to work with
alarms. (See Figure 5-2).
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Figure 5-2 Alarm Configuration Toolbar

3| e|n]#| Bl6| &]&lit x| o'l of Eloio) @l 2|

U [ IS R | [ I .|
Create new alarms  Save/Print  Edit alarms!asagn actions Refresh alarms ‘v'lew alarms Actu:unsr Help
by source Alarm Yiewwer

Any one of several icons next to the host name in theleft pane indicate
whether alarms are configured on the host.

Table 5-1 Alarm Configuration Host Icons

This Icon Indicates

QE@ One or more Console or Other Source dlarms are
configured for thishost .

'iEl_ﬁ'il One or more Minimal Health alarms are configured for
this host. Console or Other Source alarms may also be
configured.

@ One of the following conditions :
- Thehost is newly discovered. There has never been
communication with the host to determine if alarms
are configured.

SNMP communication with the host was
unsuccessful for thissesson (for example, dueto
time-outs) so the list may not be current . Alarms
that appear inthelist are alarm sreported from the
last successful communication with the host.

= No alarms of any type are configured on this host.

Y ou can choose which datais displayed and the order in which it
appearsintheright pane and sort the column data alphabetically.

5-3



Setting Alarms

5-4

To sort column data

Click on the column labdl at the top of the column.

To set up the column data and save the display scheme

1

5.

ChooszView® Column Digplay. The Column Display dialog box
opens.

To sHect a data column for thedisplay , click on the check box of the
data column.

To changethe order of the columns, s eect the data column name
and click Up or Downto repodtion the column.

Tosavethedigay, dick SaveAs. Then enter anamein the Save
As Digplay Namedialog box and click OK.

Click OK to dose the Column Display dialog box .

Toview alarms set on selected hosts

Select the host and one of the following menu commands:
- Choose View® Show Consoleto view user-defined alarms.

- Choose View® Show Minimal Hedthtoview Version 2.x
Minimal Health alarms.

- Choose View® Show Other Sourcesto view alarms generated
by enterprise management programs (for example , HP
OpenView.)

You can savetheadlarm list asatext file. Thefile, which containsthelist
of currently configured alarms, is saved in the SWMGR directory.

Tosavean alarm list

1
2.

Choo=File® SaveAs

Enter afilenamedick Save. Thefileissaved in atabular format for
importing into spreadshest programs

Toimport thealarm list to Microsoft Excel

L ocate the filein Windows Explorer and drag it to an Excel shortcut
on the desktop.
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Refreshing the List of Configured Alarms

Refreshing the list of configured alarmsisrecommended sothelist
includes nodes whose alarms were set, deleted, or modified from other
management stations and nodes that are new discoveries.

Toupdatethelist of configured alarms

Do one of the following:

Choose View® Refresh All Nodesto update alarms on all nodes.
Thisaction may take awhile.

Refresh View® Selected Nodesto update alarms set on selected
nodes. Thetime needed to update increases with he number of hosts
sl ected.

Refresh View® Newly Discovered Nodes to update alarms set on
nodes that were never included in an alarm Configuration view.
This update includes nodes that were manually inserted and is faster
than updating all nodes. These nodes are indicated by an
exclamation point (asshownin Figure5 -1) so node selection is
unnecessary.

Printing the Alarm List

You can print the current Alarmslist, sorted by the contents of a selected
column. Only theinformation tha t is displayed appearsin thereport. For
example, if you are displaying the columnsin Figure 5-1, and sort on the
IP address, thereport contains the host and alarm information onthe
hosts beginning with the host with the lowest |P address.

Toprint an alarm list
1. SeauptheAlarmlig.
2. Click onasort column.
3. ChooseFile® Print.
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Configuring Alarms

Alarm Configuration is used to set alarms on servers, desktop

computers, and mobile systems. The Console receivesthe alarms and
trap messages. Y ou can configure the same alarm for more than one host
object aslong as the system parameter that is being alarmed (for
example, adisk) ispresent on all the hosts that were selected.

Minimal Health

Minimal Health isthefirst line of defensefor servers . Minimal health
providesa et of hardware-specific thresholds on the following X86
processor-based platforms on which it isingtalled :

Environmental conditions on power supplies, fans, voltage, and
temperature, and operating conditionson hard disks, processors,
and memory components for platformsrunning Windows NT

Environmental conditionso f power supplies, fans, voltage, and
temperature on platformsrunning Novell NetWare

Hosts with Minimal Health areindicated by the red crossicon next to the
host name in the Alarm configuration window. (SeeFigure5 -1.)

Understanding Minimal Health Alarms
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Minimal health isan ingtallation option on ahost. The following
guidelines describe how to use Minimal Health alarms.

If you choose Minimal Health when you ingtall ServerWORKS
agents, atemplate that definesthe alarms and thresholds is applied
when the ServerWORKS Version 2.x Minimal Health agents are
ingalled. If you do not install Minimal Health with the
ServerWORKS ingtallation kit, you can ingtall it at alater time
using thekit. You cannot enable minimal health conditions until
you ingtall Minimal Health.

Minimal Health replacesall thresholds that were set by the
Verson 1.x. agentsin previousversions of ServerWORKS.
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Minimal Health alarmsand Console alarms can co-exist. Y ou can
have multiple alarms on one component or environmental condition.

Onceingalled, you canturn Minimal Health on and off from the
menu. When turned off, all Minimal Health thresholds are removed.
Turning on Minimal Health reactivatesthe thresholds.

Minimal Health stays off until you reactivate it in one of the

following ways:

- Choose the menu option Alarm Configuration ® File® Minimal
Health On.

- Rengal Minimal Health onthe host.

- Change the variable enabling Minimal Healthis fromthe MIB
Browser. (To do thisyou must be familiar with the MIB).

When you select multiple hosts on which to turn on Minimal Health
alarms, check that Minimal Health agents were previoudy ingtalled
on the selected hogts. If the selected hosts contain Verson 1. x and
Verson 2.x agents, Minimal Health isonly applied to the hosts with
Verson 2.x agents.

Y ou can specify actions for predefined action namesthat are
associated with Minimal Health alarms. Refer to the section
“Associating an Action with a Minimal Health Trap” in this chapter.

Modifying Minimal Health alarmsis not allowed in Alarm
Configuration. However, you can deleteindividual minimal health
alarms and then restore them by turning on Minimal Health from
the Console.

User-Defined Console Alarms
ServerWORKS letsyou create four kinds of user-defined alarms:

Component Status alarms— Report the operational status of a
DIGITAL server or node object.

Component Threshold alarms— Report when a characteristic of a
DIGITAL server meets a specified condition. For example, the
temperature exceeds a value or a disk exceedsits capacity.
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System (interface) Status alar ms— Report when a system or interface,
such asan adapter, changesits status. For example, a system goes
down.

SNMP Traps— Send SNMP messages that are triggered by the SNMP
agent.

Setting Up SNMP and the Trap Destination

If you have not done so, you must configure SNMP service on each
system where a ServerWORKS agent isingtalled and specify the trap
degtination IP address. The Console does not receive any trapsfrom a
managed device if athe Console destination is not specified.

Y ou can have multiple trap destinations specified in the SNMP
configuration and you can forward traps from the destination Console to
other Consoles or to enterprise managers. Refer to the section  Chapter 7
for details about configuring SNMP and setting trap destinations .

Component Status Alarms
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Status alarms are sent when a devicefails, issues awarning, or comes
back online. Y ou can set status alarms on the following components:

Processors

Disks

Fan Sensors

Voltage Sensors

Power Supply Sensors

Temperature Sensors

Memory Status

Cluster Group Status
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Component Threshold Alarms

In athreshold alarm you specify avalue for a measurable condition or
characterigtic. When the alarm condition reaches the specified value, the
alarmistriggered. Y ou can set threshold alarms on the following
conditions or characteristics.

CPU utilization, file system utilization, and disk storage usage
Voltage, temperature, and fan status

Total Packets, inbound errors, outbound errors, inbound packets,
inbound packet discards, unknown protocol errors

When you set up the threshold you also specify avaluethat r esets the
alarm when the condition returnsto areasonable value. Thereset value
should be out of the alarm range. Depending on the relational operator
(greater than, lessthan, etc.) that you use, the reset can be higher or
lower than the threshold.

For example, if you arealarming adevice for excessve temperature, you
can set the threshold for temperatures greater than 60° and reset the
alarmat 50°. Y ou will avoid alarms on momentary spikes near the 60 °
level astheunit isreturning to normal . On the other hand, if you are
watching for low temperatures, you might set the threshold lessthan 32 °
with areset value of 40°.

You can also st the threshold alarm to send multiple traps on the same
alarm by applying a repeat mode , which sendsthe trap until the
condition is reachesthereset value.

Responding to Prompts During Alarm Configuration

Alarm Configuration displays several message boxesif you are se nding
multiple traps. These are explained in the sectionsthat follow . Asyou
become familiar with the messages and know how you plan to respond to
them, you can turn off the prompts. Y ou can restore them at anytime.

To manage the prompts

On the message box, click the selection* Do not prompt again .”
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Torestorethe prompts

Choose Edit® Re-enable all prompt messages to display the prompts
again.

Setting up Multiple Traps for Threshold Alarms

You may berunning Verson 1.x agentsand Verson 2.x server
management agents on devices on your network. The agent versons
behave differently when you are setting thresholds and repeat modes  for
multiple traps. A message appearsthat explainsyour options.

Y ou can send multiple traps from deviceson which  Verson 1.x
agents areingtalled. To do this, the agentsallow a reset valuethat is
within the alarm range , which in turn will send multipletrapsto a
trap destination per one alarm event. The frequency of the traps sent
isthe polling interval.

Y ou can send multiple trapsfrom devices on which Verson 2.x
agents are installed by entering a repeat mode when you st the
alarm. Verson 2.x agentsdo not allow an invalid reset number for a
threshold. If you enter an invalid number, you are prompted to
changeit.

Setting Multiple Traps With Multiple Agent Versions

In general, avoid setting alarms  smultaneously on multiple devices
running Verson 1.x and Verson 2.x alarms. However, if you select
multiple devices, a message appearsthat explains your options:

Continue setting thealarms.  To do this, choose Y es on the message
prompt. T he threshold reset value on the Version 1.x deviceswill be
used as the repeat mode and theres et value for Version 2.x devices
will be equal to the alarm triggering value.

Stop setting thealarms.  To do this, choose No. Then begin the
process again, setting alarms separately for different a gent versons.
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Setting Traps for Network Inbound and Outbound Packets

Network Inbound and Outbound Packets are not affected by the agent
verson. W hether the agentsar e Verson 1.x or Verson 2.x, the
threshold reset valueis equal to the polling interval . When prompted,
choose Y es to continue setting the alarms.

System Status Alarms

System Status alarmsreport an Up, Down, No Response or Test status
onaserver. (Test status may appear if you are using SNMP instead of
ICMPfor polling. A Test message isreturned as a status on an interface,
for example, in loopback testing of aninterface.)

SNMP Trap Alarms

SNMP Trap alarms are sent when the SNM P agent detects a satus
change. Alarm Configuration providesalist of valid SNMP trapsto set
on components

To learn more about the SNMP variablesthat are monitored for traps,
read the vendor MIB for the particular device.

Creating Alarms and Notification Actions

When you create an alarm, complete the following tasks. Each of these
tasksis composed of several smaller steps.
Select the hosts.
Choose the type of alarm and specify the settingsfor thealarm .
Refresh the alarm list when you add or modify an alarm.
In addition, if you are creating an optional notification for the alarm,

associate an action with the alarm. Y ou can create notifications using the
actions asfollows:

Y ou can reuse the action for different types of objects or for different
types of alarms.

Y ou can assign multiple actionsto one action name .
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Y ou can assign multiple action namesto onealarm .

Creating Component Status Alarms

Component Status 1. Fromthe ServerWORKS Manager Console menu, choose
comeenen Thiesheld Tools® Alarm Configuration.

yetern Status

SHMF Trap 2. Sdect the hosts from the list of network objects.

3. From Alarm Configuration, choose File ® New
Alarm® Component Status.
On the Category tab of the Add New Component Status Alarm
dialog box, sdlect an Alarm Category and the itemsto be
monitored. The dementsyou can alarm are based on the object
type. In turn, the sub-elements you can alarm change with the
category. The Alarm at a Glance pane displays a summary of the
alarm.

4. Onthe Statestab from the list of Possible States, select the Sates
you want in the alarm definition (for example Not Functional) and
click theright arrow button to add the sate to the Alarm Stateslig.

5. Onthe Severity tab choose the importance of the alarm being set.

6. OnthePollingtab select the polling interval for the object. A high
severity alarm should have frequent polling, for example, one
minute.

7. If you are specifying an action, do one of the following:

- OntheActionstab choose an exigting action from the Action
Directory and click OK to finish setting the alarm.

- Click on Add New and refer to the section " Adding the
Notification Action on an Alarm’ and the subsection that
describes the action you want :

Paging action Setting up a Pager Notification Action
Email action Setting up an Email Notification Action
Applicationlaunch  Setting up an Application Launch

9. Choose OK.
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Creating Component Alarms

1

From the ServerWORKS Manager Console menu, choose
Tools® Alarm Configuration.

Sdect the hogt(s) for larming fromthelist of network objects.

From Alarm Configuration, choose File ® New Alarm® Component
Status.

On the Category tab of the Add New Component threshold Alarm
dialog box, sdect an Alarm Category and the ltemsto be
Monitored. Thealarm category ligsthe dementsyou can aarm
based on the object type. Inturn, the sub -dements you can alarm
change with the category. The Alarm at a Glance panediplaysa
summary of thealarm.

Onthe Threshold tab sdlect an absolute or relative valuef rom the
lig of Alarm Computation Methods . Then st thethreshold
computation choosing an oper ator (for example, greeter than ), and a
basdine. Click the Current Value buttonto see current usage. At Re-
enable Alarm, choose an optional repest trigger. Enter thevalue at
whichtotrigger. the Satesyou want in the alarm definition (for
example Not Functional) and dick theright arrow button to add the
dateto the Alarm Stateslig.

On the Severity tab choose the importance of thealarm being .

OnthePolling tab sdlect the palling interval for the object. A high
sverity alarm should have frequent polling, for example, one
minute.

If you are asociating an action with thisalarm, onthe  Actionstab,
do one of thefollowing:

- Choose an exigting action from the Action Directory and click
OK to finish setting the alarm.

- Orclick on Add New and refer to the section "Adding the
Notification Action on an Alarm ” and the subsection that
describes the action you want.

Choos= OK.
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Creating System Status Alarms

From the ServerWORKS Manager Console menu, choose
Toodls® Alarm Configuration.

Sdect the object (hogt) for alarming from the ligt of network objects

From Alarm Configuration, choose File ® New Alarm® System
Status

Onthe Add New Sysgem StatusAlarm dialog box - gpecify the
following:

1

System Status: Choose one from Up, Down, No Response, and
Ted.

Choose a severity from High, Low, Medium, or Informationa 1.

Choose an action from the Actions Directory or choose Add
New to create a new action and proceed to the section  “ Adding
the Notification Action on an Alarm.”

5. ChooseOK.

Creating SNMP Trap Alarms

From the ServerWORKS Manager Console menu, choose
Toodls® Alarm Configuration.

Sdect an object (hogt) for alarming from thelist of network objects.

1
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From Alarm Configuration, choose File ® New Alarm® Component
Satus® SNMP Trap.

Fromthe Add New SNMP Trap Alarmsdialog box, specify the
following items

SNMP Traps: Choose each item for which you want a trap
message sent.

Choose a severity from High, Low, Medium, or Informationa 1.
Choose an action from the Actions Directory or choose Add

New to create a new action and proceed to the section  “Adding
the Notification Action on an Alarm. ”
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5. ChooseOK.

Modifying an Alarm
Y ou may need to change a setting, an action, or the seve rity of an alarm.

1. FromtheAlarm lig pane sdect thealarm, and choose
Edit® Modify Alarm or double-dlick onan alarminthelid.

2. Onthedialog box that opens, e dit thealarm settings and dlick
Apply after each changeto an alarm tab page, or dick OK when al
changesare made.

Adding a Notification Action on an Alarm

Y ou can choose among several actions when an alarm condition occurs
¥ pager notification via alphanumeric or numeric pagers, electronic
mail (email) notification, and an application launch . For any action, you
also st the frequency of the action from the foll owing choices on the
Policy property page:

Always, for any alarm, for any action, whenever the alarm condition

ismet

Oncefor thefirst alarm only

At specified intervalsfor all alarms, regardless of how often the
alarm condition occurs

At specified intervals for some individual alarms, up to a maximum
number of times regardless of how often the alarm occurs

For high severity alarms, you might choose always. For less severe
alarms, choose an interval to avoid overloading your email account or
pager with repeat messages. For minor alarms, once is sufficient
(assuming you act on the notification before the problem becomes
severe).

Setting Up a Pager Notification Action

ServerWORKS Manager V 4.0 supports alphanumeric and numeric
paging.

The message that you receive on a numeric page is the pager message.
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To send a numeric page, you need :

The Pager number, which isthetele phone number to dial the pager
The Pager Message, a numeric code that represents the message you
are sending

The message that you receive from an alphanumeric pageis received
from the network and contains the date, time, node name, and a
description of the condition that triggered thealarm.  To send an
alphanumeric page, you need :

The dial-up terminal number, whichisthe paging vendor’sdispatch
telephone number

A PIN (personal identification number), which isyour pager number
The message you want to send

The maximum message length your pager supports. Consult your
pager documentation

Before you can use the pager for notification, check that you have a
modem and com m port configured on the Console to dial the telephone
number correctly. Refer to Appendix B for more information.

1. IntheAdd New Actionsdialog box, choosethe Pager tab and click
New.

2. OntheNew User dialogbox General tab, enter the User Name,
whichisrequired and an optional email addressand comments .

Click on the Paging tab.
4. Choose one paging mode and complete theinformation:

- Numeric Paging. Enter the Pager Number and the Pager
Message.” Refer to the section * Changing the Default Pager
Wait Time for details about usng commas with numeric pagers .

- Alphanumeric Paging. Enter the Dial-up Terminal Number and
the PIN. Then select the message length fromthe Max Message
Length lig.
5. OnthePaging tab, goecify the Modem information.  Select the
Comm Port and baud rate for your modem configuration .
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Click OK. Theuser nameappearsinthe All Usrs  With Pager lig.
Click Addto placethenameinthe Action Assgned PageUserslig.

Click onthe Policy tab and choosethe interval (asdescribed
previoudy inthissection) if you want to specify an interval for the
pager natification only. Then dick OK.

Enter the action name, for example Page Me. Click OK. The new

action Page Me appearsin the Action Directory Contentsligt. Click
OK.

When an alarm condition is detected on an alarm with an associated
paging action, the modem dials the pager and sends the message to the

pager.

Changing the Default Pager Wait Time for Numeric Paging

Numeric pagersallow you to include a wait time to adjust for timing
between dialing a phone number and sending the numeric message. The
gtandard symbol isacomma. ServerWORKS Manager Console paging
alarm has a default wait time of five commas. Y ou can change the wait
timeif you need more or lesswait time between dialing the phone
number and sending the numeric message.

To change the wait time

1
2.

Open the svmgr.ini file and find the section [ Setup).
Add thefollowing satement to the section:
PagerWaitTime=

Enter anumber for the pagewait time. The pagewait timeisthe
number of commas. Y ou may haveto try several numbersuntil you
find theright wait interval for your paging sysem.
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Setting Up an Email Notification Action

Before you can use email for notification, you must check that you have
avalid profile for Microsoft Exchange mail so the recipient getsthe
notification and that Exchangeisrunning . First check that the profile for
your mail is*MS Exchange Settings.” If not, you must specify it asthe
default profile. Refer to the section “ Setting Up the *MS Exchange
Settings Default Profile.” Restart MS Exchange before setting up the
email notification action .

1. OntheAdd New Actionsdialog box, choosethe Email tab and dick
New.

2. OntheNew User dialogbox General tab enter the user information.
The email addressisthe Internet mail addressfor the recipient (for
example support@company.com). The messageto the recipient
containsthe date and time, node name of the object that triggered
the alarm, and a description of thetriggering  condition. SNMP traps
may include additional information.

Click OK. Theuser nameappearsinthe All Users  With Emall ligt.

4. Click onthePolicy tab and choosetheinterval (asdescribed
previoudy inthischapter) if you want to specify an interval for the
email notification only.

5. Click Addto placethenameinthe Action Assgned Email Users
lig.

6. Enter the action name, for example Email Me and click OK. The
new action Email Me appearsin the Action Directory Contentslig.

When an alarm condition is detected on an alarm with an associated
email action, the mail protocol sends a message to the named recipient.
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Setting Up the ‘MS Exchange Settings’ Default Profile

To configure Exchange for email notifications, first ingtall your favorite
mail protocol on the same system where ServerWORK'S Manager
Consoleisingalled. (Refer to the mail protocol installation
documentation for details. Instructions for specific mail  applications are
beyond the scope of this manual). When you run ServerWORKS
Manager, also run Microsoft Exchange to receive the notification at the
Console.

The*MS Exchange Settings  default profile contains your mail protocol
and logon information. The profileisrequired for the email notification

action.
1. FromtheWindows desktop, right click on the Exchange Inbox icon
and choose Properties

2. Choosethe Show Profilesbutton. If ‘M S Exchange Settings
appearsinthelig of profilesand inthe  “When garting MS
Exchange, usethisprofile ” field, choose Close If the profileisnot
liged, create the profile.

3. Beforeyou proceed, consult your sysem adminigrator for the mail
protocol name and logon information (such asthe user name or
mailbox and whether you are usng Exchange Server, Internet mail,
or other information services).

4. Click the Add button. Onthe Inbox Setup Wizard dialog box, sdect
the option “Usethe following information services ” and choose your
protocol from thelig of information services

5. Click the Next button. In the Profile Namedialog box, sdect ‘MS
Exchange Settings (or enter the name ‘M S Exchange Sattings
exactly, if it doesnot appear. Y ou mugt usethisname). Then dlick
Next again.

6. Continueto follow the prompts on the remaining dialog boxes.
These vary according to the information service you sdlected but
will include protocol and user information.

7. Continueto follow the prompts and choose Finish on the last
Wizard dialog box.
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The*MS Exchange Settings profileisadded to thelist of profiles. Select
the profile and choose Close.

Setting Up an Application Launch Action

The application launch action can call a Smple executable or a complex
batch file. For example, you can createa BAT file with multiple
commands. Y ou will have to determine the command line for any
procedure. Thefollowing isa smple example.

1. OntheAdd New Actionsdialog box, choosethe Application
Launch tab.

2. Enter thefilename Y ou need thefull path name and thefile
extendon (for example, c:\netscape.exe to open a browser window).

3. Sdect theaarm information (parameters) that you want passed to
the application to belaunched. Y our application must be
programmed to usethe parameters( for example, to digplay an
animated alert and the passed parametersonan  HTML page).

4. Click onthePolicy tab and choosetheinterval (asdescribed
previoudy in thischapter) if you want to specify an interval only for
the application launch natification. Then dick OK.

5. OntheAction Namedialog box, enter anamefor the action (for
example, Alet Me) The name appearsinthe Actions Directory lid.

When an alarm condition is detected on an alarm with an associated
application launch, the activity specified in the command lineis
performed.
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Setting Up Notification for Minimal Health Traps

The Mini mal Health template associates action names for Minimal
Health traps. The default isthat n o actions are assgned to the names.  If
you want notification of a Minimal Health message, y ou can modify the
properties of the action name by assigning your choice of action (s) for
thefollowing Minimal Health alarms.

MhHigh

MhMedium

Mhlnformational

MhLow

To modify a Minimal Health action name with an action
1. ChooseTools® Action Directory Setup.
2. SdectaMinimal Hedlth action name and click Properties.

3. Sdect fromthe Pager, Email, Application Launch, or Policy dialog
box pages and definethe action . (Refer to proceduresearlier inthis
chapter for details)

4. When dl actionsare defined, choose OK to dosethedialog box .

Setting Alarms on Clusters and Cluster Resources

You can set dlarmson a cluster server or resource in the same way that
you set alarms on other objects. One condition of a cluster server or
resource that administratorsfind useful  isa message indicating failover
from one server to another. The DIGITAL agent that monitors clusters
can send thefollowing trap messages, which indicate transition of
control from one server to another :

Not Current Controller . The server sending thistrap haslost control
of aresource.

Current Controller . The server sending thistrap has gained control
of aresource.
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On acluster of two servers, A and B, you can set alarmsin the following
ways.

Set atrap for Not Current Controller on Server A to indicate that
Server A’scontrol of aresource hasfailed over to Server B.

Set atrap for Current Controller on Server B to indicate that Server
B isin control of a resource.Set Not Current Controller and Current
Controller trap alarms on the same resource to receive both
messages. By using this scheme, you can determine if failover has
occurred from a server that isnot running. (A server that goes down
cannot send a Not Current Controller trap, but the server that has
assumed control can send a Current Controller trap.)

To set an alarm on a cluster server or resource

1

From ServerWORKS Manager Console, ¢ hoose Tools® Alarm
Configuration.

Sdect the server on which you are setting thealarm.
Choose File® New® Component Status.

Onthe Add New Component Alarm dialog box, dick the Category
tab.

Fromthe Alarm Category drop-down ligt, choose the Clugter Group
Status.

Onthe ltemsto be Monitored list, select the duster resources on
which you are stting thealarms. Choose from:

- All Clugter Groups (all resourcesthat were defined when you
created the cluster) .

- Any or all of the remaining resource groups. Different clusters
will have different selections.

Click the Statestab and st an alarm on the sdected resources. To

show failover from the primary server to the secondary server, sdect

Not Current Controller. Then dick the Right arrow to add the Sate

tothe Alarmsdateslig.

Click the Severity tab and sHlect a severity.
Click the Polling tab and st polling parameters
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10. Click the Actionstab to sat up anatification for thealarm. Thisis
optional. Refer to the previous section for detail s about setting
notification actions

11. Choos=OK.

Monitoring for Transitions

Usethe Alarm Viewer to watch for transition activity on a clugter.
From the ServerWORKS Manager Console, click on the Alarm Viewer
gtatus button for the severity that you chose for the Not  Current
Controller and Current Controller alarm. If atransition of control has
occurred, the alarm appearsin the Alarm Viewer.
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Managing from the Console

ServerWORKS Manager uses the following components for network
management:

The System Browser for viewing comprehensive data about
DIGITAL servers, including historical data

The MIB Browser for viewing SNMP information and performing
SNMP operations on an object

The MIB Profiler, MIB Compiler, and the MIB Enroller, which
work together to integrate MIBsinto ServerWORKS

Other background tools that complete ServerWORKS Manager
capability
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The System Browser for DIGITAL Hosts

The System Browser provides information on both static and dynamic
parametersfound in DIGITAL objects such as servers, clusters, desktop
systems, and mobile devices. The System Browser usesinformation
provided by DIGITAL SNMP agentsloaded on the server, desktop, or
mobile system.

The System Browser displays:

System configuration information that generally does not change.

Current information that is refreshed each time you examine an
object from the System Browser. Table 6 -1 shows the type of
information found in each of the System Browser windows.

Higtorical information that isdisplayed when current information is
not available due to network or system problems. Thisinformation
was previoudy collected and saved using the System Browser.

Information about cluster members and cluster resources.

Dynamic or higtorical graphed data that show usage patterns on
disks and processors, pinpoint environmental spikes, and monitor
network transmission statistics.
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Figure 6-1 System Browser Window
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Table 6-1 System Browser Information

This Window

Displays This Information

System Browser

Sysem

Storage

Network

Environment*

Hogt name

Network (1P) address

Description

Physical location and contact

Model and operating system*

Length of system has been running (Up Time)

General information

1/0O devices

Processor

FRU*

Clugter (when the server isa cluster member)*

Disks

Disk Partitions

File System

Storage

Memory*

Memory Component Slots (SIMMs and DIMM¢g)*

Interface

Statigtics

Thermal Sensors
Voltage Sensors
Cooling System (fans) *
Power (supply)

*Not always present on all systems
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Viewing Node Data with System Browser

Y ou can open System Browser to view current or historical data. If you
open System Browser from a map or hierarchical view, System Browser
displays current information. If the node cannot be reached over the
network, System Browser revertsto historical information if it is
available. In Figure 6-1, the node is unavailable and is labeled
OFFLINE.

Each time you view a node, the node name is added to the drop-down list
and data is collected on the node for each system group you view.

Tolaunch System Browser from a map or view

Double-click aDIGITAL host on amap or hierarchical view or
choose Actions® System Browser. Data collection begins on each
node you examine.

If the node or network isinaccessible, and you previoudy viewed the
node, you can select the node from the Host drop -down list and view
itshigtorical data.

To view details about the server or host
Click on one of the System Groups buttons. (See Figure 6 -1).

Toview details about additional serversor hoststhat you can reach
over the network

Do one of the following:

Enter the host name or |P address or select a node from the
drop-down ligt in the Host field. Then press Enter. In Figure6 -1,
garnet.dec.com was selected from the drop-down list. Y ou could
also enter 16.34.112.234 or garnet. But always use the same node
name when you access data on a system because anew fileis
created for each name.

Select multiple objects from the map or view and click on the
System Browser toolbar icon. System Browser opens with
information about thefirst object selected. The remaining objects
appear in the drop -down list.
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To view information about a cluster

1
2.

Double-click on aduser sarver from aview.
Click the Clugterstab.

Comparing Systems and Components
Y ou can use System Browser to view multiple sources of data.

Select a system. Then open all System Browser groupsto view all
agpects of the system simultaneoudly.

Select multiple systems. Open the same group for each system to
compare them by category of information.

Setting FRU Asset Numbers

Y ou can change the FRU (field replaceable unit) asset number on the
current board of a node that displays FRU information.

To change the asset number

1
2.
3.

From the Systlem Browser, dick on the FRU page.
Sdect acurrent board from the componentsin the Typeslig.

In the highlighted row, dick onthe Assst No column and enter the
asset number.

Click on St Ast No.
Click Refresh.

Graphing Real-Time Activity

Y ou can record activity asareal-time graph for CPU utilization, file
system utilization, gtatistics of network variables, and thermal and
voltage sensor readings and save the information as historical data. (Not
all systems support all graph types.) Y ou can view graphed data when
the node is off line if you have previoudy graphed and saved data for the
selected variable.
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Y ou can choose between line or bar graphs and set a sampling interval.
Graphing beginsto save data after the first sample. The graph showsthe
gtart and end times and has gaps for times when graphed data was not
saved. Figure 6-2 showsaline and a bar graph.

Figure 6-2 ServerWORKS Graphs
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To graph information

1. ChooseActions® System Browser or double-click on a server.

2. From the System Browser window, choose one of the buttons:

For CPU processor utilization that record patterns of use
a. Choose Sysem® Processors.

b. SdectaCPU and click Graph.

For file system utilization (disk space usage) that can help you

predict potential disk space problems

a. Storage® File System.

b. Sdect afilesystem from thelist and click Graph.

For network interface statistics that show traffic patterns or

disparitiesin transmisson

a. Choose Network® Statigtics.

b. Sdlect aninterface.

c. Seect atransmission parameter and click Graph.

For thermal and voltage readings that reveal random spikes or

long term increases

a. Choose Environment ® Thermal Sensorsor Voltage
Sensors.

b. Seect the component (chassis, power supply) and click
Graph.

3. Do oneof thefollowing:

Choose File® Save and Close to save the graph data.
Choose File® Closeto discard the current graph data.

Choose File® Delete and Close to permanently discard an
unnecessary or obsolete graph file.

To change the graph style
1. ChooseEdit® Style
2. Sdect @ther Bar Graph or Line and the attributesfor each style.
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To change the sampling and time interval
1. Choose Edit® Parameters.

2. Enter sampling interval and number of sample points.

Collecting a Node History

System Browser creates historical data foldersfor each node you
examine. Each folder containsan INI file that keepsalist of the data
recorded from each of the System Browser groups you view. For
example, garnet.com.ini isthefile for the node garnet.com. ThelNI file
isacomplete record for a node. MIBsthat correspond to the node

provide thisinformation.

At subsequent sessions, data that was previoudy recorded is updated and
new data is added to the historical data. If you also graph data for a node
variable, a graph file with the saved graphed data iskept for that
parameter and node. Y ou can import the graph files, which arein
tabular format that usesthe TAB as a delimiting character, into
Microsoft Excdl.

Y ou can see historical data whenever a nodeis off line using the History
Viewer if you have previoudy viewed the node online from System
Browser. If you are viewing historical data, the label OFFLINE appears
next to the system name, asin Figure6 -1.

When the nodeis online and the network is responding, new datais
appended to the graph. The graph shows breaks between collections of
data with null (empty) samplesfor the unrecorded time period.

To start collecting historical data

1. Choos=Actions® Sysgem Browser.

2. Enter or sHect the node name.

3. Click onthe Sysem Group pagesfor the data you want to collect.
Toview historical data on a node

1. Fromthe desktop choose Start ® Programs® ServerWORKS®
Hidory Viewer. Sysem Browser opensand displaysalis of nodes
for which higtorical data has been collected.
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2. Sdectanode
To collect graph data or view historical graph data

1. ChooseActions® Sysem Browser. System Browser opensand
digplaysalig of nodesfor which historical data has been collected.

2. Enter or Hect anode and dick on a Sysem Group page from
which you have collected graphs.

3. Sdect theitem and dick on athe Graph button. Then choosea

directional arrow.
To View Graph Data Click This
Button

Backward to the graph start time
Backward by one screen
Backward by the sampling parameter
Forward from the most recent time and date
Forward by one screen
Forward by the sampling parameter

The MIB Browser for SNMP Objects

The Management Information Base (MIB) Browser is used to query
(GET) and modify (SET) MIB variables on SNMP-compliant objects on
the network. The MIB Browser lists all of the MIB groupsthat apply to
the object and the MIB variablesin each group. For example, if you
select a bridge, the MIB Browser displays bridge MIB variables.

Usethe MIB Browser to perform the following operations:

6-10



Managing From the Console

Query SNMP agentsto perform a GET or retrieval of Management
Information Base (MIB) variables, such asthe system name, system
ID, and up timefor arouter, hub, or bridge from the sandard MIB
[l groups or any other MIB enrolled with the MIB database.

Perform SNMP SET operations against one or more SNMP agents.

View the properties of any MIB variable (for example, the variabl€'s
data type or object identifier, read/write access, and description).

Open the MIB Profiler to modify or create MIB profiles. See
"Enrolling MIBsin the ServerWORKS Database" in Chapter 7.

Open the MIB Enroller and the MIB Compiler to compile and enroll
new MIB groupsinto the ServerWORKS database or modify
exiging groups. See" Additional Tools" in this chapter.

For SNMP objects other than DIGITAL hosts, the MIB Browser isthe
default management action for viewing the object.

%‘E Tostart the MIB Browser
I8 - Select an object from a view and choose Action > Browse MIB.

Managing an Object From the MIB Browser

The MIB Browser lets you view information by MIB group and variable.
Figure 6-3 illugtrates the MIB Browser window. Each of the command
buttons displays information about the MIB groupin MIB 1l (RFC1213).
The MIB variables contained in the group appear in the Variable list.

Modifying Variables

Y ou can use the MI1B Browser to modify variables. Some of the MI1B
variables are Read/Write. A Read/Write variable is one that you can
modify because you can write or a new value, aswell asread the value.
For example, sysLocation is a Read/Write variable, which means that
you can a enter new |ocation whenever the system ismoved. The change
ismadein the MIB. Other individuals using another network
management system can also change Read/Write variables. Y ou can see
which variables are Read/Write usng the MIB Enroller.
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Tochange avariable value from MI1B Browser

1. Sdectthevariable If the Set button isactive when avariableis
sHected, you can changethe value.

2. Edit thevariable and choose OK.
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Figure 6-3 MIB Browser Window
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Toread aMIB

1. Sdecttheobject fromaview.

2. Choos=Tools® MIB Enroller® MIB Compiler.

3. IntheMIB Compiler, choose File ® Open.

4. SdecttheMIB and dick OK. The MIB appearsin the window.

Using the Query Button Accelerators

The query buttons on the MIB Browser correspond to MIB groups for
the MIB Il agent. When you click a query button you are performing an
SNMP GET operation, on the group of variables.

If you use another MIB on an object, you can change a button to query a
variable group from a different MIB.

To change a Query button

1. Choose Edit® Customize Query Accelerators.

2. Select the button you want to change.

3. Inthe Query Accelerator Label field, enter alabel for the button.
4

In the Associated MIB Group, select a MIB group that is
appropriate for the object types you monitor, for example, Compaq
sErvers.

5. Click OK.
6. Click Close on the Customize Query Accelerator dialog box.

Toseeall variablesin the Query group at once

Choose All Variablesin the MIB Group list and choose
View® Vertical Output and scroll through thelist.

To see all the instances of one variable

Choose View® Horizontal. Select the variable. For example, if you
are checking the number of interfaces, horizontal orientation will
show all of them.
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Tosort the variable information alphabetically

Choose View® Sort Output.

Viewing Cluster Information from the MIB Browser

The MIB Browser displaysinformation about servers and resources that
are part of a cluster, which may include the cluster types, vendor,
software verson, status, NT cluster group members and resources, 1P
addresses of cluster members, aliases for the clugter, system OID, and
vendor and version. The information comes from the variablesin the
cluster MIBs.

Tousethe MIB Browser to view cluster data
1. ChoossActions® MIB Browse.

2. SdectaMIB Group or variablein the group. Theduger MIBshave
prefixes of SvClu, S'YNTC, and ntemtg.

3. Enter the duger nameor aduger server name and pressRETURN.

The MIF Browser

The Management Information Format (MIF) Browser isused ina
smilar fashion to the MIB Browser to examine the system -supplied
MIFs. It isused on desktop and mobile systems and may also be used on
sysemsrunning WindowsNT or Windows95. With the DMI service
layer running on the system to be browsed, you can see an inventory of
various system software, hardware, settings, and configurations. This
information can be passed on to Microsoft System Management Server
(SMS) through the MIF Maker program that is supplied with
ClientWORKS.

The MIF Browser isavailable as an icon on the tool bar and from the
menu. For complete details, refer to the  ClientWORKS Network
Administrator’s Guide and the ClientWORKS online help.
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The MIB Compiler

Before an object type can be used in ServerWORKS Manager Console,
MIB groups associated with the object must be enrolled in the
ServerWORKS database. The MIB Compiler isused to load new MI1B
group and MIB variable definitionsinto the database. Refer to section

“ Creating Custom Object Types and Profiles” in Chapter 7 for details
about compiling and enrolling MIBs.

Y ou can also read a compiled MIB inthe MIB Compiler.
Toread aMIB

1. Choos=Actions® MIB Enroller.

2. Choose Compile® MIB Compiler.

3. ChooseFile® Open and sHect the MIB from the Choose MIB Input
Filedialog box.

4. Click OK.

The MIB Profiler

TheMIB Profiler isused to associate MIBswith an object type. For
example, aDIGITAL server object type has certain MIBs that have been
defined to be associated with that object type.

If the MIBs associated with an object need to be modified, thisis done
using the MIB Profiler. The MIB profiler:

Assigns MIB groupsto an object type.
Deletes (disassociates) MIB groups from an object type.

The MIB Profiler savesthe MIB group assgnmentsin the database so
they can be referenced by the MIB Browser. For example, after a
particular SNMP object is selected, the MIB Browser abtains the object
type and uses thisinformation to display all the associated MIB groups
from the database. Only the applicable MIB groups are listed in the MIB
Groupsfield of the MIB Browser window. Then either a group or one or
more variables from that group can be chosen to perform GET and SET
operations against the specified object.
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Refer to Chapter 7, “ Getting the Data You Want” to learn about using
the MIB Profiler.

The MIB Enroller

The MIB Enroller isasource of MIB information. The MIB Enroller
displaysa group and its variables, the object identifier for the variable,
data type, and read/write access. Knowledgeabl e administrators can
modify a MIB variable from the Enroller.

Background Tasks
ServerWORKS Manager operates background tasksto collect and

E ﬂ%ﬁﬁ digtribute network information. The background tasks appear on the
system tray when they are running. Right-click on aniconto display a
menu.

The Ping Server

ServerWORKS Manager Consol e has the capability to contact or
“ping” devices on the network. The Ping server examines the network
a to seeif adeviceisup, down, or not respondingusingan  ICMP request
t and waiting for areply. Select a device and ping it using the tool bar
button. The ping server notesthis activity and the timeit takesfor a
round-trip from Console to device and back.

The Poller

S The Poller periodically requests status information (up, down, or no

_l.E'._ § response) from specified network objects and their interfaces. The
objects that may be polled are all interfaces belonging to network objects
that have an SNMP agent or that have | P support (for example, routers
and end nodes).
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By default, the Poller isautomatically started after an IP discovery is
done. Using the default settings, all objectsthat arelisted in the
database are polled at the same interval.

Y ou can also poll on a user-defined group. A group can consist of a
collection of smilar objectsthat would be polled at the sameintervals.

The Data Collector, Event Logger, and Event Dispatcher

Q
¥

The Data Collector, Event Dispatcher and Event Logger must be
running for the Console to receive alarms.

The Event Dispatcher and Event Logger must be running to receive
alarms notifications or to automatically run a script when an alarm
threshold is reached.

If these three utilities are not placed in the Windows NT or Windows
95 Startup Group, the Event Dispatcher and Event Logger are
automatically started when ServerWORKS Manager Consoleis started.

Check the system tray in the lower right corner of the window to seeiif
the ServerWORKS tasks are running.
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An IP Discovery with ServerWORKS presents volumes of information
on all the network objects. ServerWORKS lets you manipul ate data and

customize views. This chapter explains how to customize ServerWORKS
to perform the following tasks:

Acquire data based on your network requirements
Present the data the way you want
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Customizable Options for a View or Map

Y ou can customize list and map views to meet specific requirements.
Several different viewers can be created to serve different purposes. For
example, one view might contain all the serversin an organization,

while another can display files and applications on multiple servers, and
athird can display the TCP/IP topology. Any type of information can be
grouped in aview, regardless of the source or content. ServerWORKS
Explorer isa good starting point for customizing viewers becauseitisa
source of objectsto copy into other viewers.

Once you create amap or hierarchical view, you can modify it manually
or run a subsequent discovery to update it.

To change the appear ance and window behavior
1. Clickonamaptosdectit.
2. ChoosFile® Viewer Properties

3. Sdect your preferencesfor the following settings on the Map Viewer
Propertiesdialog box:
- Choose an optional background file. For example, select a
country map and drag servers onto their geographic locations.
- Chose adefault scale for opening a map.

- Click Configure. Then sdlect defaultsto minimize, close, or
auto-save maps and to hide node bitmaps when the map scales
bel ow a specified percent.

- Onthe Configure dialog box, click Colors. Then change the
colors on map e ements.

To get basic information quickly

Double-click on a network object to display the associated browser.
ServerWORKS Manager has associated servers and network objects
with System Browser, M1B Browser, and the MIF Browser.
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Tocreate alogical network map

Y ou may want to manage particular network objects on a map as a group
because they have smilar usage or for organizational purposes. Y ou can
isolate them easly. Simply drag the network objects from map to map.

Toview vital statistics on a map

Y ou can add alabel to a network object to display specific information
on the map. For example, you may want to see the | P address, name and
netmask of an object.

1. FromtheToolsmenu, choose Options ® Object Digplay.

2. FromtheHidden lig, select theinformation you want to display ina
labd.

3. Click Show. If you want to put the labelsin a specific order, sdect
each labd and choose Before or After until thelabe sare positioned.

4. Click Cloe
To modify the menus for the work you do

Y ou can edit the Tools menu to add or delete programs. For example,
you can create a menu command that runs a batch file or startsan
application

1. Fromthe Tools menu, choose Options ® Tools.
2. Do one of the following:

- Click Add to add another application to the Toolslist. Enter the
tool name (for example, Notepad) and the Path (for example,
c:\windows\notepad.exe) and click OK.

- Select an application and click Removeto delete the
application.

- Select an application and click Change to modify the display
name or path of the tool.

3. Click Cloa
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To manage network objects as a group

A group isacollection of server or  SNMP objects on which you can
perform SNMP operations. Y ou can sdlect alogical group of network
objects and apply the same alarms and options to them. Firgt, create the

group.
1. Fromamap view, select the object(s) by doing one of the following:
- Hold down the CTRL key and click on each object you want to

add to the group.

- Click and drag across the map to draw a selection rectangle
around the objects you want to add to the group.

2. Fromthe Tools menu, choose Group Management.
Do one of thefollowing:

4. Click Add Group to creste a new group containing the slected
objects Enter agroup name, polling properties and the community
namefor SNMP Get and Set operationsin the Group Properties
group.

5. Sdect oneof the existing groups Copy itspolling propertiesand
community nameinto the new group and modify them as needed.

6. Sdect from Objectsnot in group and dick Add to placethem on the
Objectsin group lig. To remove objectsfrom the group, select them
and click Remove.

7. Click OK.
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Launching With Context

Individual vendors of SNMP-compliant objects may offer toolsthat are
fine-tuned for viewing their own object’ s properties and information. For
example, Compaq offersInsght Manager for viewing Compaq servers.

A better way to use these applicationsisto launch them from the
Console with context. For example, when you launch Insight Manager
with context, it opens with the data for a Compag object that you have
selected in ServerWORKS.

To set up an application to launch with context, you must perform the
following steps:
Configure the application to associate it with the object type.
Specify the application as the default action for the object type.

In the following procedures, Insight Manager and the Server.Compaq
object type are used as examples.

To configurethe application
1. Fromthe Console, choose Tools ® Application Launch.

2. Onthe Configure Application Launch dialog box, sdect or enter the
following information:

- Inthe Object field, select the object type (for example
Server.Compag).

- Inthe Menu Item Namefidld, enter the name for the menu
option (for example, Insight Manage).

- Inthe Application Path field, click on the browse button and
search for the application. Be sure to use the full path and exact
gpacing (for example: “c:\Program FilessCompag\l nsight
Manager\cim.exe”).

- IntheToolbar button field, choose any 16x16 pixel bitmap.
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3.

5.

On the Application Command Line Setup group of the dial og box,
enter the command that will launch the application. Always use
exact spacing and match case sendtivity.

To launch Insight Manager, use the following command line:

ci mexe -oj | PAddress=<Internet Address>

Y ou have the option of sdlecting statements for the command line.
The Command Line Parameters selection list lets you choose from
commonly used parameters, which are added to the Parameters
and switchesfield. If your command line includes several
commands, salect Allow multiple objects and enter a delimiter

type.

Choose Add to place the menu name on the Actions menu and add
the bitmap as a toolbar button.

Choose Close.

To specify the application as the default action

1
2
3.
4

5.

Choos2 Tools® Options.
Onthe Optionsdialog box, click on the Default Actions page.
Fromthe object ligt, sdlect the object type.

Fromthe Action ligt, sdlect theapplication, in thiscase, Indght
Manager.
Choose Clos2.

To open the application with context

From a Discovery map or hierarchical view, double-click on a Compag
server. Figure 7-1 illustrates a Compaq server as seen through Insight
Manager and launched from a ServerWORKS Discovery map.
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Figure 7-1 Insight Manager launched from ServerWORKS Manager Console
M= E

-_—-h- Compaq Inzight Manager
Eile Beports Alarms  Wiew Tool: “erzion Control  Setup  Window  Help

HIEAACY

1iz Device - COMPAQ12
ProLiant 2500

tizDevice - CIM2

DIGITAL SERVER 71001200
2 = etwork, Device Name | Status
2iz Device - CIM1 All Devices || CIM1 Ok
DIGITAL SERVER 5200 2266 @ CIM2 Ok

@ COMPAD1Z 0Ok

Configuration

52
&9

Recowveny

Syztem Board

- | Status Count & & [
Expanzion Bdz
Help |

tilization

[ [ |

| | B Failed [ Degraded [ OK

|Di3|:ula_l.J configuration information




Getting the Data You Want

Discovering and Managing Printers

Y ou can create maps or tree views of one type of object. For example,
you may want to monitor printers, which are prone to maintenance
problems. ServerWORKS recogni zes the system object identifiersfor
DIGITAL, Hewlett-Packard, and Lexmark printers.
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Tocreate amap of printers

1

o o &~ W

From the Consolewindow, choose File ® New Viewer and the map
or hierarchical view.

Enter amap namein the New Viewer dialog box. An empty map
openswith the Palette.

ChooseActions® Discover 1P Objects
Specify the network and netmask and choose Next.
Specify the community to discover.

Onthe Typesto discover dialog box, select the printer typesand
choose Next.

Onthe Discovery Optionsdialog box, choosethe view and dick
Finish.

Choose Yes or No to indicate whether you want to view the
discovery report.

ChooseYes or No to add new objectsto the current view.
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Using Netmasks to Refine Discoveries

If you are knowledgeabl e about networks, 1P addressing, and the use of
netmasks, you can use other netmasksto limit a Discovery. Ina
Discovery the Console queries | P -addressed subnetsfor alist of its
nodes. An | P address congsts of four numerals, from 1 to 255, separated
by decimals (dots). The address 16.151.24.36 isan example. The address
correspondsto four octetsin binary format. A netmask identifieswhich
parts of an | P address specify the network and which specify the host
portions. Discovery uses the combination of the I P address and the
netmask to look for the nodes that are attached to the specified network.

The default netmask is 255.255.255.0 for a Discovery. For example, if
you use the network address 16.151.24.0, using the netmask
255.255.255.0, the netmask masks the first three numeral s of the address
and attempts to discover all nodesin the host part, up to 254 nodes.

Use a single node netmask to limit a Discovery to a single network object
(for example, one that you manually inserted). For the node with the
address 16.151.24.36, use the exact node address with the netmask
255.255.255.254. This netmask finds up to two nodes—16.151.24.36
and 16.151.124.37, the consecutively addressed node—due to the
interpretation of the address by Discovery.

Using Collections and Domains for Status Checks

D

In aDiscovery, ServerWORKS finds hosts and cluster domains.
ServerWORKS displays host domains and clusters so you can drill down
to see the nodes or cluster members. Y ou can apply the same concept if
you want and assemble multiple objectsinto a subset called a collection.

Note: A collection or adomain isnot an SNMP group, although
objectsin either a collection or adomain can also be found in an SNMP
group. A domain in aview has no relationship with aWindows NT
domain.

To create a collection

1. Choose Edit® Insert.

2. Click Collection and enter anamefor the collection.
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3. Openalig view and drag objectsfrom the view into the collection.

Tocreateadomain

1. Choose Edit® Insert.

2. Click Domain from the Insert dialog box.

3. Enter adisplay name and choose the object type in the domain. For
example, to create a cluster domain, choose Clugter.

4. Openaview and drag the objectsinto the domain. For a cluster,

include the members and resources of the cluster.

To view the contents of a collection or host domain

Double-click on the domain icon. The contents open in a separate,
temporary, tiled map.

Polling Effectively

Polling consumes network resources if the polling frequency istoo high
or the object base being polled istoo broad. Customizing the poller lets
you focus on asfew or as many objects asyou want by polling the objects
asagroup. Thedefault isto poll all discovered and inserted objects.

To poll by groups, perform the following tasks:

Set up apolling group. Y ou can start with either of two groups
named Critical and Non-Critical that are established by
ServerWORKS or you can create your own group. Each group has
its own timeout period, number of retries, and polling interval. Each
group belongs to a community for authentication.

Fine-tune the polling parameters.

Creating a Polling Group
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1
2.
3.

Choose Tools® Group Management.
Onthe SNMP Group Management dialog box, choose Add Group.
Onthe Add Polling Group dialog box

- Inthe Group Namefield, enter a new name.
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- Inthe Group Propertiesfield, enter a Retry, Timeout, and
Interval. The Timeout and Interval are measured in seconds.
Asan example, the Critical group interval is 60 seconds (one
minute) and the Non-Critical is 300 seconds (five minutes).

- Enter the community name or use Public.
- Choose OK.
4. Onthe SNMP Group Management dialog box, select the new group
fromthe Group Namelig.
- The Group Properties were specified when you created the
group. To change a property, select it and enter a new value.

- UsePublic asthe Set Community and Get Community unless
you have created other community names.

- OntheObjectsnot in Group list, use CTRL+Click to select
group members. Then click Add.

5. Whenall membersare sdected, dick OK.

Setting Group Polling Parameters

Stop the poller to reset a group’ s parameters or to enable polling of a
new group. Stop the Poller after you open the Poller window.

To open the Poller

Click on the Poller taskbar button or choose Tools ® Poller.
To stop polling

On the Poller window, click Stop Polling.

Toenablea group and set group parameters

1. OnthePaller window inthe Enable column, click onthebox inthe
group row. A check appearsin the box and the background color
changesto green. (The polling frequency parameterswere st when
you created or modified the group).

2. Choose Options® Set Polling Parameters. Set valuesfor the
following items

- Maximum interfacesto poll outstanding: Enter the number of
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5.

interfaces the poller can queue for polling at any onetime.

- Maximum number of events: The number of SNMP Get and
Set operations, pings, Event Logger messages, and status alarms
that can be sent per second.

Choos= OK.
On the Poller window, choose Options ® Poller Output. (I the Poller
isoff, no output appearsin thefidd). Choose the Options button and

click onthetypes of information you want from the polling. Click
OK to dosethe Poller Output dialog box.

Onthe Poller window, dick Start Polling to pall the selected groups

Viewing Polled Information

Y ou can view small segments of polled information from the opened
Poller Output dialog box (as described in the previous section).Use the
poller log to view polling activity over time and print the poller.log file.

Tousethe paller.log file

From Windows Explorer or My Computer, double-click on the
poller log, found at

\Program Fi | es\ Di gi t al \ SWgr \ Dat abase\ pol | er. | og

Changing Variables from Object Properties

Properties combines several activitiesin one dialog box. Properties gives
you a quick glance at the object and lets you modify the object, whichis
an SNMP Set operation on the object.
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Use Propertiesto view details:

Object name, IP address, MAC address, and abject type. If you know
either the name or the IP address, ServerWORKSS finds the other.
Click Get Addr to find the IP address or click Get Nameto find the
device name.

The contact person respons ble for the object and comments (for
example, the location) in the description of the object.

Thetrap destination if oneis configured.
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Groupsto which the object belongs.

Third-party applications associated with the object (for example,
RSM or StorageWorks Command Console).

Use Properties to modify the network configuration:

Change the global name that is used for name resolution
Modify the polling information or polling protocol
Change the object type

Toview and modify the properties

1. Click anobjectonamapor lig view.

2. Fromthe menu, choose Actions ® Properties
3. Modify editablefidds

4. Click OK to dosethe Propertiesdialog box.

Working with the ServerWORKS Manager Database

The ServerWORKS Manager database is PCMGR.mdb. It isa Microsoft
Access 97 database that you can view in Access. The database is
ingtalled in the subdirectory named dat abase of the ServerWORKS
Manager Consolekit. If you chose the default directory at installation the
locationis

/Program FilesDIGITAL/SWMgr/database/ PCMGR.mdb

The database contains all the information about objects discovered on
your network, alarm and alarm configuration information, and event
data.

If you arefamiliar with Access and database structure, you can modify
recordsin the database to create query reports, use scripts, or perform
specialized SNMP operations. Information in the tables may be easier to
view in the database table records than in the actual MIB files.

Thefollowing list describesthe most  commonly accessed database
tables
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Table 7-1 Access Database Table Records

This Table Contains records about

APPL_GR All integrated third-party applications. A record exists for each integrated
application.

EVT_LOG Thealarmlog table. All alarms and events, object I1Ds, and messages
associated with each event are stored here.

MIB_CLAS MIB class name and the group the MIB beongsto, for all MIBs compiled
in the database.

MIB_DESC A description of each MIB variable.

MIB_NAME Names of the MIB groups.

MIB_PROF Object type and subtype profile for each MIB.

MIB_TABL Theinternal MIB variable ID for all MIB groupsthat are compiled in
ServerWORKS. The ID isuseful for joining this table with other tables.

OBJ DEF Actual name and the polling interval of each machine.

OBJ IP Global name information (including the | P address, alternate address or
subnet, and netmask) of each machine.

OBJ SNMP SNMP community names.

TRAP_ENT Trap definitions and enterprise OID for all MIBs compiled in the database.

D
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Note: The ServerWORKS V4.0 database is an Access 97 database. If you
are running Access 95, you can continue to use the database from
ServerWORKS V3.x. However, if you plan to use scriptsto create Access
reports or to modify the database, you must use Access 97 and follow
Microsoft directions for converting the database to Access 97 format.
Databases from V2.x must be converted after installing ServerWORKS
Manager V3.2 and then using Access 97 to convert it to ServerWORKS
Manager V4.0 format.
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Thefollowing table lists the prefixes used to name the database tables.

Table 7-2 Database Table Prefixes

Prefix Table Information

ALM Alarm configuration

APPL Third-party application integration
AUTO Auto-discovery information

COL Data Collector information

DB ServerWORKS database information
EVT Event log data

GR Group information

LOG Event log data

LTBL Reserved for future use

MIB MIB Il variable information

NMDB Maximum counters for database fields
NOTF Notification information

OBJ Object type information that ServerWORKS uses
POD Reserved for future use

SUBT Obyject subtype information

SYS Mapping of SY SOID and subtype information for MIB 11 variables
TRAP Trap information

TYPE Object type information

USR User information

VIEW Map and hierarchical view information
VWER Internal viewer information
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Using the DB Utility

The DB Utility accomplishes several database maintenance tasks. Y ou
usethe DB Utility in the following Situations:
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If you suspect the database or some portion of it (for example, a
table) is corrupted.

If you want to erase atable and start over. For example, you want to
change the levels on all threshold alarms. (The cleanup erases
everything in the sl ected table, so be certain you want to recreate
theinformation in ServerWORKS Manager).

If you want to modify the alarm log table. For example, you set a
"falsg" alarm that sent numerous messages for a non-alarm
condition and you want to clear thelog of excessentries. Y ou can
also change the size of the log table (the number of lines).

Shut down ServerWORKS Manager Console, including the background
tasks, before you start the DB Utility.

To open the DB Utility

1

From the Start menu, choose Programs ® ServerWORKS Manager
Console® ServerWORKS DB Utility.

Do one of thefollowing:
- Inthe Database Tableto Clean Up group, select one table and
click Initiaize.

- Inthe Alarm Log Table, enter the maximum lines you want in
the table (up to 10,000, but note that 10,000 log entries consume
disk space and memory).

Choos= File® Exit.
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Creating Custom Object Types and Profiles

ServerWORKS Manager lets you create custom object types and assign
MIB groups of variablesfor non-DIGITAL serversto extend
ServerWORK 'S management to include objects that are not in the default
st or to include new objects types that might be added to your network
in thefuture.

To create the object type and assign the variables, you must complete the
following tasks. Each of these tasks is composed of several smaller steps.
When you have completed the tasks, you can manually add the object to
your network map and begin managing it immediately.

Define the object type so ServerWORKSS recogni zes objects on your
network that match the description

Enroll the MIB groups

Assign the MIB groups that focus on information you want about
the object type

Use the following procedure as a guide to creating an object type and
profile for any network element. This example creates an object type for
the Compag ProLiant 2500 Server, assigns MIB groups, and explains
how to add the object type to your network map manually and through
Discovery.

Defining the New Object Type

From the ServerWORKS Tools menu, choose Tools® Object Types and
click the Add button. The Add SNMP Object Types dialog box opens.
Thisiswhere you enter the object definition. (See Figure 7-2.)

1. IntheAdd SNMPdiaog box, enter or sdect:

The object type name, for example, Server

The object subtype name, for example, Compaq
Bitmaps to represent the object icons (see Figure 7-2)
Theicon's background shape (for example, endnode)

2. Click Apply.
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3. Click Close. A message promptsyou to exit from ServerWORKS
Manager.

4, ChooxFle® Exit.

About Naming Objects

Y ou can name an object anything you want. For example, if you plan to
view the network by organization, you might have object types named
Server.Finance or Node.Salesl, Node.Sales?.

About Selecting Bitmaps

Y ou can create your own bitmaps or you can select them from the
ServerWORKS bitmaps collection and modify them dightly to represent
anew object.

Y ou can find the ServerWORKS bitmaps at:

<Ser ver WORKS di r ect or y>: \ dat abase\ bi t maps

A color change is a smple change that is accomplished easily usng a
tool such asPaint. The sample bitmaps ser ver g. bnp and

server 32. bnp provide a good starting point for modifying bitmaps
because they are the correct size. Modify and rename the bitmapsin
Paint. For example, for a Compaq object, use servercl16.bmp and
serverc32.bmp and store them with the ServerWORKS bitmaps.

About the Background Shape

Each network element that appearsin the object list (server, node,
bridge, and so on) has a default shape for the icon. Use the default.
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Figure 7-2 Entries in the Add SNMP Object Types Dialog Box Define an Object Type
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Enrolling MIBs in the ServerWORKS Database

Before an object type can be used in ServerWORKS Manager Console,
MIB groups associated with the object must be enrolled in the
ServerWORKS database. ServerWORKS Manager has already enrolled
hundreds of MIB groupsthat are ready for assgnment to new object
types. For example, if the object type Node.Financeisa DIGITAL
server, you can assign DIGITAL MIBsalready enrolled for the
“Server.Digital” object type. (For the convenience of Compaq server
adminigtrators, the Compag MIB variables are already enrolled in the
ServerWORKS database.)

However, if you are creating an object type with MIBsyou have acquired
from a vendor, a Web site, or a bulletin board service, you must enroll
(compile) them into the ServerWORKS database fird.
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From the ServerWORK S menu, choose Tools ® MIB Enroller. The
SNMP MIB Enrdller dialog box opens

From the Compile menu, choose MIB Compiler.

Choose File® Open to browse for the MIB on your system.

Sdect theMIB. The MIB text appearsinthe MIB edit box.

Click the Enroll button. Enter anamefor the MIB and choose OK.

Choose OK again at the prompt “ Do you want to gorethisMIB in
the permanent database?’

About MIB Group Variables and Their Purpose

How do you know which MIB group to choose? Each group variableis
explained for you. To learn more about a group's variables, choose the
group from the MIB groupslist. Select a MIB variable and click on the
MIB Info button to display an explanation of the variable. Y ou can also
add to the definition and save your comments.

Assigning MIB Groups to the Object Type

7-20

1

From the ServerWORK'S menu, choose
Actions® Browse MIB® MIB Utilities.

From the MIB Browser menu, choose MIB Utilities ® MIB Prdfiler.

Sdect the new object name from the Object Typeslig, asillusrated
inFgure 7-3.

Scrall through the M1B Groupslist and select the groups of
variablesto assign to the object type. In thiscase, Compag MIBsare
identified with the cpg prefix.

Choose Assign to add the groupsto the Assgned MIB Groupslig.
Click Clos.
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Figure 7-3 MIB Groups are Assigned to the New Object Type

F# MIB Profiler

File  Help

Object Tupes MIE Group= Azzigned M|B Groups
Repeator. Generic ;I cpahith-cpaHeS neL I HIEES cpaghith-cpaH eCriticalE mor
Router. 3Com cpghith-cpagHeF kT olPy cpghith-cpaH eSwsl
Router. Cizco cpghlth-cpgHelRC cpghlth-cpgHeSysUHIPoT
Fiouter. DEC ﬁﬂﬁm cpghilth-cpgHe T hermal
Router. Dechet 1 cpghlth-cpgHeTraplog cpghlth-cpgHeThermalF ar
Router. Dechet 2 cpghost-cpgH okdibR e cpghlth-cpgHeTrap
Router. Genenc cpghost-cpgH o sCaom cpghost-cpgHaCpullT ak
Router 1P cpghost-cpgHo0zCom cpghost-cpgHoFileSpsT ab
Fouter. Proteon cpghost-cpgHalnfo
Router.welllest
Server.Compar
Cmruscr Minit ol
o | x|

Quick Scrolling Through ServerWORKS Manager Lists

MIB groups and variables number in the hundreds. To reduce the
searching time, click anywhere on the list and then type thefirst letter or
two of a group name to move to the section of the list that containsthe
variables. For example, type s inthe Object Typeslist to display the
server objects, type cp inthe MIB Groups list to find the Compag
groups.
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Manually Adding the Object to the Network Map

1. Adding anetwork eement manually isthe fastest and least complex
way to begin managing the objects.

2. Fromthe ServerWORKS Manager menu, choose File ® New
Viewer to create a new map or choose File ® Open Viewer to open
an exigting map where you will add objects of the new object type—
inthis case, the Server.Compaq type.

3. Choose Edit® Insert and select the object type (Server) fromthe
Insert didog box ligt.

4. Inthelnsert: Server diaog box, enter adigplay name, for example
Compaql. Thisnameisa o the default IP Name. Y ou can change
the P name. Choose a network object typefrom the Typelist. For
thisexample, it is Server.Compaq.

5. Click on Get Addr to display the P Address

6. Click OK. An auto-discovery isgarted to insert the new object into
the view you sdlected.

Checking for the Object

From the map, double-click on the object to open the MIB Browser. The
new object isidentified with the Compag name as part of the system
descriptor. After you run I P Discovery, view the Discovery Report to see
thelist of new Compaq objects. Figure 7 -4 showsthe map view of a
network with the new object type.
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Figure 7-4 A New Object Type Discovered in Map and Hierarchical Views
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Associating Unknown Objects with Known Object Types
When SNMP is running, Discovery might also find objectsthat are not
associated with a known object type. These objects are named
Unknown.Type. The SNMP sysObjectID for the object isnot mapped to
an exigting object type so the appropriate MIBs are not applied to the
object.
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To create the association, you must map the unknown object typeto an
existing network object. Y ou can perform the mapping when you run a
new Discovery.

1. Fromthe ServerWORKS Manager window, choose
Actions® Discover |P Objects

2. Onthe Networksto discover dialog box, sdlect the network and
netmask. Then dick Next.

3. OntheTypesto discover dialog box, dick the Typesbutton.
4. Onthe Typesdialog box, you can view thelis of Unknown. Type
objects

5. Sdect an object to associate with atype. Y ou can identify the object
by the sysObject| D or the SNMP sysDescr. (Double-click onthe
object in amap to open the MI1B Browser and find theinformation.)

6. Click ontheUnknown.Typelabd intheobject’'srow. A drop-down
lig appearswith thelig of exiging object types. Sdlect the object
type. Because you defined the new object Server.Compag, the name
appearsonthelid.

7. Click OK. Fromthe Typesto discover dialog box, dlick Next

8. OntheDiscovery Optionsdialog box, sdlect the view or map to hold
the discovery and dlick Finish.
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Figure 7-5 Types Dialog Box for Associating Unknown Objects with Existing Objects
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When the Discovery is complete, the unknown object appears on the
map as the new Server.Compaq object. Double-click on the object to
view detailsin the MIB Browser.

Editing the Registry to Recognize the New Object

Manual insertion isa quick way to insert one or two objects, but if you
are adding multiple objects of a type, you might prefer to use 1P
Discovery. On NT systems, |P Discovery usesakey inthe NT Registry
to identify objects. Y ou can change the key to reflect a unique
characterigtic of the object for a particular map view (for example, a
hardware-specific identifier or an organizational identifier).

1. Openthe Regidry editor regedit.exe. (Usng Start ® Find® Filesor
Foldersis oneway to locate thefile))
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2. Inthe Regidry, find the entry

HKEY _LOCAL_NACH NE\
HARDWARE\
DESCRI PTI O\\
System
Central Processor\

3. Double-click on the Identifier value and prepend the string with
Compagq, asfollows:

REG SZ: Conmpaq - x86 Family 6 Mbdel 1 Stepping 7

Inthisexamplethe expresson “ Conpaq” uniquely identifiesthe
server object type.

4. Click OK and exit from the Registry.

Editing the Registry with a Batch File

7-26

Creating a new object type temporarily changes the Registry. Because
the change is not permanent, you can write a batch file to make this
change each time you reboot. Use the Windows NT Resource Kit
regcgh.exe to get the key value for the Regidtry.



Getting the Data You Want

Thefollowing isan example of a batch file you can use asa guideline:

if "9d"=="" goto error
set tnpfile=C \tenp.reg
echo REGEDI T4>% npfil e%
echo. >>% npfil e%
echo [ HKEY_LOCAL_NMACH NE
\ HARDWARE
\ DESCRI PTI ONS
\ System
\ Cent r al Processor
\ 0] >>% npfil e%

echo "ldentifier"="Conpaq Server">>% npfil e%
call regedit %npfil e%
del % npfil e%
goto exit
echo Set of Conmpag MB Il System Descriptor failed
serror
pause

Texit

Configuring SNMP and Trap Destinations

In order to receive SNMP traps from managed devices at the Console
you must set up SNMP service on the managed device and specify a
degtination address. Y ou may have configured SNMP when you installed
ServerWORKS or an agent on a managed device.
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SNMP Security

Y ou can maintain security when you use SNMP asfollows:

Specify GET and SET community names for authentication when
you set up SNMP service on the managed device. The community
name on the managed device must be the same as the community
name on the Console for authentication.

A community name that is associated with a trap destination is used
asafiltering device for sending traps only to selected destinations. It
does not authenticate. Because ServerWORKS has the capability to
view the community names of the trap detinations, use a different
community name than the GET and SET community names.

On operating systems that support access control, specify different
GET and SET community namesto restrict read and write accessto
managed devices.

Lock your Console workstation when you are not present.

Configuring SNMP and the Trap Destination on Windows NT 4.0
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Y ou can configure SNMP on managed devices from the Control Panel of
the managed device. Ingtall and configure the SNMP agent on the
Windows NT 4.0 server with the | P address or name of the client that
will receive the traps.

1. UsngtheWindowsNT Control Pand, sdlect the Network item.
2. Sdect the Servicestab of the Network property page.

3. Sdectthe SNMP Saviceitem fromthelist of servicesasshownin
the next figure. (If the service does not appear onthelig, load the
SNMP srvice from the operating sysem indtallation disks. Refer to
the operating sysem documentation.)

4. Click the Properties button.
Sdect the Trapstab.

6. Sdect the community namethat you want to modify, or enter anew
community nameand dlick the Add button. (Publicisthe Windows
NT default community name).
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Figure 7-6 Selecting SNMP Agent from the Network Services Page
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Figure 7-7 Trap Destination Specified on the Traps Property Page
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7. Click the Add button under the Trap Degtinationslig box. Thetrap
dedtination represents a node running an application (such as
ServerWWORKS Manager) that isligening for trapson a port
specified in the /Windows/Servicesfile (typically port 162).

8. Enter theuniquelP or IPX address of the hog that will receivetraps
for thiscommunity. Do not use a subnet address
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Click the Add button on the Service Configuration dialog.

10. According to Microsoft recommendations, reingall the latest

Service Pack.

Check that the SNMP service isrunning. Use Control Panel ® Services
on WindowsNT or Control Panel ® Network® Services on Windows 95.
Do not start the SNMP Trap service on the management console.

Refer to Appendix B for details about configuring SNMP and setting a
trap destination for Windows 95.

Configuring SNMP on Windows 95

Ingtall and configure the SNMP agent on the Windows 95 node with the
| P address or name of the client that will receive the traps.

Installing SNMP Software

1
2.
3.

From the Control Pand, dick the Network icon.

Click the Add button on the Network option.

In the Sdlect Network Component Type dialog box, double -click on
Sarvice

Inthe Sdect Network Service dialog box, dlick the Have Disk
button.

Inthe Ingall From Disk dialog box, typethe path to the
ADMINWNETTOOLSSNMP directaory on the Windows 95 compact
disc, and then click OK.

Inthe Sdect Network Servicedialog box, dick Microsoft SNMP
AgentintheModdslis and dick OK. If you are prompted to
specify thelocation of additional files, specify apathtothefileson
the CD-ROM or shared network drive.

Redart the computer.
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Configuring the Trap Destination on Windows 95

Y ou can also configure the trap destination on Windows 95 with the
System Policy Editor. The Policy Editor is not a sandard installed
component for Windows 95.
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From the Start menu, choose Control Pandl.

Choose Add/Remove Programsand dlick on the Windows Setup
tab.

Click on Have Disk and specify the path
\ADMIN\APPTOOL S\POLEDIT. Click OK.

Sdect Sysem Policy Editor from the Component list box and click
Ingall and exit from the Add/Remove Programstool.

From the Start menu, dlick Run and enter the command
pol edi t

Choose OK to gart the program.

Inthe System Policy Editor, choose File ® Open Regidry.

Double-dlick on Local Compurter.

OntheLoca Computer Propertiesdialog box, double -dlick onthe
Network icon.

Doubledick on SNMPto digolay the propertiesfor the SNMP
agent. Then set the community, permitted managers, (thelP or IPX
addressesthat are allowed to get information from an SNMP agent),
and trap degtinationsfor the Public Community (thelP or IPX
address of hogtsin the Public community to which you want SNMP
to send traps).

Note: Tosend trapsto acommunity other than Public, you must
edit the Regidry directly. That procedureisexplained in detail in
your Microsoft Windows 95 documentation and isbeyond the
scope of thismanual.
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Configuring the Trap Destination from the Console

Y ou are reminded to set a trap destination when you set an alarm on a
managed device. Y ou can pecify the destination from the Console using
the Trap Control Remote Degtination tool if you have not already
specified a trap destination on the remote system.

Y ou can have one or more trap destinations on the managed device, but
the trap destination must be a system on which ServerWORKS Manager
Console or an enterprise network manager isinstalled.

Y ou must know the GET and SET Community names of the remote
machine if you do not accept the default Communities. The GET and
SET Community names provide authentication.

To configurethetrap on a managed device

1. Choos=Tools> Trap Control from the Console or from Alarm
Configuration.

2. Click the Remote Degtination tab.
3. Enter the Host name (managed device name). SeeFigure 7 -8.
4. Chooseoneof thefollowing:
- Accept the default community (for example, Public for
Windows NT)

- Desdect the default option and enter Get Community and Set
Community names.

5. Click Get Infoto digplay the current community name and trap
degtination information for the host.

6. Specify the assigned detinations by community name. These
dedtinationisincluded in thetrap message and are sent only to the
dedtinationsin the current community.

7. Toadd anew community name, enter the namein the community
name box and click add.

8. Tomodify thelig, select a community name and a destination.
Then dick Add, Edit, or Remove. Onthe Add or Edit dialog box,
enter the | P address of the detination and dlick OK.
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9. Click Apply to enable the changes and Closeto discard the changes.

Figure 7-8 Trap Control Dialog Box: Remote Destination
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Forwarding Traps

The ServerWORKS Manager Console that receivestrapscan in turn
forward those trapsto other systems.  This allowsworkgroup-level
managersto run ServerWORKS Manager, while enterprise-level
managers run manager programs such as HP OpenView or Tivoli
TME 10. Forwarded traps are redirected by the ServerWORKS Event
Digpatcher and Event Logger, not by the agent.

To forward traps from the Consol e, define the forwarding destinations
using the Console Trap Control utility.

Trap forwarding takes place only when the Event Dispatcher and Event
Logger are running and only if no other application has opened trap port
162. By default, no forwarding takes place. Agent-based trapsare
always forwarded to the management console. Alarms can be forwarded
astrapsif you specify thisin the Trap Control utility.

Specify a unique address and a port for each destination. If a port
number is not specified, then port 162 is assumed to avoid problemswith
systemsthat have multiple SNMP trap listeners on them. All trapswill
be forwarded to each degtination you define. ServerWORKS allows up
to ten forwarding destination addresses.

To specify atrap forwarding destination
1. Fromthe Consolemenu, choose Tools ® Trap Control.
2. Click the Local Forwarding tab and perform the following tasks:

- Enter the community name, if necessary. Publicisthe NT
default community. Y ou can change the community name, but
the name you use appliesto all forwarding destinationsin the
list.

- Select Forward alarms astraps.

- Click Get Info to seealist of the forwarding addresses for the
selected community.
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3. Toaddaforwarding address, dick Add. Onthe Add dialog box,
enter the Address and Port number. For example, to forward all
trapsrecaived at a management console to the | P address of
16.20.204.90, complete the dialog box asshown in Figure 7 -9. Then
click OK.

- You can aso delete or modify a forwarding address. To delete,
select an address and click Remove. To modify, select an
address and click Edit. Then change the Address and Port
information on the Edit dialog box.

4. Click Apply to enablethe changesand Closeto dosethedialog box.
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Figure 7-9 Trap Control Dialog Box: Local Forwarding
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Using NT Event Viewer to Track Alarms

Y ou can send alarmsto the Windows NT Event Viewer by modifying the
ServerWORKS initialization file.
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Touse Event Viewer as an alarm viewer

1

o~ w DN

From the Start menu, choose Find > Files and Computers.
Enter swgmr.ini in the Name field and click Find.

When the search is complete, double-click on swgmr.ini.
Search thefile for the parameter section [Setup].

Change the following parameter value
WriteTrapMsgToNTEventLog=1

Closethe swgmr.ini file.



Managing Windows NT
and NetWare Networks

Y ou can manage a Windows NT network or a Novell NetWare network
using ServerWORKS Manager.

Using the NT Server Management component from the Console, you can
perform most NT administrative tasksincluding setting up new
accounts, domains, and groups, managing printer queues and shared
directories, and managing trust relationships.

The NetWare administrative tools are available to use from the Console
for networks with NetWare servers.
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NT Server Management Discovery

NT Server Management Discovery lists the Microsoft Network objects
(those running LAN Manager V3.0 protocol). This category includes all
DIGITAL serverson aLAN running the Windows NT operating system.
This category can also include non-DIGITAL serverswhose MIB 11
variablesare enrolled in the ServerWORKS database.

ServerWORKS Explorer displaysthe root object, which you can expand
to show the entire Microsoft Network. Objects found may include more
objectsthan just NT servers (such as OS2 or Windows 95). The systems
that respond may not have the full functionality of WindowsNT, and as
aresult may not have all its capabilities.

In addition, you need the DIGITAL agent installed on an NT system you
are monitoring to get complete information onthe NT system. NT
Server Management tools can be used to administer some tasks on those
systems, but not necessarily all.

Before You Manage NT From ServerWORKS

Y ou need administrator privilegesin the domain you manage. To modify
accountsin other domains, the trust relationship between domains must
allow domain administration from other domains.

Using NT Server Management for Windows NT Domains

Tomanage an NT domain on your network, you can use ServerWORKS
Manager NT Server Management instead of using the NT administration
utilities. The following procedure explains how to create a Local group
and assign rightsto the group. It isbut one an example of an NT
adminigtrative task that you can accomplish from ServerWORKS
Manager Console.
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Tocreateagroup in Server WORKS Manager NT Server
M anagement

1
2.

o o &~ W

Fromthe Explorer, choose NT Server Management.

Sdect theNT domain. Theligt expandsto diplay the Groups,
Servers and Users objectsfor the domain.

Sdect Servers Theligt expandsto digolay the serversin the domain.
Sdect the server or workgtation where you want to create the group.
Sdect Groups.

From the Actions menu, choose Creste. The Create Group dialog
box appears.

Enter the group name and a brief comment identifying the group.
Then sdect Global or Local.

Click Apply to create the group and remain in the Create Group
dialog box to create more new groups, or dick OK to createthe
group and close the dialog box.

Y ou are prompted to set other attributesfor the new group. Do one
of thefollowing:

- Select No to accept the default attributes.

- Select Yesto open the Properties of Groups dialog box to
change other attributes.

To modify therights

1

o &~ w DN

Fromthe NT Server Management, sdlect the domain and machine
whereyou are assgning group rights.

Sdect Groups.
ChooseActions® Properties.
Onthe Properties of Server dialog box, dick on the User Rightstab.

Onthe User Rights page, sdlect aright from the Right drop-down
lig. For example, to allow the group membersto log on locally to
the selected machine, click Log on Locally.

Click Add.
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7. OntheAdd Groupsand Usersto... dialog box, sdect the group and
click Add to indudethisright for thisgroup. Then dick OK.

8. Repeat geps1to 7 for each right you are assigning until you are
satidied that the group hasthe appropriate rights

Assigning Rightsto Multiple Groups at Once

Simply select several groupsin the Groupslist. Pressand hold CTRL

and click on the groupsyou areincluding. All rights assigned or deleted
are applied to all groups selected.

More About NT Administration

To review the adminigtrative procedures you can perform from the
Console, read the NT Server Management Help.

Toopen the help
1. ChooseHep® NT Server Management.

2. From the Contents window, double-click on atopic of interest.

Novell NetWare Server Manager
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When you are running Novell NetWare on the ServerWORKS Console,
you can view the NetWare serversin your network. Novell NetWare
discovery issmilar to the NT Server Management discovery inthat itis
gtarted by expanding the root NetWare object in the ServerWORKS
Explorer. Thisresultsin dynamically finding the NetWare objects on the
LAN. Notethat NetWare V3.x and V4.x systems have different
capabilities.

NetWare discovery information is not stored in the database, but is
obtained each time that the Novell NetWare object is expanded.

Thiscategory includesall DIGITAL serversthat are on a LAN running
the Novell NetWare operating system and that can be managed using the
NetWare Management tools.
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Managing a NetWare
Network from ServerWORKS

Y ou can discover and manage al DIGITAL serversthat areonaLAN
running the Novell NetWare operating systems using the standard
NetWare tools:

Filer

Pconsole

Princon,

Rconcols

Syscon

Userdef

NWAdmin
When you select a NetWare server, the NetWare utilities appear on the

ServerWORKS Manager toolbar. For details managing a NetWare
network from ServerWORKS, refer to the online help.
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Additional Procedures and Information

This section contains the following information:

How to ingtall SNM P agents for the following operating systems:
- DIGITAL UNIX V4.0

- OpenVMS7.1-1H1
- IBM OS2

These agents are part of an operating system and not provided with
ServerWORKS Manager. In addition to theinformation in the
following sections, refer to the ingtallation instructions and rel ease
notes for your operating system for any last minute changes to your
operating system by the vendor.

Running a second version of ServerWORKS in another directory.
Installing DIGITAL UNIX SNMP Agents

ServerWORKS Manager monitors Alpha serversrunning DIGITAL
UNIX V3.2d-1 and greater. DIGITAL UNIX SNMP agents and
associated M1Bs are included with the operating system and are installed
by default on all serverson which you ingtall DIGITAL UNIX. The
subagents and the MIBs are a part of the OSFCLINET XX mandatory
Subset.

A-1



Additional Procedures and Information

The Digital Server System MIB will facilitate the monitoring of the
complete state of an Alpha Server System, including hardware, firmware
and environmental information. The Digital Server Management MIB
will help in managing the attributes of any MIBs. It will monitor the
attribute values, invoke actionsif they exceed their pre-defined
thresholds, and if specified, poll the attributes on every restart of the
subagent.

The Digital Server System MIB (svrSystem.mib) and the Digital Server
Management MIB (svrMgt.mib) definition MIBsreside at

[ usr/ shar e/ sysman/ m bs.
The agentsreside at

/usr/sbin/svrMgt_mb

/usr/sbin/svrSystemmb

Installing OpenVMS SNMP Agents
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The OpenVMS SNMP agent for Alpha -based systemsisincludedin the
DIGITAL TCP/IP Servicesfor OpenVMS product V4.1 or greater and is
a component of the NAS Client/Server Package. The SNMP agent is
ingtalled when TCP/IPisingtalled. Refer to the operating system
directions, which also contain installation instructions for TCP/IP.

ServerWORK'S Manager monitors Alpha serversrunning OpenVMS
AlphaVerson 7.1-1H1 The Extensble Simple Network Management
Protocol (eSNMP) makesit possible for network managers to manage
many different types of devices acrossall network and vendor boundaries
through the use of databases called MIBs (Management Information
Bases). Essentially, information is exchanged between master agents and
subagents, which are devices such as routers and servers on the network
being managed, and managers, which are the devices on the network
through which the management is done.

TheDIGITAL Server MIB (DSM) condists of two extensions, or
Subagents:

System. Describes a management interface to Alpha system
information not defined by standard MI1Bs.



Management - Describesinstrumentation in the DIGITAL extension
agent, including the ahility to detect and monitor thresholds on
integer variables.

The representation of the DSM within the standard Structure of
Managed Information (SMI) framework is:

is0(1) org(3) dod(6) internet(1) private(4) enterprises(1) 36
OpenVMS Alpha Version 7.1-1H1 implements the DSM subagents on
the AlphaServer 800, 1000, 4000, 4100, 8200, and 8400 systems. With
the DSM subagents, customers can remotely determine and manage
important information like:

Firmware revison numbers

Base system descriptions

FRU (field replaceable unit) information and descrip tions

Processor and cache status

Interface configurations

Environmental conditionsin the system enclosure that might be
detrimental to the hardware

Y ou can access the DSM subagents using the following software:
TheDIGITAL ServerWORKS Manager Version 3.0 or greater or
any MIB browser that has accessto the DSM definitions .

DIGITAL TCP/IP Servicesfor OpenVMS Verson 4.1 (formerly
known as UCX). The DSM subagents use the SNM P agent supplied
with UCX to communicate with SNMP clients.

Overview of DSM Subagents

DSM subagents respond to SNMP requests for :
A DSM object—the data item that the network manager is
concerned with

A trap—information about a change of status. A subagent is
responsible for reporting on and maintaining the data pertaining to
these objects and traps.
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A full decription of the MIB and its variablesis available in the
OpenVMS Alpha Verson 7.1-H1 Release Notes.

Setting Up the System to Use the DSM Agents

A4

To configure SNMP on the system and enabl e the master agent to accept
SET commands from SNMP clients, issue the following UCX
management command from the UCX> prompt. This operation requires
SYSPRV or BY PASS privileges.

UCX> SET CONFI GURATI ON SNWVP / FLAGS=SETS

To enable or disable the type of accessto your local MIB data, usethe
following UCX commands, qualifiers, and options.

UCX> SET CONFI GURATI ON SNVP /[ NO COMWUNI TY="nane" -

_UCX> /[ NO ADDRESS=host address

/ TYPE=([ NJ READ, [ N TRAP,
_UCX> [N WRI TE)
For example, the following command configures SNMP, specifiesthe
community name and address, specifiesthat the agent can accept SET
commands from members of the community, and enables the master

agent to send trap messages to members of the community. (Note that
READ accessis assumed when specifying TRAP or WRITE.)

UCX> SET CONFIGURATION SNMP/COMMUNITY ="public"
/ADDRESS=12845.2.8 - _UCX> /TYPE=(TRAP,WRITE)

To start the DSM subagents, the system or network manager must
modify two filesthat are provided onthe DIGITAL TCP/IP Servicesfor
OpenVMS product kit, asfollows:

1. Addthefollowing commandsto theend of the
SY SBSTARTUP.UCX$SNMP_STARTURCOM file



$ RUN /DETACHED -
/ PROCESS _NAME=" UCX$SERVER M B" -
/ QUTPUT=SYS$SYSDEVI CE: [ UCX$SNVP] UCX$SERVER M B. LOG

| ERRCR=SYS$SYSDEVI CE: [ UCX$SNVP] UCX$SERVER M B. ERR -
/ Ul C=UCX$SNVP -
SYS$SYSTEM SVRSYSTEM M B
$ RUN /DETACHED -
/ PROCESS _NAME=" UCX$SVRVGT_M B" -
/ QUTPUT=SYS$SYSDEVI CE: [ UCX$SNVP] UCX$SVRMGT_M B. LOG

/ ERROR=SYS$SYSDEVI CE: [ UCX$SNVP] UCX$SVRMGT_M B. ERR -
/ Ul CEUCKX$SNVP -
SYS$SYSTEM SVRMGT_M B
2. Modify the SY SEBMANAGER:UCX$SNMP_SHUTDOWN.COM
fileto enable the shutdowns. Thefollowing file differences show
modificationsmade to UCX$SNMP_SHUTDOWN.COM;2 to
include shutdown of the DSM subagent:
File SYS$OOMMON: [ SYSMER] UCX$SNVP_SHUTDOWN. COM 2
52 $ SUBAGI2 := ucx$server_nib
53 $ SUBAGI3 := ucx$svrngt_nib
54 $ CONTEXT = ""

kkhkkkkk

Installing SNMP Agents for OS/2

Refer to the operating system ingtallation ingtructionsto install native
SNMP agents for OS/2.

In ServerWORKS Manager, OS2 DIGITAL serversare discovered as
“server” objectsand not as server.Digital. In order to manage OS/2
DIGITAL servers, change the server properties asfollows:

1. Sdectthediscovered OS2 DIGITAL server on the map or Explorer
view.
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Choos= OK.

ChooseActions® Properties.
Click the Properties® Generd Information tab.
Inthe Typelis box, sdlect server.Digital.

File SYSSCOMVON [ SYSMER] UCX$SNVP_SHUTDOML COM 1

53 $ OONTEXT = ""

kkhkkkkkkkkkkk

kkhkkkkkkkkkkk

File SYSSOOMVON [ SYSMER] UCX$SNVP_SHUTDOMKL OOM 2

50 $ IF (PRONAM.

60 ( PRONAM .
61 ( PRCNAM .
62 ( PRCNAM .

63 $ GOTO _LOCPL

*kkkk*k

ECS.
ECS.
ECS.
ECS.

AGENT) .CR -
SUBAGT) .CR -
SUBAGT2) . (R -
SUBAGT3) THEN STCP /ID= Pl'

Fil e SYS$COMVON: [ SYSMER] UCX$SSNVP_SHUTDOWL COM 1
50 $ |IF (PRONAM.EQS. AGENT) .CR (PRCNAM .EQS.

SUBAGT) THEN STCP

60 $ GOTO _LOCPL

kkhkkkkkkkkkkk

/1D=" P

Number of difference sections found: 2

Number of difference records found: 4

Environmental Data Restrictions: AlphaServer 8200 and
8400 Systems
The power regulators on AlphaServer 8200 systems do not contain

sensorsfor environmental conditions. Therefore, data cannot be reported
in the thermal and power supply MIB groups of the DSM System

A-6
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Although the power regulators on AlphaServer 8400 systems contain
environmental sensors, some configurations might not report
environmental information correctly to the DSM System subagent. This
problem affects the thermal and power supply MIB groups and will be
resolved in afuture release of the software.

Device IIAO: Now Configured on AlphaServer 4100
Systems

OpenVMS Alpha Verson 7.1-1H1 automatically configures device 11 AO:
on AlphaServer 4100 systems.

The I1AO: device, which is controlled by SY S$IIDRIVER.EXE, provides
access to fan, temperature, and power supply statusinformation
available through theintegrated 12C bus. The DIGITAL Server System
MIB, described in Section 1, provides the status information to the
ServerWORKS console. Theinterface to the device driver is reserved

for DIGITAL useonly.

Device OPA1: Now Configured on AlphaServer 8200 and
8400 Systems

OpenVMS AlphaVerson 7.1-1H1 automatically configures device
OPAZ1: on AlphaServer 8200 and 8400 systems. The OPA1: device,
which is controlled by SY SBOPDRIVER.EXE, provides accessto
temperature and power supply status information available through the
integrated H7263 power regulators. The DIGITAL Server Sysem MIB,
described in Section 1, providesthe statusinformation to the
ServerWORKS console. The interface to the device driver isreserved for
DIGITAL useonly.
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Running a Second Version of ServerWORKS

If you want a second version, first rename the files of the older versionin
the Start Menu directories. Use the following procedures:

For Windows NT 4.0 or Windows 95:
1. Fromthe Desktop, choose Start ® Settings® Taskbar.
2. Sdect the Start Menu Programstab and dick the Advanced button.

3. Choox=Tools® Find® Filesand Folders Then enter Start inthe
Named: fidd.

Browse the directory tree for the ServerWORKS, ClientWORKS or
ManageWORKS directories and rename the files.

Do You Have ManageWORKS Installed?

A-8

ServerWORKS Manager Consoleand OpenVM S Management Station
can beingalled and run separately on the same machine. Continue to
use ManageWORKS as the interface for the OpenVM S Management
Station.

If you do not have ManageWORKS ingtalled, you can skip this section.

Only ManageWORKS V2.2 is supported for upgrading to
ServerWORKS Manager 3.x. The ingtallation checksto see whether
ManageWORKS isingalled. If it is, you can preserve the P Discovery
maps from ManageWORKS VV2.2. Only IP objectsin the | P Discovery
View are preserved. User preferences and custom SV N viewsfrom
ManageWORKS must be reapplied to new hierarchical viewsthat you
create in ServertWORKS Manager. Other ManageWORKS views, alarm
and polling information, application launch information, or default
actions are not preserved. If you do not remove ManageWORKS after
upgrading to ServerWORKS Manager, you can continue to use it
separately from ServerWORKS Manager.



After Upgrading to ServerWORKS Manager
Y ou can expect the following conditions:

Thefirgt time you run ServerWORKS Manager after upgrading
from ManageWORKS V2.2, the message “ Database incons stency
detected” appears. Choose the Ignore button. On the next dialog,
choose the Ignore Forever button to prevent seeing the message each
time you run ServerWORKS Manager.

When you are discovering a network using the IP Discovery Wizard
after upgrading, you are asked to choose a map view for the
discovery results. The map views are equivalent, so you can select
either one.

If you preserve the ManageWORKS database, aread -only viewer
named Browser is created. Y ou cannot delete the Browser.

Toinitialize a ManageWORKS database after upgrading to
ServerWORKS Manager V3.x, first close al ServerWORKS
Manager components (Event Logger, Event Dispatcher, Poller, Ping
Server, and the Data Collector).

Then initialize using the ServerWORKS Manager DB Utility with this

procedure;

1. Fromthe Start menu, choose Programs ® ServerWORKS DB
Utility.

2. Sdect "Entire Database except MIB."

3. Click Initidize

4. ChooseOK to exit from the utility.
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If you preserve the ManageWORKS V2.2 verson and execute it without
the full command line (including the initialization file SWMGRL.INI),
you will get incorrect database path pointers from the new versonin
addition to the following messages:

CCDEBASE ERRCR

Wong DB version 0.0.0

Expect ed DB version 2.0.X

If you do not remove the Manage WORK'S menu items from the Start
menu, you may experience smilar behavior.



Troubleshooting

This section describes common occurrences when aningtallation is
unsuccessful and suggests solutions. Review thelist for your particular
dtuation if you are dissatisfied with the ingtallation. If you have not yet
installed, reviewing the list before you proceed is recommended.

Common Problems and Solutions

Condition

Action

ServerWORKS Manager doesnot launch. Thelast exit from
ServerWORKS Manager or another component that uses thefile
PCMGR.MDB may have been abnormal or system shutdown may have
been improper (for example, a power outage).

The .MDB database file may need repair. To do this, follow the
instructions:

Start the ODBC management utility from the Control pand.
Click ontheuser DSN page.

Sdect SWMgrDB.

Click on the Configure button.

Click on the Repair button.

Chooze OK to exit.

Reboot and try ServerWWORKS Manager again.
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Condition The ServerWORKS Manager Event Logger does not record events as
expected.
Action This condition may have any of the following causes:

If the Event Logger terminates abnormally (for example, itisclosed
from the System Tray), new events are not recorded and existing
events are not acknowledged. Rebooting your management console
may aleviate this.

If unacknowledged events fill up thelog, the log buffer reachesits
limit and new events are added to the log from the top of the buffer,
overwriting the existing events. Increase the buffer file szeusing
the ServerWORKS Manager DB Utility.

The Event Logger recognizes community namesfrom SNMP traps
of only up to six characters. Longer names are truncated. Review the
documentation for your operating system for information on setting
community names.

Condition The SNMP service does not start from the installation program or from
the NET START SNMP command.

Action First check the Event Viewer and look for either of the following
messages:

OnNT 4.0: The SNMP Serviceisignoring trap destination <node
name> becauseitisinvalid.

If you see this messages, use the following procedure:

1. Removetheoffending node from thetrap dedtination list in the
SNMP Service Configuration dialog.

2. Sart SNMPfrom the DOS prompt usng theNET START SNMP
command. Repesat thisprocedurefor every failing nodeinthelis.

3. If therearemany Trap Dedtinationslisted, do thefollowing:

4. FromaDOS Prompt, type NET STOP SNMPtoinsurethat SNMP
srviceisstopped.

5. Sart the service usng SNMP command.
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6. Check the Event Log for errorsand remove fromthetrap
degtination ligt any nodesthat timed out.

There are other SNMP errorsthat cause the service -specific error 1 to be
posted to the event log. If the previous procedure does not change the
condition, consider the following alternatives:

Check your DNS and WINS settings. Make surethat LMHOSTS
lookup isenabled if you intend to resolve the problem using
LMHOSTS.

A singleinvalid destination can cause atime-out if the network is
running dowly. Waiting for multiple time -outswill causethis
problem on a healthy network.

Configuring a Modem and Comm Port for Paging

If you have not already done so, install the modem hardware and
software according to the manufacturer's instructions.

Attempt to dial from the modem using any dial-up software. If you
cannot connect and reach the phone number of the test location, recheck
the computer -to-modem and modem -to-phone physical connections and
make sure the modem isturned on. Also check that the phone number,
area codes, and country codes are correct. Refer to the dial-up software
manufacturer’ s directions for details about the dial-up software.

If you cannot install successfully, you can edit the Registry keysfor
ServerWORKS Manager Console, ClientWORKS, and the agents.

Before you edit the Regigtry, review the following guidelines.

Editing the Registry

In some ingtances the new ingtallation may continue to fail if previous
versons of ServerWORKS , ManageWORKS, and ClientWORK S were
not uningtalled properly. Some earlier versions of these products cannot
be completely removed without intervention in the Registry.

Y ou should firgt remove the software using the Control Panel ®
Add/Remove Programs applet. Then you can remove itemsfrom the
Registry. Y ou can find the Registry in the following locations:
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On Windows NT \Windows\Regedt32.exe
On Windows 95 \Windows\Regedit.exe

Removing Registry Keys
Follow these guidelines before you edit the Registry.

Always use the ServerWORKS Manager Console® uningtallShield
menu item or the Control Panel ® Add/Remove Programs applet first
to remove previous versions of ServerWWORKS Manager Console,
ClientWORKS, and the agents.

Always back up the Registry before you edit it in case you must
restore a damaged Registry. From the Registry editor, use the
Registry® Export Registry File menu item to save thefileasa .reg
file. The Registry online help describes how to complete this
procedure and restore the backed up Registry.

Keysand values may be different for WindowsNT and Windows 95
systems.

Not all keysand values appear on all systems. Keys entered with
earlier versons may be obsolete although they remain on your
system.

If your system does not contain a value for akey aslised inthe
following tables, do not remove the key.

Keysand values are subject to change between releases.
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Warning: Do not edit the Registry unlessyou are familiar with
WindowsNT or Windows 95 operating sysems. Do not remove
thefull tree path.

Registry Keys for ServerWORKS

Table B-1 Registry Keys for ServerWORKS HKEY_LOCAL MACHINE Key

HKEY_LOCAL_MACHINE
\WSOFTWARE\WODBC\ODBC.INNNODBC Data Sources

\SOFTWARE\ODBC\ODBC.INN\SWMgrDB
\SOFTWARE\ODBC\ODBC.INI\SWMgrDBEmpty

HKEY_LOCAL_MACHINE
\SOFTWARE\\DigitalEquipmentCorporation\ServerWWORKS Manager Console\\4.0

\SOFTWARE\Microsoft\Windows\\CurrentVersion\\AppPaths\\pwMgmt.EXE
\SOFTWARE\Microsoft\Windows\\CurrentVersion\\AppPaths\\smb.exe
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Registry Keys for Agents

Table B-2 Registry Keys for Agents HEKY_LOCAL_MACHINE Key

HKEY_LOCAL_MACHINE

\SOFTWARE\\DigitalEquipmentCorporation\\CimHealthAgent
\\SOFTWARE\\DigitalEquipmentCorporation\CimHostAgent
\SOFTWARE\\DigitalEquipmentCorporation\CimScsiAgent
\SOFTWARE\\DigitalEquipmentCorporation\\CimSinfoAgent
\SOFTWARE\\DigitalEquipmentCorporation\CimStdegAgent
\SOFTWARE\\DigitalEquipmentCorporation\CimThresAgent
\SOFTWARE\\DigitalEquipmentCorporation\\DigitalClusterExtensionAgent
\SOFTWARE\\DigitalEquipmentCorporation\\Digital CommonClusterAgent
\SOFTWARE\\DigitalEquipmentCorporation\\HostResourcesAgent
\\SOFTWARE\\DigitalEquipmentCorporation\\ServerManagementAgent
\SOFTWARE\\DigitalEquipmentCorporation\\ServerSystemAgent
\\System\\CurrentControlSet\\Services\SNMP\\Parameters\\Extension Agents

\\System\\CurrentControlSet\Services\SNMP\\Parameters\\ServerSystemAgent
\\SvrCpuPllinterval
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Registry Keys for ClientWORKS

Table B-3 Registry Keys for ClientWORKS HKEY_LOCAL_MACHINE Key

HKEY_LOCAL_MACHINE
\SOFTWARE\\DigitalEquipmentCorporation\\AssetW ORKS LiveLINK

\SOFTWARE\\DigitalEquipmentCorporation\\ClientW ORKS
\SOFTWARE\\DigitalEquipmentCorporation\\ClientWORKSW\CW Shared
\SOFTWARE\\DigitalEquipmentCorporation\DMI\2.00
\\SOFTWARE\\DigitalEquipmentCorporation\\ClientW ORKS DMI Browser
\SOFTWARE\\DigitalEquipmentCorporation\ClientW ORKS DMIExplorer
\SOFTWARE\\DigitalEquipmentCorporation\ClientW ORKS SMART
\\SOFTWARE\\DigitalEquipmentCorporation\ClientW ORKS SNMP
\SOFTWARE\\DigitalEquipmentCorporation\\Host Resources Agent
\SOFTWARE\\DigitalEquipmentCorporation\\Server Management Agent
\\SOFTWARE\\DigitalEquipmentCorporation\Server System Agent
\\SOFTWARE\\DigitalEquipmentCorporation\\ClientWORKS Init

HKEY_LOCAL_MACHINE
\SYSTEM\\CurrentControlSet\Services\\DIGITAL DMI Instrumentation
\\SYSTEM\\CurrentControlSet\Services\\tvdddrv
\\SYSTEM\\CurrentControlSet\Services\\Win32sl
\SYSTEM\\CurrentControlSet\Control\\VirtualDeviceDrivers\\WVDD



Troubleshooting

Table B-4 Registry Keys for ClientWORKS HKEY_CURRENT_USER Key

HKEY_CURRENT_USER

\SOFTWARE\Microsoft\Windows\\CurrentVersion\\Uninstall\\ClientWORKS
\SOFTWARE\Microsoft\Windows\\CurrentVersion\Uninstall\CWSNMP1.0

\SOFTWARE\Microsoft\Windows\\CurrentVersion\\Uninstall\\LiveLINK1.0
\SOFTWARE\Microsoft\Windows\\CurrentVersion\Uninstall\SMART1.0
\SOFTWARE\Microsoft\Windows\\CurrentVersion\\Uninstal\\DMIPATH

\SOFTWARE\W\Microsoft\Windows\\CurrentVersion\\Run\\
Digital DMI

\SOFTWARE\Microsoft\Windows\\CurrentVersion\\Run\\Digital SmartMonitor
\SOFTWARE\Microsoft\Windows\\CurrentVersion\\Run\\Read BIOS
\SOFTWARE\Microsoft\Windows\\CurrentVersion\Run\SNMP
\SOFTWARE\WMicrosoft\Windows\\CurrentVersion\Run\CW SMARTMonitor
\SOFTWARE\Microsoft\Windows\\CurrentVersion\Run\CW Shared
\SOFTWARE\WMicrosoft\Windows\\CurrentVersion\Run\\SecureOnClient
\SOFTWARE\Microsoft\Windows\\CurrentVersion\Run\Win32SL
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Familiarity with your operating system and network fundamentalsis
critical for usng ServerWORKS Manager functionsto their full
potential. The following sources are suggested reading.
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SNMP, SNMPV2, and CMIP - The Practical Guideto
Network - Management Standards by William Stallings,
published by Addison Wedey 1993
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Implementation, and Internals by Douglas E. Comer and
David L. Stevens published by Prentice Hall 1991

Internetworking with TCP/IP , Volume 1, Principles,
Protocols, and Architecture by Douglas E. Comer published
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A. Chappell and Roger L. Spicer published by the Novell
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SCO OpenServer Handbook How to ingtall, configure, and
gtart using an SCO OpenServer system, published by The
Santa Cruz Operation 1995

continued

C-2



References

Topic

Additional Source of Information

Sending SNMP
Traps

Setting and
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The Simple Book - An Introduction to Internet Management by
Marshall T. Rose, published by Prentice Hall 1991, second edition
1994

SNMP, SNMPV2, and CMIP - The Practical Guide to Network -

Management Standards by William Stallings, published by Addison
Wedey 1993

Online help, Chapter 5 of this manual

The Simple Book - An Introduction to Internet Management by
Marshall T. Rose, published by Prentice Hall 1991, second edition
1994

SNMP, SNMPV2, and CMIP - The Practical Guide to Network -
Management Standards by William Stallings, published by Addison
Wedey 1993

Internetworking with TCP/IP Volume 2 Design, Implementation,
and Internals by Douglas E. Comer and David L. Stevens published
by Prentice Hall 1991
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(AA-ROHJB-TE) found on the ServerWORKS Manager CD-ROM
in the documentation section
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Table C-1 Bibliography (continued)

Topic Additional Source of Information

Windows 95 Microsoft Windows 95 Resource Kit published by Microsoft Press 1995
SNMP

Windows NT Windows NT Networking Guide - Windows NT Resource Kit by and

published by Microsoft Press

Windows NT Windows NT Networking Guide - Windows NT Resource Kit
SNMP Service published by Microsoft Press

Web Site
Thefollowing web site may also provide additional information on
ServerWORKS:
http://ww. di gi tal . conli nf o/ al phaser ver/ swor ks. ht m
Glossary
Thefollowing terms are used frequently in any discussion of SNMP and
network management.
Term Definition
Alarm An SNMP trap generated by an agent or an event and triggered by the

results of polling an agent.

Allocation Units Theszein bytesfor a particular storage device. For example, the
allocation unitsfor adisk aretypically 512, 1024, or 2048 bytes and
are sometimes referred to as ‘block size’

CPU Utilization Average percentage of time that this processor was not idle.
continued
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Term Definition

Data Collector Process that runs on the management console and polls objects for
SNMP data. The collector analyzes the data and either generates
alarms or passes the data on to registered applications such asthe
System Browser.

DMI Desktop Management I nterface.

FAT File Allocation Table (listed on the System Browser File System
property page).

File System The percentage of the file system being used (local file systems).

Utilization

IP Internet Protocol (see also TCP/1P).

IP Address An address of an object on a network. The standard addressis
composed of four numbers each of which islessthan 255.

Management Data Specification for passing information using the SNMP protocol.

Information Base

(MIB)

MIF Management Information File - Thisis a database file that definesa
given host's configuration, hardware inventory, storage devices,
processors, and memory.

Mount Point Thetop level name for a mounted file system.

MTU Maximum Transmisson Unit.

Network Interface

Network Interface
Inbound Errors

Network Interface
Inbound Packet
Discards

Communi cation between the management console machine and the
network. Usually completed through Network Interface cards.

The number of inbound packets that contained errors preventing them
from being deliverable to a higher-layer protocol.

The number of inbound packets which were chosen to be discarded
even though no errors had been detected to prevent their being
ddliverable to a higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer space.

continued
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Term

Definition

Network Interface
Inbound Packets

Network Interface
Outbound Errors

Network Interface
Unknown
Protocol Errors

NOS

NTFS
Polling Interval
Re-Enable Value

SNMP
SNMP Trap
Status Alarm
System Name

System Up Time
TCPIP

Threshold Alarm

Threshold Value
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The number of packets delivered to a higher-layer protocol.

The number of outbound packets that could not be transmitted because
of erors.

The number of packets received through the interface which were
discarded because of an unknown or unsupported protocol .

Network Operating System. The operating system and protocol used to
communicate between objects on a network.

NT File system. Filesystem used on NT.

Thetime between polling queries of adevice.

Valuethat can be set in the Threshold screen to automatically enable
an alarm that has previoudy triggered.

Simple Network Management Protocol - The application protocol
offering network management service in the Internet.

An asynchronous event generated by the agent and sent to the SNMP
manager.

Alarm set on server processors or disksto indicate the status of the
device (options are running, non-functional, and warning).

The name of the object on the IP network as returned by the Naming
server or found in the Hosts file on the management console machine.

Thetime the system has been up since it was booted.

Transmission Control Protocol/Internet Protocol. A widey used set of
software communications protocols. TCP deliversdata over a
connection between applications on different computers on a network:
I P controls how packets (units of data) are transferred between
computers on a network.

Alarm triggered when a value entered on the Threshold Alarm screen
meets a specified condition.

Value at which an alarmistriggered (e.g., 10000 packets per second).
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A

Access, 7-13
Actions
application launch, 5-20
associated with Minimal Health, 5-7
email, 5-18
default profile required, 5-19
paging, 5-15
Adobe Acrobat reader, 3-15
Agents
DIGITAL UNIX, 3-12
extension, process, 2-3
function, 1-2
hardware requirements, 3-6
Insght Manager, 3-12
ingtalled on Console machine, 3-13
ingtalling on management console, 3-17
Minimal Health, 5-7
NetWare, 3-12
OpenVMS, 3-12
0s/2, 3-12
purpose, 2-3
RAID controllers, 3-23
SCO UNIX 5.x, 3-12
server management, 3-12
software requirments, 3-7
supplied with ServerWORKS, 3-12
Verson 1.x, 5-6
Verson 2.x, 5-7

Windows NT, 3-12
Alarm Configuration
display schemes, 5-2
sorting columns, 5-3
toolbar (illus.), 5-3
window (illus.), 5-2
window description, 5-2
Alarm details
displaying, 4-18
Alarmlog table, 7-16
Alarm notification
actions
frequency of, 5-15
application launch, 5-20
email, 5-19
Alarm Status Bar, 4-4
Alarm Viewer
using to check alarms, 4-18
Alarm Viewer (illus), 4-18
Alarms
Component Status
procedure, 5-12
component status, 5-7
Component Threshold, 5-7
procedure, 5-13
configured
printing list of, 5-5
configuring, 5-6
creating procedure, 5-11
list saved, 5-4
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Alarms (cont.)
Minimal Health, 5-6
Minimal Health, deleting, 5-7
Alarms (cont.)
Minimal Health, viewing, 5-4
modifying, 5-15
multiple on hogt, 5-7
printing report, 4-18
prompts during setup, 5-9
et from other sources, 5-4
setting palicy, 5-15
SNMP Traps, 5-8
procedure, 5-14
System Status, 5-8
procedure, 5-14
triggered
viewed in Alarm Viewer, 5-2
user-defined
with thresholds, 5-9
viewed by hogt, 5-4
Alarms, configured
on Console, viewing, 5-4
Aligning objects, 4-10
Alpha systems
ingtalling SNMP agents, A-7

restrictions on SNMP agents, A-6

Alphanumeric paging action, 5-16
APPL_GR, 7-14
Application launch
notification, 5-20
APS PowerNet, 1-6
Aset numbers, 6-6

Index-2

Asociating
object type with icons, 4-6
object type with MIB, 6-15
Auto Placement of objects, 4-9

B

Background file

for map views, 7-2
Background shapes, 7-18
Background tasks, 6-16, 6-17

automatic start, 3-20

ServerWORKS, 3-10
Batch files

to modify Registry, (ex.), 7-26
Bell icon

showing alarmstriggered, 4-3

showing configured alarms, 5-3
Bitmaps

hiding, 7-2

ServerWORKS, location, 7-18
Blanks, in graphs, 6-9

C

Categories
for alarms, 5-12, 5-13
Checking for alarms, 4-18
ClientWORKS, 1-6
deingalling, 3-9
Closing amap or view, 4-7
Cluster MIB variables
prefixes, 6-14



Cluster objects
expanding, 4-2
Clugters
alarmed, viewed on map, 4-3
appearance on amap, 4-13
discovered, on map (illus.), 4-14
discovering, 4-2
in discoveries, 4-10
in Explorer view, 4-13
inmap view, (illus.), 7-25
MIB variableinformation, 6-14
setting alarms on, 5-21
software requirements, 3-8
Collecting data
in System Browser, 6-5
Collections, 4-3, 7-9
Color-coding
Satus, 4-17
Colors
modifying, 7-2
Comm port, B-3
Command lines
application launch action, 5-20
specifying for applications, 7-6
Commas
used in paging, 5-17
Communication

desktop, mobile systems, with
ServerWORKS, 1-2

Community name
receiving traps, 2-6
Community names, 2-6, 7-33
default, 7-35
in Discovery, 4-11

Index

inNT, 2-6, 2-7

in SNMP security, 7-28
Compaq ProLiant 2500, 7-17
Compiling MIBs, 6-15
Component Status alarms, 5-7, 5-8
Component Threshold alarms, 5-7, 5-8
Configuring alarms, 5-6
Connections

showing, hiding, 4-8
Consolealarms, 5-7
Context

in application, on node, 7-5
Copying objects, between views, 4-9
Current Controller message, 5-21
Customize

views, maps, 7-2

D

Daemons
NetView, 3-10
ServerWORKS, 3-10, 6-17
Data Collector, 6-17
Database
preserving, A-9
using previous, 3-10
versions supported, 3-10
Database tables
contents, 7-13
Database Utility, 7-16
and Alarm Log table, 7-16
for repairing database tables, 7-16
procedures, 7-16
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Databases

ManageWORKS, A-10
Default actions

specifying application to launch, 7-6
Default alarms. See Minimal Health
Default Pager Wait Time, 5-17
Default profile

Exchange mail, 5-19
Deleting objects

in Windows NT, 4-10
Desktop systems, 1-1
DHCP, 2-8
Dial-up terminal number, 5-16
DIGITAL Hosts

System Browser for, 6-2
DIGITAL OpenVMS

agentsin ServerWORKS, 3-3

DIGITAL ServerWORKS Manager. See
ServerWORKS Manager .

DIGITAL SNMP Extension agent, 2-4

DIGITAL StorageWorks RAID controller. See

SorageWorks Command Console.
DIGITAL UNIX, C-1

ingtalling agents, A-1
Disabling, enabling Minimal Health, 5-7
Discoveries

subsequent, 4-13
Discovering

cluger, 4-2

clusers, 4-13

IP objects, 4-2

NetWare objects, 4-2

NT objects, 4-2

SNMP objects, 4-2

Index-4

Discovering networks
procedure, 4-11
Discovery
constructing maps, 4-2
explanation, 4-10
printed reports, 4-15
time required, 4-12
Discovery reports, 4-15
DMI, 1-2
DMI agents
provided with ServerWORKS, 3-3
DMI service, 6-14
DNS sarver, 2-8, 3-2
Domain Name Server, 3-2
Domains, 7-9
Domains, Windows NT, 7-9
DSM agents, A-4

E

Email profile, 5-18
Enterprise management programs
integration with ServerWORKS, 1-3, 3-21
Environment Group
of System Browser, contents, 6-4
Environment variable
TEMP, 3-9
Environmental alarms, 1-3
Novell NetWare, Minimal Health, 5-6
Windows NT, Minimal Health, 5-6
Event Dispatcher
trap forwarding, 7-35
Event Displatcher, 6-17



Event Logger, 6-17
problems, B-2
EVT_LOG, 7-14
Excd, 6-9
Exchange mail settings, 5-19
Exclamation point icon, 5-3
Exiting
from amap or view, 4-7
from ServerWORKS, all processes, 4-7
Explorer view, 4-2
characterigtics, 4-3

F

Failover
alarm message choices, 5-22
detecting from Alarm Viewer, 5-23
setting alarm, procedure, 5-21
Filtering alarms, for viewing, 4-19
Finding
subnets, on amap, 4-8
First Discovery, 4-11
Forwarding traps, 7-35
FRU numbers, 6-6

G

Index

Graphing, 6-6
procedure, 6-8
Graphs
asdisplay of conditions, 6-2
navigating through historical data, 6-10
Grid lines
showing, hiding, 4-9
Group
SNMP (def.), 7-4
Group management
objects, 7-4

H

Generic nodes
in discoveries, 4-11
Get operations, 2-3
Global Array Manager. See Mylex GAM
Global names
modifying, 7-13

Hardware requirements
agents, 3-6
for Console, 3-4
Hiding nodes, 7-2
Higtorical data
collecting, 6-9
in System Browser, 6-2
Host Resources MIB (RFC1514), 2-2

HyperTerminal
used with RMC, 3-14

ICMP requests, 6-16

Icons
host with any alarm, 5-3
hosts never polled for alarms, 5-3
Minimal Health alarms on hogt, 5-3
on Explorer view, 4-3
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Icons (cont.)

on map view, 4-3
Importing

to Excd, from Alarm Viewer, 4-19
Insght Manager, 1-3, 3-11, 7-5
Ingtallation

and Administrator privileges, 3-9

ClientWORKS, 3-13, 3-22

closing other programs, 3-10

default directory choices, 3-9

guidelinesfor all components, 3-15

kit, 3-15

language selection, 3-9

Mylex GAM, 3-23

NT administrator requirements, 3-9

problem not completing, 3-9

RCM, 3-13

RSM, 3-13, 3-24

sequence to install components, 3-8

ServerWORKS Agent Software, 3-16
Installation (cont.)

ServerWORKS Console, 3-19

on Windows 95, 3-18
on WindowsNT 4.0, 3-17

StorageWORKS, 3-23

tasks performed after, 3-25
Integration

MIBs, 1-3

results of, 1-5

with enterprise management programs, 3-11

with Insght Manager programs, 3-11
IP Address Report, 4-16

printing, 4-16
IP Discovery Map, 4-3

Index-6

IP Discovery Report
printing, 4-16

IP objects
discovering, 4-2

IP requests, 6-16

IPREPORT, 4-15

K

KCRCM, C-1

L

Launching applications
with context, 7-5, 7-6
Log record
problems, B-2

M

MAC address, 3-2
Management console, 2-3
Management Information Base. See MIBs
Manager programs, 2-3
ManageWORKS

upgrading, A-8
Map scaling, 7-2
Map Viewer Palette. See Palette
Map views, 4-3

deleting, 4-3

expanding and contracting, 4-3
Maps

customized, 7-3

logical views, 7-3



Menu bar, 4-4
MIB Browser
operations, 6-10
darting, 6-11
viewing cluster data, 6-14
MIB Browser window (illus.), 6-12
MIB Compiler, 6-15
MIB Enroller, 6-16
MIB II, 6-11
MIB Il variables, 6-10
MIB Profiler, 6-15
MIB_CLAS, 7-14
MIB_DESC, 7-14
MIB_NAME, 7-14
MIB_PROF, 7-14
MIB_TABL, 7-14
MIBs
functions, 2-2
groups
assigning to an object, 7-20
enrolling, 7-19
modifying variables, 7-12
parameters, 6-10
source of SNMP variables, 5-11
variable details, 7-20
variables
and SNMP, 6-10
defined, 7-20
findinginlists, 7-21
modifying, 6-11
viewing, 6-13
viewing contents, 6-12, 6-13
Microsoft Access
verson conflict, 3-11

Index

Microsoft Excel, 6-9
MIF Browser, 6-14
Minimal health
action names
specifying actionsfor, 5-21
action setup names, 5-21
agents, 5-6
alarms
viewing for multiple hosts, 5-7
behavior, 5-6
description, 1-3
ingallation, 5-6
template, 5-21
Minimal Health alarms, 5-6

Modems
configuring, B-3
Modifying
alarms, 5-15
FRU asset numbers, 6-6
global names, 7-13
MIB variables, 6-15, 6-16
network configuration, polling, 7-13
object properties, 7-13
object types, 7-13
objects permanently, with batch file, 7-27
Moving objects, to map, 4-9
MS Exchange Settings profile, 5-18
Multiple alarms on a hogt, 5-7
Multiple traps
on multiple devices, different agents, 5-10
Multi-vendor objects, 1-1
Mylex GAM, 1-6, C-2
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N

Navigating

inviews, 4-8
Navigator

using, 4-8
Netmasks

choosing for discoveries, 7-9
NetView

closing to ingtall ServerWORKS, 3-10
NetWare

agentsin ServerWORKS, 3-3

utilities, 8-5
NetWare Server Manager, 8-4
Network Group

of System Browser, contents, 6-4
Network 1nbound Packets, 5-10
Network Outbound packets, 5-10
Node higtories, 6-9
Nodes names

specifying in System Browser, 6-5
Not Current Controller message, 5-21
Notification action

application launch, 5-20

email, 5-18

paging, 5-15
Novell NetWare, C-2. See also NetWare
Novell NetWare server management, 4-2
NT Event Viewer

using to track alarms, 7-37
NT Server Management, 4-2

Discovery, 8-2

Numeric paging action, 5-16
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O

0/s2
ingtalling agents, A-5

O/S2 Warp 3.0
agentsin ServerWORKS, 3-3
OBJ DEF, 7-14
OBJ IP, 7-14
OBJ SNMP, 7-14
Object type
in map view, (diag.), 7-25

Object types
associating Unknown. Type with a known
object type, 7-24
custom, 7-17
custom, for your network, 7-17
defining new, 7-17
modifying, 7-13
printers, 7-8
Objects
deleting, 4-10
found by ServerWORKS, 1-2
group management, 7-4
mani pulating layout on maps, 4-9
manually inserting types on a map, 7-22
names, 7-18
removing, 4-10
selecting bitmaps, 7-18
under aroot object, 4-4
Unknown.Type, 7-24
viewing properties, 7-12



Off line
nodes, viewing in System Browser, 6-9
OFFLINE data, 6-5
OpenVMS, C-2
ingtalling agents, A-2
OpenVM S Management Station, 3-11, A-8

P

Index

Public community name, 2-6, 7-35

Q

Query buttons
modifying, 6-13

R

Pager natification action
procedure, 5-15
Paging action
default wait time, 5-17
results on getting alarm, 5-17
Paging messages
contents, 5-16
Palette, 4-6
PCMGR.mdb, 7-13
PIN number, 5-16
Ping, 6-16
POLEDIT.EXE, 7-32
Policy property page, 5-15
Poller, 6-17
Poller.log file, 7-12
Palling
by group, 6-17, 7-10
creating management group for, 7-10
frequency, for alarms, 5-12
group parameters, 7-11
Palling value
and reset, 5-10
Printers
discovering, 7-8
Public community, 4-11

Red crossicon, 5-3
Refreshing
list of configured alarms, 5-5
Refreshing alarms, 5-5
Registry
modifying for Discovery of new objects, 7-
25
Remote Server Manager (RSM), 1-6
Removing objects, 4-10
Report.txt files, 4-16
Rest, 5-10
RFC1213, 6-11
RMC, 1-6
ingallation, 3-14
supported systems, 3-14
Root object, 8-2
Router
in Discoveries, 4-11
RSM, C-2
ingallation, 3-13

S

Sample bitmaps, 7-18
Saving alarms, 5-4
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Saving map views, 4-3
SCO UNIX, C-2
agentsin ServerWORKS, 3-3
Server objects
discovering, 4-2
ServerWORKS
closing to ingall, 3-10
Console hardware requirements, 3-4
Console software requirements, 3-5
daemons, 3-10
network configuration requirements, 3-2
ServerWORKS Explorer
with NetWare discovery, 8-4
with NT Server Management discovery, 8-2
ServerWORKS Explorer view. See Explorer
view.
ServerWORKS Manager
advantages, 1-2
extension agents, 2-2
failureto launch, B-1
integration with enterprise managers, 1-3
upgrading from ManageWORKS, A-9
ServerWORKS Manager database, 7-13
Set operations, 2-3
in MIB Browser, 6-10
Severity
for alarms, 5-12, 5-13
Showing, hiding grid lines, 4-9
Smart monitoring, 1-4
SNMP, 1-2, 1-3, 2-2, C-4
authentication, 2-6
configuring on systems, 2-5
configuring, on Windows 95, 7-31
using to communicate, 2-4

Index-10

SNMP agents
configuring before ingtallation, 3-11
provided with ServerWORKS, 3-3
SNMP configuration
requirementsfor ServerWORKS, 2-6
SNMP objects
discovering, 4-2
SNMP operations, 2-3
SNMP protocol stack
used by ServerWORKS, 1-3
SNMP security, 7-28
SNMP sarvice
failureto start, B-2
ingtalling on Windows 95, 7-31
ingalling on Windows NT, 7-28
invalid destination name, B-3
SNMP sysDescr, 7-24
SNMP sysObjectID, 7-23, 7-24
SNMP Trap alarms, 5-8, 5-11
SNMP trap port, 2-5
SNMP traps
community name length, B-2
configuring correctly, 5-8
forwarding, 5-8
Software requirements
agents, 3-7
clugters, 3-8
ServerWORKS, 3-5
Sorting
alarms, in Alarm Viewer, 4-18
configured alarms, 5-3
Specifying node names
in System Browser, 6-5
Starting the Console, 4-7



States
for alarms, 5-12, 5-13
Status
of network, visual cuesin views, 4-16
of objects, colors assigned by state, 4-17
of objects, in status bar, 4-17
Storage Group
of system Browser, contents, 6-4
StorageWorks Command Console, 3-23
Subnets
in discoveries, 4-11
svrSystemDescr, 4-10
SWCC. See SorageWorks Command Console
more information, C-3
System
vital statistics, 7-3
System Browser, 6-2
detailsavailable, 6-4
garting, 6-5
viewing multiple hosts, 6-6
System Browser window (illus.), 6-3
System Group
of System Browser, contents, 6-4
System Policy Editor, 7-32
System Status alarms, 5-8, 5-11
System Tray, 6-16, 6-17

T

,5-15
TCP/IP protocol requirement, 3-5, 3-7
TEMP environment variable, 3-9

Index

Thresholds
and different versions of agents, 5-10
for alarms, 5-13
on multiple devices, 5-9
relational operatorsfor, 5-9
setting multiple traps, 5-10
Verson 1.x agents, 5-6
Tiling objects, 4-9
TME 10 NetView, 3-10
Toolbar, 4-6
change in buttons, 4-6
Tools menu
customizing, 7-3
Trap destinations
configuring for remote device from Console,
7-33
specifying, 7-30
with DHCP, 2-8
Trap forwarding, 2-6
definition, 7-35
Trap operation, 2-3
TRAP_ENT, 7-14
Traps
configuring destinations, 2-7
identification by network, 2-7
requirements, 2-7
Troubleshooting, B-1
Trust relationshsips, NT, 3-2

U

Unacknowledged events, B-2
User-defined alarms, 5-7
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\%

Verson 1.x agents, 5-10
Verson 2.x agents, 5-10
Viewing

data, on multiple nodes, 6-5

higtorical data, 6-9
Viewing alarms

configured, by host, 5-4

refreshing ligt, 5-5

triggered on maps, 4-3
Viewing data

on multiple nodes, 6-6
Views

choices, 1-2

closing, 4-7

exiting from, 4-7

Explorer, 4-2

navigating, 1-5

outside the window, 4-8

szing, 4-8
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W

WatchDog Timer
disabling, 3-26
on DIGITAL servers, 3-25
on UNIX, 3-26
Window behavior
on maps, 7-2
Windows 95
agentsin ServerWORKS, 3-3
WindowsNT
administrator privilegesto ingall
ServerWORKS, 3-9
administrator requirements, 3-2
agentsin ServerWORKS, 3-3
and ServerWORKS, 3-2
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