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struct estc_field

char *fd devname; /* terminal name */

uid t fd uid; /* uid of last successful login */
time t f£d slogin; /* time of last successful login¥*/
ushort £d nlogins; /* consecutive failed attempts */
char fd lock; /* terminal lock status */
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ushort £d login timeout; /* login timeout value */

}i

struct estc_flag
unsigned short
fg devname :1, /* name present? */
*/ fg uid 1, /* uid present? */
*/ fg slogin .1, /* time present? */
*/ fg nlogins 11, /* failed attempts present? */
*/ fg lock 1, /* lock status present? */
*/ fg login_ timeout 1 /* login timeout present? */
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struct es passwd *pr; /* returned value */
struct es passwd *pwcopy; /* buffer for saved values */

/* Retrieve john’s protected password database entry */
pr = getesnam("john") ;
/* store values of john’s entry to a local buffer */

pwcopy = copyespwent (pr) ;
if (!pwcopy) abort();

/* Change the password minimum change time to two weeks */

pwcopy->uflg->fg min 1;
pwcopy->ufld->fd min = 14 * 24 * 60 * 60;

/* Rewrite john’s protected password database entry */
if (!putespwnam("john", pwcopy))

errmsg ("Could not write protected password entry\n") ;
free (pwcopy) ;
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struct es_term *entry;

setprtcent () ; /* rewind the database*/
while ((entry = getestcent()) != NULL){ /* read next entry */
/* process the entry */

}.
endprtcent () ; /* close */
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struct es_term ‘*entry; /* the entry for the terminal */
ushort time out; /* final timeout value */

/*--- fetch the entry by name ---%*/

if ((entry = getestcnam ("ttyl4")) == NULL)
errmsg ("Entry not found") ;

/*--- if defined for the terminal, use it ---%*/

if (entry->uflg->fg login timeout)
time out = entry->ufld->fd login timeout;

/*--- else if system default is defined, use it ---%*/
else if (entry->sflg->fg login timeout)

time_out = entry->sfld->fd login timeout;

gooooobooob 3-11



/*--- otherwise, assume a value of 0 ---%*/

else time_out = 0;
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struct es_term *entry, *ecopy;

/*--- fetch the entry by name ---%*/

if ((entry = getestcnam("ttyl4")) == NULL)
errmsg ("Entry not found");

/*--- change the desired field(s) ---%*/
ecopy = copyestcent (entry); if (! ecopy) abort():
ecopy->ufld->fd login timeout = 20; /* set timeout value */

ecopy->uflg->fg login timeout 1; /* set flag to show the
field has been set */

/*--- update the database ---%*/
if (!putestcnam("ttyl4", ecopy))

errmsg ("Could not update database") ;
free (ecopy) ;
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#include <sys/types.h>
#include <stdio.h>
#include <sys/security.h>
#include <prot.h>

main (argc, argv)

int argc;

char *argv([];

{
struct es_passwd *acct;
time t expire time;
time t expire date;

/*--- Standard initialization ---*/

set auth parameters(argc, argv);

initprivs () ;
/*--- fetch account information using audit ID ---*/
if ((acct = getespwuid(getluid())) == NULL)
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errmsg ("Internal error");
/*-- test if personal or system default applies and print --*/

if (acct->uflg->fg expire)
expire time = acct->ufld->fd_expire;
else if (acct->sflg->fg expire)
expire time = acct->sfld->fd_expire;
else {
audit db error (acct) ; /* audit (externally defined) */
errmsg ("No user-specific or system default \
expiration time.");

}

if (ltacct->ufld->fg_schange) {
audit db error (acct); /* audit (externally defined) */
errmsg ("Account does not have successful change time");

expire_date = acct->ufld->fd schange + expire time;

if (acct->uflg->fg psw chg reqgd && \
acct->ufld->fd psw chg regd) \
expire date = time((time_t *) NULL) ;

audit_action(acct->ufld->fd name, expire date);
exit (0) ;

}
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if (audgenl (AUTH_EVENT,

AUD T LOGIN, pr->ufld.fd name, [2]

AUD T UID, pr->ufld.fd uid,

AUD T CHARP, "boot authentication failed"),0)== -1)
perror ("audgenl") ;

ud

AUTH EVENTOOOOOOODDOOOOOOO

AUD T LOGINOAUD T UIDO O OO AUD T CHARPO OO ODOOD
gboobooboobooboooooboo
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#define AUD COMPAT
#include <sys/audit.h>
#include <sys/uio.h>

main ()

{

char buf[100];
int i;
struct iovec iov;

for (i = 0; i < sizeof(buf); 1i++)
buf[i] = i;
iov.iov_len = sizeof (buf) ;

iov.iov_base = buf;

if (audgenl (AUDGENS,
AUD_T CHARP, "opadque data test",
AUD T OPAQUE, &iov,
0 ) == -1)
perror ("audgenl") ;

}
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UOaudentl () 00ODO0OO0OO00O0O0DODODO AUDIT SYSCALL OFF U 00
ooooobobobooood

/* OR the AUDIT SYSCALL OFF bit into the audcntl flag */

if ((entlflag = audentl (GET PROC_ACNTL,

NULL, O, 0, 0, 0)) == -1)
perror ("audcntl") ;
else

audentl (SET_PROC_ACNTL, NULL, O,
cntlflag|AUDIT SYSCALL OFF, 0, 0);

S Ubuuuooobooboobobooodgd

U000000o0o0o0o0o0ooO0oDDD auditmask00O0OD0 audentl OO
gooooooooobobobobobobobboboooooooooooooon
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/* ex. set the process’s auditmask to audit only LOGIN
events and successful setgroups calls

*/

#include <sys/audit.h>

#include <sys/syscall.h>

char buf [AUDIT MASK LEN] ;

bzero (buf, sizeof (buf));
A_PROCMASK SET (buf, LOGIN, 1, 1);
A PROCMASK SET (buf, SYS setgroups, 1, 0);
if (audentl (SET PROC AMASK, buf,
AUDIT MASK LEN, 0, O, 0) == -1)
perror ("audcntl");

<sys/audit.h>00000000 A_PROCMASK SETOOOOOOOO

0o0oooooo

buf 000000000000000000

event name 00000000 <sys/audit.h>000000
0000000000000000000000
0 <sys/*syscall . h>->0000000000003
oooooon

succeed 00000000000000000100000
00000000 0000000000

fail 00000000000000000100000

gogoooooooooooooboobooo
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ddddooooooooooDooObObObObODbODbDbObObOOOoOoo0oooa
audgen () 000 audgenl () OO0 OOOOODODOOO

O00000000000 eventO0O00O00OOOO0OO0OO0OO0O0OOOOOOOOO
O00000000eventOO<sys/audit.h>00000000000003
000 /etc/sec/site events 000000 ODOODOODOOO@OODO
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/* If bad thing occurs, generate an event of type event num,
* with string "bad thing happened", and a result of 66.
*/

#include <sys/audit.h>

if (bad thing) {
if (audgenl (event num,
AUD T CHARP, "bad thing happened",
AUD T RESULT, 66, 0 ) == -1)
perror ("audgenl") ;

}

gdodooooooooooobbbboboboboboboo s100000
gooooooooobobobobobobobbobobooooooooooooon
gooooooooobobobobobobobbobobooooooooooooon
goooooooooobobobobobbooooooooooooooon
U00000000Daavp TP AUIDUOOO00000000000000O
AUD T AUIDOOO0O0OODODODOOOOODODODODODODODODODODODODODODOO
ooooobobbooooooobooo
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O00o0oooOoo)yoilo48s76 000000 OOOOOeOITIOOOOOd
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000000o0o0opoooooOoOO0oO0O00000000oooOo 128000
ooooooooooooooo
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audit-site-events=128
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goooooooboooboobobbbbbbbobboooooooooo

000000000000 oooDDbDDbDDD<sys/audit.h>0000
0000 AUD MAXEVENT LEN OO0
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0000000000000 0O0O0O0O0OD0 (MIN TRUSTED EVENT O
MAX TRUSTED EVENT)JOOOOODOOOODOOOODOOOO

awditmask 000 0O0O0O0OD0OO0OOO0O0OODOOOOO0OODOOOOOODO
O000000D0audit teol 00000 OOUOOOOOOODOOOOOO
gooooobooooooooobbooo
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OO000O0 /etc/sec/site events DO OO0ODOOO0ODOOO0ODOOO
0000000 oOo0o0oo0ooooooooooooooa

essence 2048,
ess_read O, [2]

ess write 1;
rdb 2049,

rdb_open 0,

rdb _close 1,

rdb_read 2,

rdb write 3;
decinspect 2050;

od
essence 000000020480 0000000002048 0
MIN SITE EVENTUOOODODODDODOOOOOOOOOO0OO0O00000

ess read U 1000000D0O0O0OO0OO0 1000000O0DOO
ooood
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int event num, subevent_num;

/* translate event name(s) into event numbers */
if (aud_sitevent num ("rdb", "rdb close",
&event_num, &subevent num ))
printf ("aud sitevent num failed");

/* generate audit data */
else if (audgenl (event num,
AUD_T_SUBEVENT, subevent_ num,
AUD T CHARP, "Trusted RDB V1.0 Close",
0) == -1)
perror ("audgenl") ;
000000000000 oodbooOdnOdaudgenl () O
AUD T CHARP, event name 000000000000 OOOOOOOO
O0000 site events 00 000000000000 000O0O0O0O0O0O

gooooobboooogoooobon
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goooobsiooooooobooooooooboboooooooo
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gooooooooooobooboobooobboobbbbbbbDbbbbobobn
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U0000o0o0DDD avp TP LENGTHUOODODODODODODDODODDDOODOO
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052 0000000000000000

Dooo 800 0000D0OO0OO0OOOO0OOOOOOO0O0O

AUD_T_CHARP 001 0000:00:000000 ASCH O
0 O O PARSE_DEF3

AUD_T_SOCK 003 0000 :00 :struct sockaddr (4.3 0 O
00 (u_short)O family > UCHAR_MAX
0000 4400000 sockaddr 0 O
000000 @O00)000 family (O
00)000)0PARSE_DEF3

AUD_T_LOGIN 004 0000:00:000000 ASCH O
0 O O PARSE_DEF3

AUD_T_HOMEDIR 005 0000:00:000000 ASCH O
0 O O PARSE_DEF3

AUD_T_SHELL 006 0000:00:000000 ASCH O
0 O O PARSE_DEF3
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Dooo 800 0000D0OO0OO0OOOO0OOOOOOO0O0O
AUD_T_DEVNAME 007 0000:00:000000 ASCH O
0 O O PARSE_DEF3
AUD_T_SERVICE 010 0000:00:000000 ASCIIOD
D0@OO0000O0ooooon)
AUD_T_HOSTNAME 011 0000:00:000000 ASCH O
0 O O PARSE_DEF3
AUD_T_INTP 012 O000:00:nt(100000000
0000000000000 00000
00AUD T INTARRAY D OO OO0O00O
000000 PARSE_DEF3
AUD_T_LSOCK 016
AUD_T_RSOCK 017
AUD T _LHOSTNAME 020
AUD_T_OPAQUE 030 DO0O0D0:00:0 (proplist 000000
opaquelproplist 00000 O0O0COOOO0O
000000 160000 0)0 PARSE_DEF6
AUD_T_INTARRAY 031 00 00:00:int0 PARSE_DEF3
AUD_T_GIDSET 032 O000:00:ntl, int2, ... (0000
0 O 0)0 PARSE_DEF3
AUD_T_XDATA 033 0 0 O O :struct aud_xdata (<sys/audit.h>
0 O 0)0 PARSE_DEF8
AUD_T_AUID 040 0 00 O :int0 PARSE_DEF2
AUD_T_RUID 041 0000 :intd PARSE_DEF2
AUD_T_UID 042 000 O :int0 PARSE_DEF2
AUD_T_PID 043 0000 :intd PARSE_DEF2
AUD_T_PPID 044 0000 :intd PARSE_DEF2
AUD_T_GID 045 0 O OO :unsigned int0) PARSE_DEF2
AUD_T_EVENT 046 0 00O :intd PARSE_DEF2
AUD_T_SUBEVENT 047 000 O :int0 PARSE_DEF2
AUD_T_DEV 050

0000 :int («<sys/types.h> O
0 major() 00 0 minor() O OO
00O 0)0 PARSE_DEF2
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Dooo 800 0O00000O000O0O000O0O0000000
AUD_T_ERRNO 051 000 O :intd PARSE_DEF1
AUD_T_RESULT 052 0 0O O :longd PARSE_DEF4
AUD_T_MODE 053 0 O OO :unsigned int0 PARSE_DEF2
AUD_T_HOSTADDR 054 0 O OO :unsigned int0 PARSE_DEF2
AUD_T_INT 055 000 O :intd PARSE_DEF2
AUD_T_DESCRIP 056 0O000:nt(0000000)0PARSE_DEF2
AUD_T_HOSTID 057 000 O :intd PARSE_DEF1
AUD_T_X_ATOM 060 0 O OO :unsigned int0 PARSE_DEF2
AUD_T_X_CLIENT 061 00 00 :int0 PARSE_DEF2

AUD_T_X_PROPERTY 062 0000 :intd PARSE_DEF2

AUD_T_X_RES_CLASS 063 0 O OO :unsigned int0 PARSE_DEF2

AUD_T_X_ RES_TYPE 064 0 O OO :unsigned int0 PARSE_DEF2

AUD_T_X_RES_ID 065 0 O OO :unsigned int0 PARSE_DEF2
AUD_T_LHOSTNAME 066
AUD_T_SECEVENT 177 000 0 :intd PARSE_DEF2
AUD_TP_ACCRGHT 201 0000:00:cmsg_data (fd1, fd2, ... O
<sys/socket.h> [0 0 0O)0 PARSE_DEF3
AUD_TP_MSGHDR 202 00 OO :0 0 :msghdr->msg_name
(<sys/socket.h> 00 0O )0 PARSE_DEF3
AUD_TP_EVENTP 203 000 0:00:stringd PARSE_DEF3
AUD_TP_HABITAT 204 0000 :00 :stringd PARSE_DEF3
AUD_TP_ADDRVEC 205 000 O :0 0 :struct sockaddr (socket .h
0 0 0)0 PARSE_DEF3
AUD_TP_INTP 206 000 0:00:intd PARSE_DEF3
AUD_TP_AUID 241 000 O :intd PARSE_DEF1
AUD_TP_RUID 0242 g QQpO:intD PARSE_DEF1
AUD_TP_UID 0243 g Q0OO:intO PARSE_DEF1
AUD_TP_PID 0244 0 p00O:intd PARSE_DEF1
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0000 800 00O00000O0D0OOO0OC0OO0OO0OO0OO0
AUD_TP_PPID 0245 g p0oO:intd PARSE_DEF1
AUD_TP_HOSTADDR 246 0 O OO :unsigned int0 PARSE_DEF1
AUD_TP_EVENT 247 000 O :intd PARSE_DEF1
AUD_TP_SUBEVENT 250 0000:nt(0 000000000
0 0 0)0 PARSE_DEF1
AUD_TP_NCPU 251 0 0 O O :intd PARSE_DEF1
AUD_TP_DEV 252 0000:int (sys/types.h 000 0O
major() 000 minor() DO O OO0
0 0)0 PARSE_DEF1
AUD_TP_LENGTH 253 00O O :intd PARSE_DEF1
AUD_TP_IPC_GID 254 0 O O O :unsigned int
(ipc]msg|shm_perm.gid)0 PARSE_DEF2
AUD_TP_IPC_MODE 255 O 0 O O :unsigned int
(ipc| msg|shm_perm.mode)0 PARSE_DEF2
AUD_TP_IPC_UID 256 0 O O O :int (ipc|msg | shm_perm.uid)O
PARSE_DEF?2
AUD_TP_TV_SEC 257 0 O O O :timeval.tv_sec (<sys/time.h>
0 0 0)0 PARSE_DEF1
AUD_TP_TV_USEC 260 0 00 0O :timeval.tv_usec (<sys/time.h>
0 0 0)0 PARSE_DEF1
AUD_TP_SHORT 261 0 O O O :shortd PARSE_DEF2
AUD_TP_LONG 262 0 0O O :longd PARSE_DEF5
AUD_TP_VNODE DEV 263 000 O :intd PARSE_DEF2
AUD_TP_VNODE_ID 264 0 O OO :unsigned int0] PARSE_DEF2
AUD_TP_VN- 265 0 O OO :unsigned int0 PARSE_DEF2
ODE_MODE
AUD_TP_VERSION 266 00 OO :unsigned intO (<sys/audit.h>00
0)0 (AUD_VERSION | AUD_VERS_LONG)
PARSE_DEF1
AUD_TP_SET_UIDS 267 0 0 O O :int0 PARSE_DEF2
AUD_TP_CONT 270

OO0O0O0O:wunsignedint(DO0 000000
000000 int)0 PARSE_DEF1
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0520000000000 DODOOOO@O)

Dooo 800 0O00000O000O0O000O0O0000000
AUD_TP_TID 271 00 0O :longD PARSE_DEF4
AUD_TP_PRIV 272 O O O O :unsigned shortD PARSE_DEF1
oodogd

gojoooooooooooooooooobooboboboobobbobbbbbb

1. 00oooooboooogoo

2. 0000O0O0O0O0ODOO0ODODOD (aup_TP LENGTHOOOOODOODO
AUD TP LENCTHO O OO OOODOO)O

3. 000000 AUD TP LENGTHU O OOOOOOOOOOOOOOOO
(DOO0bhOoOoO0ObUoOobobobobOoobobooo)o

AUD TP LENGTHOOOOODODODDODDODDDODOODOOOO
gooooooooooooooooooooobooon
oooooooooo

N g &

gooooobbooooooobobooooooooobbooog
gooooobooogo

8. UD0O0ODOOOOUOOobOODDbOOOOO
9. UO0oOoOoObOOoOooooooo

Joddd00audit teol DD OOOOOOOOO0O00O000O000O0O0O
oooooooooooooobooobobobobobobobbDb1bobbbbobon
Ub00000000D0indx0000audit tool OOOOOOOOOOO
gooooooboboobobbbbooooooooogo

/* fixed length scalar value */

#define PARSE DEF1 (tokentype, field) \
bcopy (&rec_ptr[i+sizeof token], &field, sizeof (field)); \
i += (sizeof token + sizeof (field)); \

break;

/* fixed length field in array */
#define PARSE_DEF2 (tokentype,field, indx) \
if (indx < AUD_NPARAM) \
bcopy (&rec_ptr[i+sizeof token], &field[indx++], sizeof (field[0])); \
i += (sizeof token + sizeof (field[0])); \
break;

/* array of strings */
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#define PARSE DEF3 (tokentype, len, field, indx) \
bcopy (&rec_ptr[i+sizeof token], &j, sizeof(int)); \
if (j >= rec_len) j = 0; \
if (indx < AUD NPARAM) { \

len[indx] = j; \
field[indx++] = (char *)&rec ptr[i+(sizeof token)+(sizeof *intp)]; \
P
i += (sizeof token + sizeof *intp + j); \
break;

/* fixed length scalar value whose size is h/w dependent (32 or 64-bit) */
#define PARSE DEF4 (tokentype, field) \

bzero (field.val, sizeof (field.val)); \

j = af->version & AUD _VERS LONG ? sizeof (int)*2 : sizeof (int); \

bcopy (&rec_ptr[i+sizeof token], field.val, j); \

i += (sizeof token + j); \
break;

/* fixed length field in array whose size is h/w dependent (32 or 64-bit) */
#define PARSE DEF5 (tokentype, field, indx) \

bzero (field[indx] .val, sizeof (field[indx].val)); \

j = af->version & AUD _VERS LONG ? sizeof (int)*2 : sizeof (int); \

if (indx < AUD_NPARAM) \

bcopy (&rec_ptr[i+sizeof token], field[indx++].val, J); \

i += (sizeof token + j); \

break;

/* array of opaque data streams */
#define PARSE DEF6 PARSE DEF3

/* iovec element in array */

#define PARSE_DEF7 (tokentype,field, indx) \
j = sizeof (field[0]); \
if (indx < AUD NPARAM) { \

bcopy (&rec_ptr[i+sizeof token], &j, sizeof (int)); \
if (J > rec_len ) j = 0; \
bcopy (&rec ptr[i+sizeof token+sizeof (int)], &field[indx++], j); \
\
i += (sizeof token + sizeof (int) + j); \
break;

/* array of iovec elements with variable length components */
#define PARSE DEF8 (tokentype, field,ptr,indx) \

j = sizeof (£ield[0]); \

if (indx < AUD NPARAM) { \

bcopy (&rec_ptr[i+sizeof token], &j, sizeof (int)); \
if (j > rec_len) j = 0; \
bcopy (&rec_ptr[i+sizeof token+sizeof (int)], &field[indx], J); \
ptrlindx++] = ((struct aud_xdata *) \
&rec_ptr[i+sizeof token+sizeof (int)])->xdata; \
P
i += (sizeof token + sizeof (int) + j); \
break;
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sia init ()

sia_chk invoker ()

sia collect trm()
sia chg finger ()
sia chg password()
sia chg shell ()
sia_ses init ()

sia ses_authent ()
sia_ses reauthent ()
sia ses suauthent ()
sia ses estab()

sia ses launch()

sia ses release()

sia make entity pwd()

sia audit ()
sia chdir ()

sia timed action()

sia become user ()
sia validate user()

sia get groups ()
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siad init ()

siad chk invoker ()
siad ses init()

siad ses_authent ()
siad ses estab()
siad ses_ launch()
siad ses_ suauthent ()
siad ses reauthent ()
siad ses release()
siad chg finger ()
siad chg password()
siad chg shell ()
siad_getpwent ()

siad getpwuid()
siad_getpwnam()

siad setpwent ()

siad endpwent ()

siad getgrent ()
siad getgrgid()
siad_getgrnam()
siad setgrent ()
siad endgrent ()

siad chk user()

siad get groups/()
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getpwnam() OO0 getpwnam r() DO DOOO0OO
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OO000Osiad init() OOOO0O0O SIADFAILOOOODOOOOCDOOOO
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O SIADFAILOOOO0OODODODODODOOOOODODOOOOrcotdononOonm
goooooooooooobobobbbbobobooooo

6.4 SIAENTITY O O[O
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O00o0o0o0o0o0opoboboO0Ob0 6-100SIAENTITYDDDDDDDODODODOO

0 6-1: SIAENTITYO OO

typedef struct siaentity {

char *name; /* collected name */
char *password; /* entered or collected password */
char *acctname; /* verified account name */
char **argv; /* calling command argument list */
int argc; /* number of arguments */
uid t suid; /* starting ruid */
char *hostname; /* requesting host NULL=>local */
char *tty; /* pathname of local tty */
int can_collect input; /* 1 => yes, 0 => no input */
int error; /* error message value */
int authcount; /* Number of consecutive */
/* failed authent attempts */
int authtype; /* Type of last authent */
struct passwd *pwd; /* pointer to passwd struct */
char *gssapi; /* for gss api prototyping */
char *sia pp; /* for passport prototyping */
int *mech [SIASWMAX] ; /* pointers to mech-specific data */
/* allocated by mechanisms indexed */
/* by the mechind argument */

} SIAENTITY;

6.5 SIAUU0O0ODOON

SIA000000000000000000000oooooooooooo
ooo0oooooooooooeuUnyoOoooooooooobooDpooog
OO000Osia collect trm() DO OODOOOO0DOOOOCDOOOODOOO
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goooo

06-2siah0000000O0OO0OODOODOOO

int sia collect trm(timeout, rendition, title,
num prompts, prompts) ;

int timeout /* number of seconds to wait */
/* 0 => wait forever */
int rendition

SIAMENUONE 1 /* select one of the choices given */
SIAMENUANY 2 /* select any of the choices given */
SIAFORM 3 /* £ill out the form */
SIAONELINER 4 /* One question with one answer */
SIAINFO 5 /* Information only */
SIAWARNING 6 /* ERROR or WARNING message *x/
unsigned char *title /* pointer to a title string. */ */
/* NULL => no title */

int num prompts /* Number of prompts in collection */
prompt t *prompts /* pointer to prompts */

typedef struct prompt t

{

unsigned char *prompt;
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unsigned char *result;

int max_result length; /* in chars */
int min_result length; /* in chars */
int control flags;

} prompt t;

control flags
SIARESINVIS 0x2 result is invisible

SIARESANY 0x10 result can contain any ASCII chars
SIAPRINTABLE 0x20 result can contain only printable chars
SIAALPHA 0x40 result can contain only letters
SIANUMBER 0x80 result can contain only numbers

SIAALPHANUM 0x100 result can contain only letters and numbers

U0ooobobb0o00gdobOsia collect trm@)UUOODODODO
googoooboobooogogoo
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/* SIA LOGIN PROCESS BEGINS */

/* Logging of failures to sia log is done within the libsia */
/* Logging to syslog is responsibility of calling routine */

if ((sia_ses_ init (&entity, oargc, oargv, hostname, loginname, \
ttyn, 1, NULL)) == SIASUCCESS) {

/**%*x* STA SESSION AUTHENTICATION ****x*/

if (1fflag) {

for (cnt=5; cnt; cnt--) {
if ((authret=sia ses authent (sia collect,NULL, entity))
== SIASUCCESS)
break;
else if (authret & SIASTOP)
break;
fputs (MSGSTR (INCORRECT, "Login incorrect\n"), stderr);
if (cnt <= 0 || (authret & SIASTOP)) {
sia ses release(&entity);
exit (1) ;

}

/**x%x%x STA SESSION ESTABLISHMENT *x%x%/

if (sia_ses_estab(sia_collect,entity) == SIASUCCESS) {
/***%%% get up environment Kkkkkkk [
/* destroy environ. unless user requested preservation */
if (!pflag)
pp = getenv ("TERM") ;
if (pp)
strncpy (term, pp, sizeof term);
clearenv () ;
}
(void) setenv ("HOME", entity->pwd->pw dir, 1);
if (entity->pwd->pw _shell && *entity->pwd->pw_shell)
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strncpy (shell, entity->pwd->pw shell, sizeof shell);
(void) setenv ("SHELL", shell, 1);
if (term[0] == ' ')

(void) strncpy (term, stypeof (tty), sizeof (term)) ;
(void) setenv ("TERM", term, O0);
(void) setenv ("USER", entity->pwd->pw name, 1);
(void) setenv ("LOGNAME", entity->pwd->pw name, 1);
(void) setenv ("PATH", _PATH DEFPATH, 0);

/**%*%x* STA LAUNCHING SESSION ****x*/

if (sia_ses launch(sia collect,entity) == SIASUCCESS) {
/* 004 - start */
if ((entity -> pwd = NULL) &&

(entity -> pwd -> pw dir != NULL) &&

(entity -> pwd -> pw dir [0] != 0))

sprintf (hush path, "%s/%s",
entity -> pwd -> pw dir,
_PATH_HUSHLOGIN) ;
else strcpy (hush path, _PATH HUSHLOGIN) ;
quietlog = access (hush path, F OK) == 0;
/* 004 - end */
if (!quietlog)
quietlog = !*entity->pwd->pw_passwd && \
lusershell (entity->pwd->pw_shell) ;
if (!quietlog) {
struct stat st;

motd () ;

(void) sprintf (tbuf, "$s/%s", PATH MAILDIR, \
entity->pwd->pw _name) ;

if (stat(tbuf, &st) == 0 && st.st_size != 0)

(void)printf (MSGSTR (MAIL, "You have %smail.\n"),

(st.st _mtime > st.st atime) ? MSGSTR(NEW, \
"new n) . ),.

}

sia ses release(&entity) ;

VAEE RN Setup default signals * Kk ok kK ok ok ok ok [

(void) signal (SIGALRM, SIG DFL);
(void) signal (SIGQUIT, SIG _DFL) ;
(void) signal (SIGINT, SIG DFL);

(void) signal (SIGTSTP, SIG_IGN) ;

tbuf[0] = '-';
(void) strcpy (tbuf + 1, (p = rindex(shell, '/’)) ?
p + 1 : shell);
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/**x*%x% Nothing left to fail ****x%x/

if (setreuid(geteuid(),geteuid()) < 0) {
perror ("setreuid () ") ;
exit (3);

}

execlp (shell, tbuf, 0);
(void) fprintf (stderr, MSGSTR(NO_SHELL, \
"login: no shell: %s.\n"), strerror (errno)) ;
exit (0) ;
}

/**%*x STA session launch failure **#*xx/

}

/***x%x STA session establishment failure **xxx/

}

logerror (entity) ;
exit (1) ;

}

logerror (entity)
SIAENTITY *entity;

{

if (entity != NULL)

{

sia ses release(&entity) ;

}

syslog (LOG_ERR, MSGSTR(FAILURE3," LOGIN FAILURE ")) ;

}
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int siad getpwuid(uid t uid, struct passwd *result, \
char *buffer, int buflen)

return (bsd siad getpwuid(uid, result,buffer,buflen)) ;

}

static int bsd siad getpwuid(uid_t uid, struct passwd *result, \
char *buffer, int buflen)

/* The BSD security mechanism siad getpwuid() routine */

}
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ge-5000000000D0000ODO0O0O0O0O00O00O00O00O00O00O00O0O0O0O0OO
O000000000 matrix.conf 0000000000000 0O0O0O0O
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/* preempt libc.a symbols in single-user mode */
#ifdef SINGLE USER

# pragma weak siad ses_init = _ _siad_ses_init
# define siad_ses_init _ _siad_ses_init
#endif

#include <sia.h>
#include <siad.h>

coooooo (@Wo)oooooOooboobOoDpDOooOobooboDbOooDoo
oooboooooo

% cc -DSINGLE USER ...

d0odoooo0oooooiboibD 1ibe.so0000000ogooogyg
goooobobooooooooboooooobbobioodd libe.a
gooooooooobobobobobobobbobobooooooooooooon
ooooo0oooopoooDbobbbobO libe.aODOODODODODODDODOO
goooooboobooogooooobbooo

)

% cc —non shared -o passwd passwd.o —ldemo mech

oooooooooboboboboboboobooooooooga
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gooooooooobobobobobobobboboooooooooooooon
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0000000000000 00ObO0OO0O0O0OO0000 200000
acl(ACLODOO)00000D0O0 acl_ tOO0ACLOOODOODODODOO
00 acl entry t 00

od

goooobobooooooobooboooogooooooboooon
goooooooooobooobbbobbbbbbbbobboo
goooobobooo0o0oobboboooooooobobobog
googooooboo
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7.2.1.1 typedef struct acl *acl_t;

acl t0O00OOO(@MOO)ODODO ACLODOODODODOOOCOO

struct acl {

int acl magic; /* validation member */

int acl num; /* number of actual acl entries */
int acl alloc_size; /* size available in the acl */
acl entry t acl current; /* pointer to current entry in */
acl entry t acl first; /* pointer to ACL linked list */
attribute t *attr data; /* Pointer to the attr data */

}i
7.2.1.2 typedef struct acl_entry *acl_entry _t;

acl entry tO0O0ACLOODOOODOOOODOOODOOOD

struct acl entry{
acle_t *entry;
void *head;
struct acl_entry *next;
struct acl_entry “*prev;
int acl magic;
int size;

}i
7.2.1.3 typedef uint_t acl_type _t;

ooooooooo ACcLOoboooobobobbbboboo

#define ACL TYPE ACC O

#define ACL TYPE ACCESS ACL_TYPE ACC

/* The ACL is an access ACL. The property list
entry name for an access ACL is "DEC ACL ACC" */
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#define ACL TYPE DEF 1
#define ACL_TYPE DEFAULT ACL_TYPE DEF
/* The ACL is a default access ACL. The property list
entry name for a default access ACL is "DEC ACL_ACC" */
#define ACL TYPE DEF DIR 2
#define ACL_TYPE DEFAULT DIR ACL TYPE DEF DIR
/* The ACL is a default directory ACL. The property list
entry name for a default directory ACL is "DEC_ACL_DEF DIR" */

acl type tO0O0ACLOODOOODOOOODOOODOO

7.2.1.4 typedef uint acl_tag_t;

acl tag tO0O0O0ACLODOOOOOO(TODO)ODOODOOOOOOODDOO
ACL USERU OO ACL GrOUPUOODODODODODODOODO ACLOOOOOOO
oooooooooooboboooboobobbobobbObDb IbbObODbO O0oOgo
IDOO0O0OO0O0O0OD0OO0OACLOO0ODOODOOOOODOODbOODOn

#define ACL USER OBJ 0

/* entry that equates to the owning user permission bits. */
#define ACL_GROUP OBJ 1

/* entry that equates to the owning group permission bits. */
#define ACL OTHER 2
#define ACL OTHER OBJ ACL_ OTHER

/* entry that equates to the other permission bits. */
#define ACL USER 23

/* entry specifying permissions for a given user. */
#define ACL_GROUP 24

/* entry specifying permissions for a given group. */

7.2.1.5 typedef uint_t acl_perm_t;

0000 acl perm_ t 000000 OODODODODOO

#define ACL_EXECUTE 0X001
#define ACL_WRITE 0X002
#define ACL_READ 0X004

7.2.1.6 typedef acl_perm_t *acl_permset_t;

acl permset t 0O DACLODDODODOOOOOOODODOODOOOOO
oooooobboooog
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acl delete def file()

acl get £d()

acl get file()

acl set £d()

acl set file()

oooooooooACcLObOOO

acl copy entry()

acl create entry()

acl delete entry()

acl first entry()
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user: :rwx

user:june:r-x
user:sally:r-x
group: : rwx
group:mktg:rwx
other::r-x

obooooobooobobD ACLOOOOACLODOOODOOODbDOoOoOD
Ub000000000000000000 acl example.cUOODOOOO
ooooooooooobooooboobobobobbbbbbbbbobbno

# cc -o acl_example -lpacl -lsecurity acl_example.c

#include <unistd.hs>
#include <sys/types.h>
#include <prot.h>
#include <errno.h>
#include <sys/acl.h>

struct entries {

acl tag t tag_type;
char *qualifier;
acl perm t perms;

} tablel] = {

/* An ACL must (at a minimum) have the three base */
/* entries that correspond to the permission bits */

{ ACL_USER OBJ, NULL, ACL_READ | ACL_WRITE | ACL_EXECUTE },
{ ACL_USER, "june", ACL_READ | ACL EXECUTE },
{ ACL_USER, "sally", ACL_READ | ACL EXECUTE },
{ ACL GROUP_OBJ, NULL, ACL READ | ACL_WRITE | ACL_EXECUTE },
{ acL_croup, "mktg", ACL READ | ACL WRITE | ACL_EXECUTE },
{ ACL_ OTHER OBJ, NULL, ACL_READ | ACL_EXECUTE },

}i
#define TABLE ENTRIES (sizeof (table)/sizeof (table[0]))

main (argc, argv)
int argc;
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char *argvl[];

{
acl t acl p;
acl entry t entry p;
acl entry t check p;
int i, ret;
uid t uid;
gid t gid;

/* Did the user enter a filename? */
if (arge !'= 2) {
printf ("Usage: %s filename\n",argvI[0]);
exit (1) ;

}

/* Check to see if ACLs are supported and enabled for filename */

ret = pathconf (argv[l], PC ACL EXTENDED) ; //

if (ret == 1) {
printf (" ACLs are enabled for file %s\n",argvI[l]);

}

else if (ret == 0) {
printf (" ACLs are supported for file %s,\n",argv[1l]);
printf (" but ACLs are not currently enabled on \n");
printf (" the system\n");

}

else if ((ret == -1) && (errno == EINVAL)) {
printf (" ACLs not supported on filesystem\n") ;

exit (1) ;

}

else {
printf (" Error checking file ACL status for \n");
printf (" file %s, exiting...\n",argv[1l]);

perror ("pathconf") ;
exit (1) ;

/* Allocate an ACL */
acl p = acl_init(1024); /*[:]*/

/* Walk through the table creating corresponding ACL entries */
for (i=0;i<TABLE ENTRIES;i++) {

/* Initialize the entry */
entry p = acl_create entry(&acl p); /*[3]%/

/* Set the permissions for the entry */
acl set permset (entry p,&table[i] .perms) ; /*[:]*/

/* Set the user or group information for the entry */
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switch(table[i] .tag type) ({
case ACL_USER:

/* Get the uid from the user name */

uid=pw nametoid(table[i] .qualifier) ; /*[:]*/
if (uid == (uid_t) -1) {
printf (" No translation for user name %s\n",
table[i] .qualifier) ;
printf (" Exiting...\n");
exit (1) ;
}
/* Specify this is a "USER:" entry */
acl set tag type(entry p,tablel[i].tag type); /*[ 6 ]*/
/* Set the uid (entry qualifier) */
acl set qualifier (entry p, (void *)&uid) ; /**/
break;

case ACL_GROUP:

/* Get the gid from the group name */
gid=gr nametoid(table[i] .qualifier) ; /**/
if (gid == (gid t) -1) {
printf (" No translation for group name %$s\n",
table[i] .qualifier);
printf (" Exiting...\n");
exit (1) ;

}

/* Specify this is a "GROUP:" entry */
acl set tag type(entry p,table[i].tag type);

/* Set the gid (entry qualifier) */
acl_set qualifier(entry_p, (void *) &gid);
break;

default:

/* The three entries corresponding to the */
/* Permission bits don’t have qualifiers */
acl set tag type(entry p,tableli].tag type);
acl set qualifier(entry p,NULL) ;

break;

}

/* Is the created ACL valid? */
if (acl_valid(acl p, &check p) < 0) { /*[9 1%/
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printf (" Not Valid ACL\n") ;
if (check_p) printf(" Duplicate entries\n");
printf (" Exiting...\n");

exit (1);

}

/* Set the ACL on the file */
if (acl_set file(argv[1l],ACL TYPE ACCESS, acl p) < 0)
perror ("acl set file");

/* Free the storage allocated for the ACL */
acl free(acl p);

pathconf() 0 PC_ACL_ ENABLEDOODOODDOOODOOCOOODOODO
ACLODOODODOODODOODOO0OO

O00O0ACLOOOOOOO0ODOOOODODOODOOODODOODOOO
00000000 0o0ooooOooo ACLOOD0ODOOOoOOoooO
OO00O000O0OD0OO0DO0O00000O0acl_create entry() 0 OOODO
ooo00oOooooooooo

U000 ACLOOOO0ODOO0OOO0ODOOO0oooODbOooobooooooooo
goooooooobbobbobobbbbbbbbbbbbboooo

acl set permset()000000ACLODOOOODOOOODOOOCOO

pw nametoid) 00000000000 O0O0COOIDOOOOOOOO
O000000000Base J00000D0O00 Enhanced 000000
0000000000000000pw nametoid) 000000000
00000000000 pw mapping@ 0000000000

acl set tag type()0OOOOOCOO ACLOODOODOOOOO
O00000000d0oOooooU0ooodoooood ACL_USER OBJ
(000000 0OO0)OACL GROUP OBJ(DODOOODOOOO)O
ACL_OTHER OBJ (OO DOUODOOOOODOODOO)OACL_USER (OO
00000000000 O0)DACLGROUP(ODOODODOOOOODO
ooooo)o

acl set qualifier()U000O00O0O0D0O0O0 ACL_USERDOOO
ACL_GROUPUO IDODOOOO0ODOOOODOOODODOODOOODOO
gojodooooooooooooooooobobobboobobbobobobbbb
ooooIibooooooooo
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gr grouptoid) 0000000 OCDOOODOOCDOOIDODODO
0000000000000 DOBase0OOOOOOOO Enhanced O
ddddddooooooooooDoooooooOoOoOoOoOOOODODOO
U000 pw mapping@) U 000000000

9] acl valid)ODOOOODOOOODOOODOOOODOOODOODOOO
oooooboooooogooo
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obooooobOoobOoooobDoobOob0 ACLOO0ObOooboooooon
gooooooooooobooboboobobbbbbbbbDbDbbbbobobn
goooOooooooboooobbboooo ACcLOobobbooooooo
ooooobobboo0oogo ACLO0O0bobbobooooooobbooo
OO000OO00ACLOODO (DOODOOODOOACLOOODOODODO)OOO
ACLODO0OO0ODOOOOoDObOOoooboACLO0OODOOODOObODOOn
ooooooboooooooobboboooo

/usr/john/acl dir 000 0000000O0O0OOOO0O0O ACLOOOO
ooDO0OO0 ACLOODDOOOOOO

o°

getacl /usr/john/acl dir

# file: /usr/john/acl dir
# owner: john

# group: prog
#

user: :rwx
user:june:r-x
user:fred:r-x
group: : rwx
group:mktg:rwx
other::r-x

o°

getacl -d /usr/john/acl dir

# file: /usr/john/acl dir
# owner: john

# group: prog
#

user: :rwx
user:june:r-x
user:sally:r-x
group: : rwx
group:mktg:rwx
other: :rwx
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oooooooooboobOoobOoobooooooooOoACLOOD

ooooooooboobobOo/oooooboobobDOobDOobOOobOobOon
O0obooooooooboobooooOooboobooooooobooDbOonDOooo
00000000 acl _inheritance.cUU0U000O0O0O0O0O0OO0OO0OOO
ooooooooobooboobobooooooon

% cc -o acl inheritance -lpacl -lsecurity acl_ inheritance.c

#include <unistd.hs>
#include <sys/types.h>
#include <prot.h>
#include <errno.h>
#include <sys/acl.h>

#define REGULAR FILE "regular"
#define DIRECTORY FILE "dir"

main (argc, argv)
int argc;
char *argv|[];

{

acl permset t acl permset;

gid t *qualifier = NULL;

acl tag t tag type;

acl t acl;

acl entry t acl _entry;

gid t my gid;

int ret;

char pathname [PATH MAX + 1];
int fd;

/* Did the user enter a directory name and group name? */
if (arge !'= 3) {
printf ("Usage: %s directory group\n",argvI[0]);
exit (1) ;

}

/* Map the group name to a gid */
my gid = gr nametoid(argv(2]);
if (my gid == (gid_t) -1) {
printf ("No translation for group %s\n",argvI[2]);
exit (1) ;

}

/* Read the default ACL from the directory */
acl = acl get file(argv([1l], ACL_TYPE DEFAULT) ;
if (tacl) {
if (errno) {
perror ("acl get file");
}
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else {
printf ("No default ACL found on %s\n", argvl[l]);
!

exit (1) ;

}

ret = acl first entry(acl);
if (ret) {
perror ("acl first entry");

exit (1) ;

}

/* Scan the ACL looking for the entry */
while (acl entry = acl get entry(acl)) {

/* retrieve the entry type */
ret = acl get tag type(acl entry, &tag type);
if (ret) {

perror ("acl get tag type");

exit (1) ;
}
if (tag_type != ACL GROUP) continue;
qualifier = (gid t *)acl get qualifier(acl entry);
if (!lqualifier) {
perror ("acl get qualifier");
exit (1) ;
}
/* Check for appropriate entry */
if (*qualifier != my gid) continue;
ret = acl get permset (acl entry, &acl permset) ;
if (ret) {
perror ("acl get permset");
exit (1) ;
}
*acl permset = *acl permset & ~(ACL READ | ACL WRITE) ;
ret = acl set permset (acl entry, acl permset);
if (ret) {
perror ("acl set permset");
exit (1) ;

}

ret = acl set file(argv([1l], ACL_TYPE DEFAULT, acl);

if (ret)
perror ("acl set file");
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exit (1) ;

break;

}

if (lacl_entry) {
if (errmo)
perror ("acl get entry");
}

else {
printf ("ACL entry for %s not found\n", argv[2]);
}

exit (1) ;

}

/* Create the regular file */
sprintf (pathname, "%s/%s", argv[1l], REGULAR FILE);

fd = creat (pathname, 0644) ;
£ (fd == -1) {

perror ("creat") ;
exit (1) ;

}

close (£4d) ;

i

/* Create the directory */
sprintf (pathname, "%s/%s", argv[l], DIRECTORY FILE) ;

ret = mkdir (pathname, 0700) ;
if (ret == -1) {
perror ("mkdir") ;
exit (1) ;

}
}

ooooobobboo0o0oooobbbooooobobboo0oogg ACLO
mktg 0000000000 /OOO0DOODOODOOOOOODOODODO
gooooooooobobobobobobobooooooooooooooon
ACLOO0OO0OO0OO0O0ooObObOOoOoooobobbooooobboboooo
oooooboboooooogooo

% ./acl_inheritance /usr/john/acl dir mktg

oobooOO00oooooobobooooooobobboooooooDooDn ACL
obo0ooobo0ooooboooobDbooooDboo0 ACcLObOoooooooo
OACLODODO0OO0OOOODODOO
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% getacl /usr/john/acl_dir/regular
# file: /usr/john/acl_dir/regular
# owner: john
# group: prog

user: :rw-
user:june:r-x
user:sally:r-x
group: :r--
group:mktg:--x
other::r--

goooooooooobobobobbbbooooooooooooooon
O000000D0O0DOD ACLOOcreat)O0O0OODOODODOODOO
O0ooobobo0o0o0ooACLODDDODDOO0O0O0OO0O0uwmask0oon

oooooooboboboobobobbbbbbbbbOoooooooog ACL
gogooooboboooog

% getacl /usr/john/acl dir/dir
# file: /usr/john/acl_dir/dir
# owner: john

# group: prog

#

user: :rwx
user:june:r-x
user:sally:r-x
group: :---
group:mktg:--x
other::---

ooooobobobOACLOO0OO0OO0o0oObobOOoOooooobooogooo

goooooooobobobobobobobobboboooooooooooooon

O0000obO000obDACLOO0O0ODOOOoDOoooDO ACcLOODnog
oooboooooo

oooooobooooboooboo ACcLOoobooooo

% getacl -d /usr/john/acl_dir/dir
# file: /usr/john/acl dir/dir

# owner: john

# group: prog

user: :rwx
user:june:r-x
user:sally:r-x
group: : rwx
group:mktg:--x
other: :rwx

oboboOO0 ACLODOO0OO0ODO0OOO0ODbDOOooDbDooODbOoO
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Al 0D00000000D0ODOOO0ODODOO (sia-reauth.c)
0A-100000000000000000000000

0 A-1L: 0O0000o0oo

#include <sia.h>
#include <siad.h>

#ifndef NOUID
#define NOUID ((uid_t) -1)
#endif

main (argc, argv)
int argc;
char **argv;

{

int i;
SIAENTITY *entity = NULL;
int (*sia_collect) () = sia collect_trm;

char uname[32];
struct passwd *pw;
uid_t myuid;

myuid = getluid() ;
if (myuid == NOUID)

myuid = getuid(); /* get ruid */
pw = getpwuid (myuid) ;
if (!pw || !pw->pw name || !*pw->pw name) {
sleep(3); /* slow down attacks */
(void) fprintf (stderr, "sorry");
return 1;

}

(void) strcpy(uname, pw->pw_name) ;

i = sia ses_init(&entity, argc, argv, NULL, uname, \
NULL, TRUE, NULL);
if (i != SIASUCCESS)
sleep(3); /* slow down attacks */
(void) fprintf (stderr, "sorry");
return 1;

;

= sia_ses_reauthent (sia_collect, entity);

if (i != SIASUCCESS) ({
(void) sia_ses_release(&entity);
sleep(3); /* slow down attacks */
(void) fprintf (stderr, "sorry");
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return 1;
}
i = sia_ses_release(&entity) ;
if (i != SIASUCCESS)

sleep(3); /* slow down attacks */
(void) fprintf (stderr, "sorry");
return 1;

}
(void) fprintf (stderr, "Ok");

return 0;

A2 DO00000O0OO0O0DDOO0DOOoOoDOoOooOoOooDO
(sia-suauth.c)

O0A200000000000 (00000 -crontab sendmail)d OO
O0O00OO0Oreot00 000000000000 OOOOOOODODO

OA-2. 0000000000000

#include <sia.h>
#include <siad.h>

main (argc, argv)
int argc;
char **argv;

int i;

i = sia_auth(getuid());
printf ("result is %d", i);

}

int sia_auth(uid)
int uid;

{

char uname [32] ;
static SIAENTITY *entity=NULL;

static int oargc = 1;
static char *oargv([l] = { "siatest" };
static int (*sia_collect) () = sia_collect_trm;

struct passwd *pw;

pw = getpwuid (uid) ;

if (lpw) {
printf ("getpwuid failure");
return 8;

}

(void) strcpy(uname, pw->pw_name) ;
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printf ("SIA authentication for uid:%d, uname: %s ", \
uid, uname) ;
if (sia_ses_init (&entity, cargc,oargv,NULL,uname, NULL, \
FALSE, NULL) == SIASUCCESS) {
printf( "sia_ses_init successful");
entity->authtype = SIA A SUAUTH;
if (sia_make entity pwd(pw, entity) == SIASUCCESS) {
printf ("sia_make entity pwd successful");
}

else {
printf ("sia_make_entity pwd un-successful");
}

if ((sia_ses_launch(NULL, entity)) == SIASUCCESS) ({
printf ( "sia_ses_launch successful");
}
else {
printf( "sia_ses_launch un-successful");
entity = NULL;
}
if ((sia_ses_release(&entity)) == SIASUCCESS) {
printf ( "sia_ses_release successful");
}
else {
printf( "sia_ ses_release un-successful");
return(4) ;
}
}
else {
printf( "sia_ses_init un-successful");
return (5) ;
}
printf( "sia **** guccessful");
return (6) ;
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(/etc/sec/event aliases) 00000000 OODO
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OO00O0O0O000 /ete/sec/audit events OO OOOOOOO

! Audited system calls:

exit succeed fail
fork succeed fail
old open succeed fail
close succeed

old creat succeed fail
link succeed fail
unlink succeed fail
execv succeed fail
chdir succeed fail
fchdir succeed fail
mknod succeed fail
chmod succeed fail
chown succeed fail
getfsstat succeed fail
mount succeed fail
unmount succeed fail
setuid succeed fail
exec_with loader succeed fail
ptrace succeed fail
nrecvmsg succeed fail
nsendmsg succeed fail
nrecvifrom succeed fail
naccept succeed fail
access succeed fail
kill succeed fail
old stat succeed fail
setpgid succeed fail
old lstat succeed fail
dup succeed fail
pipe succeed fail
open succeed fail
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setlogin succeed fail

acct succeed fail
classcntl succeed fail
ioctl succeed fail
reboot succeed fail
revoke succeed fail
symlink succeed fail
readlink succeed fail
execve succeed fail
chroot succeed fail
old fstat succeed fail
viork succeed fail
stat succeed fail
lstat succeed fail
mmap succeed fail
munmap succeed fail
mprotect succeed fail
old vhangup succeed fail
kmodcall succeed fail
setgroups succeed fail
setpgrp succeed fail
table succeed fail
sethostname succeed fail
dup2 succeed fail
fstat succeed fail
fentl succeed fail
setpriority succeed fail
socket succeed fail
connect succeed fail
accept succeed fail
bind succeed fail
setsockopt succeed fail
recvmsg succeed fail
sendmsg succeed fail
settimeofday succeed fail
fchown succeed fail
fchmod succeed fail
recvirom succeed fail
setreuid succeed fail
setregid succeed fail
rename succeed fail
truncate succeed fail
ftruncate succeed fail
setgid succeed fail
sendto succeed fail
shutdown succeed fail
socketpair succeed fail
mkdir succeed fail
rmdir succeed fail
utimes succeed fail
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adjtime succeed fail

sethostid succeed fail
old killpg succeed fail
setsid succeed fail
pid_unblock succeed fail
getdirentries succeed fail
statfs succeed fail
fstatfs succeed fail
setdomainname succeed fail
exportfs succeed fail
getmnt succeed fail
alternate setsid succeed fail
swapon succeed fail
msgctl succeed fail
msgget succeed fail
msgrcv succeed fail
msgsnd succeed fail
semctl succeed fail
semget succeed fail
semop succeed fail
lchown succeed fail
shmat succeed fail
shmctl succeed fail
shmdt succeed fail
shmget succeed fail
utc_adjtime succeed fail
security succeed fail
kloadcall succeed fail
priocntlset succeed fail
sigsendset succeed fail
msfs syscall succeed fail
sysinfo succeed fail
uadmin succeed fail
fuser succeed fail
proplist syscall succeed fail
ntp adjtime succeed fail
audcntl succeed fail
setsysinfo succeed fail
swapctl succeed fail
memcntl succeed fail
SystemV/unlink succeed fail
SystemV/open succeed fail
RT/memlk succeed fail
RT/memunlk succeed fail
RT/psx4_time drift succeed fail
RT/rt_setprio succeed fail

! Audited trusted events:
audit start succeed fail
audit stop succeed fail
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audit setup succeed fail

audit suspend succeed fail
audit log change succeed fail
audit_log creat succeed fail
audit_xmit_fail succeed fail
audit_reboot succeed fail
audit log overwrite succeed fail
audit daemon exit succeed fail
login succeed fail
logout succeed fail
auth event succeed fail
audgens8 succeed fail
net tcp stray packet succeed fail
net tcp syn timeout succeed fail
net udp stray packet succeed fail
net_tcp rejected conn succeed fail

! Audited mach traps:

lw _wire succeed fail
lw_unwire succeed fail
init process succeed fail
host priv self succeed fail
semop_fast succeed fail

! Audited mach ipc events:

task create succeed fail
task terminate succeed fail
task threads succeed fail
thread terminate succeed fail
vm_allocate succeed fail
vm_deallocate succeed fail
vm_protect succeed fail
vm_inherit succeed fail
vm_read succeed fail
vm_write succeed fail
vm_copy succeed fail
vm_region succeed fail
task by unix pid succeed fail
bind thread to cpu succeed fail
task suspend succeed fail
task resume succeed fail
task get special port succeed fail
task set special port succeed fail
thread create succeed fail
thread suspend succeed fail
thread resume succeed fail
thread set state succeed fail
thread get special port succeed fail
thread set special port succeed fail
port allocate succeed fail
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port deallocate

port insert send

port extract send
port_insert receive
port_extract_receive
host_processors
processor_start
processor exit
processor_set default
xxx_processor_set_default priv
processor_set tasks
processor_set_ threads
host processor set priv
host_processors_name
host_processor_ priv

succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail
succeed fail

gogbdooogooooboboonog
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/etc/sec/event aliases 00 00O0O0OO0OOOO

# This is a SAMPLE alias list.
# satisfy your site’s requirements.

obj_creat: "old open"

Your alias list should be built to

"old creat" link mknod open symlink mkdir SystemV/open

obj_delete:unlink truncate ftruncate SystemV/unlink rmdir

exec:execv exec_with loader execve

obj_access: access "old stat"

"old lstat"

"old open" open statfs fstatfs \

readlink "old fstat" stat lstat fstat close:1:0 dup dup2 fcntl \
"old creat" mmap munmap mprotect memcntl SystemV/open

obj_modify:chmod chown fchown fchmod lchown utimes rename

ipc: recvmsg nrecvmsg recvfrom nrecvfrom sendmsg nsendmsg sendto accept \
naccept connect socket bind shutdown socketpair pipe sysV_ipc \
kill "old killpg" setsockopt sigsendset net tcp rejected conn \

net_udp_stray packet

sysV_ipc: msgctl msgget msgrcv msgsnd shmat shmctl shmdt shmget semctl \

semget semop

proc: exit fork chdir fchdir setuid ptrace setpgid setlogin chroot vfork \
setgroups setpgrp setpriority setreuid setregid setgid audcntl \
RT/rt_setprio setsid "alternate setsid" priocntlset

system: getfsstat mount unmount acct reboot table sethostname settimeofday \
adjtime sethostid setdomainname exportfs getmnt swapon utc_adjtime \
audentl setsysinfo kloadcall getdirentries revoke "old vhangup" kmodcall \

security sysinfo uadmin swapctl

misc:ioctl msfs_syscall fuser

trusted event:login logout auth event audgen8
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all: obj_creat obj_delete exec obj_access obj _modify ipc proc system misc \
trusted_event

i i

# adjtime is being called once a sec?

profile audit: audit_start:1:1 audit_stop:1:1 audit_setup:1:1 audit_log creat:1:
1 audit_xmit_fail:1:1 \

audit_reboot:1:1 audit_log_overwrite:1:1 audit_daemon_exit:1:1 \

settimeofday:1:1 ntp_adjtime:1:1 utc_adjtime:1:1

profile net: connect:1:1 accept:1:1 bind:1:1 net udp_stray packet:1:1 net_tcp_re
jected conn:1:1

profile _netmon: net_tcp_rejected conn:1:1 net_tcp_syn timeout:1:1 net_tcp_ stray
packet:1:1 net_udp_stray_packet:1:1

profile_auth:login:1:1 logout:1:1 auth event:1:1
profile filesys:mount:1:1 unmount:1:1
profile creat:"old creat" link mknod symlink mkdir

profile proc: setuid setgid setlogin chroot \
setsid "alternate setsid"

# Definition of catagories

# Desktop:

# Provides suggested minimal auditing configuration for a single user system. C
onfiguration provides

# monitoring of tusted audit events, no monitoring of files, or network related

events.

B D .
# This alias assumes:

# - Local access is primarily interactive login, generally limited to one user
# at a time, activity tracked and controlled by the system.

# - Individual accountability is primarily maintained by the system.

# - User related file area access is only limited by file owner choice.

# Browsing is unrestricted.

# - System related file areas are mostly readonly. Browsing is unrestricted.
# - Login uid is converted to username.

# - Access to the network is monitored.

# - Access to controlled files are unmonitored.

Desktop: \
profile audit \
profile_auth

# Servers:
# Provides suggested auditing configuration for a system which is used as a ser
ver for networked based
# applications (such as databases, web server, etc.). Configuration provides mon
itoring of trusted
# events, system files, network related files, and network related events.
This alias assumes:
-Network access is restricted to application (mail, db server, firewall,
etc.) controlled access through network mechanisms (tcp/ip reserved port,
DECnet objects, etc.) with the application being responsible for tracking
activity. Interactive access is strictly controlled by the system, activity
is tracked by the system. Application primarily handle access control,
system control is secondary.
- Local access logins are strictly controlled, activity is tracked by the
system.

F o3 I I FE I o o H

B-6 D00O0O0OODOODOODODO



- Individual accountability is primarily maintained by the applications.

- User related file area access is strictly limited to application related
files. Browsing is controlled.

- system related file areas are at most readonly for user aplication related
functions. Browsing is controlled by applications.

- Login uid is converted to username.

- Access to the network is monitored.

- Access to controlled files are monitored.

Server: \

profile audit \

profile auth \

profile net \

profile filesys \

profile proc \

profile creat obj_delete obj modify

FoF o H

# Timesharing:

# Provides suggested minimal auditing configuration for a system which is used
to support multiple

# interactive users. Configuration provides monitoring of trusted events, no mon
itoring of system

files,or network related events or files.

I F

# This alias assumes:

# - Local access is primarily interactive login, activity is tracked and
# controlled by the system.

# - Individual accountability is primarily maintained by the system.

# - Interactive logins are generally unrestricted.

# - User related file area access is only limited by file owner choice.
# Browsing is unrestricted.

# - System related file areas are mostly readonly. Browsing is unrestricted.
# - Login uid is converted to username.

# - Access to the network is unmonitored.

# - Access to controlled files is unmonitored.

Timesharing: \

profile audit \

profile auth

# Timesharing extended audit:
# Provides suggested auditing configuration for a system which is used to suppo
rt multiple interactive
# users. Configuration provides monitoring of trusted events, system files, and
no monitoring of network
# related events or files.
B L.
# This alias assumes:
# - Local access is primarily interactive login, activity is tracked and
# controlled by the system.
# - Individual accountability is primarily maintained by the system.
# - Interactive logins are generally unrestricted.# - User related file area
access is only limited by file owner choice.
Browsing is unrestricted.
- System related file areas are mostly readonly. Browsing is unrestricted.
- Access to the network is monitored.
- Access to controlled files is monitored.
Timesharing extended_audit: \
profile audit \
profile auth \
profile filesys \
profile proc \
profile_creat obj_delete obj_modify

#
#
#
#

# Networked system:
# Provides suggested auditing configuration for a system which has networking e
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nabled. Should be used in

# conjuction with Desktop, Timesharing, or Timesharing extended audit templates.
Configuration provides

# monitoring of trusted events, network related files and network related events

This alias assumes:
- Network access is through application (mail, pinter, etc.) controlled
network mechanisms (tcp/ip reserved port, DECnet objects, etc.) which are
responsible tracking activity and controlling access, and Interative login
with the system tracking activity and controlling access.
- Access to the network is monitored.
- Access to controlled files is monitored.

Networked system: \

profile audit \

profile auth \

profile net \

profile_creat obj_delete obj_modify

# NIS_server:

# Provides suggested auditing configuration for a system used as a NIS server.

Should be used in

# conjuction with Desktop, Timesharing, or Timesharing extended audit templates.
Configuration provides

# monitoring of trusted events, NIS related files and network related events.
This alias assumes:
- Network access is through application (mail, pinter, etc.) controlled
network mechanisms (tcp/ip reserved port, DECnet objects, etc.) which are
responsible tracking activity and controlling access, and Interative login
with the system tracking activity and controlling access. NIS is enabled.
- Access to the network is monitored.
- Access to controlled files is monitored.

NIS server: \

profile audit \

profile net \

profile creat obj_delete obj modify
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char szUserName []
OM_uint32 gMaj, gMin
gss_buffer_desc input_name

gss:bufferidesc display name
gss_name_t principal name
gss_OID display name_type

/* Copy the principal name into the

"walth@APPSEC.CYBERSAFE.COM";
0;

@SS_C_EMPTY BUFFER;
GSS_C_EMPTY BUFFER;
GSS_C_NO_NAME;

@SS_C_NO_OID;

GSS buffer structure */

input_name.length = strlen( szUserName ) ;
input_name.value = strdup( szUserName ) ;

/* Convert the user principal name into GSS internal form */

gMaj = gss_import_name( &gMin,

&input_name,

GSS_C_NT_USER_NAME,
&principal_name ) ;
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/* Convert the imported name to human-readable form */
gMaj = gss_display name( &gMin,

principal_name,

&display name,

&display name_type ) ;
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gss_name_t principal_name
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"host@dev007.cybersafe.com";
0;

GSS_C_EMPTY BUFFER;
GSS_C_EMPTY BUFFER;
GSS_C_NO_NAME;

GSS_C_NO_OID;

/* Copy the host service principal name
into the GSS buffer structure */

input_name.length = strlen( szHostName ) ;

input_name.value = strdup( szHostName ) ;

/* Convert the host service principal name
into GSS internal form */
gMaj = gss_import_name( &gMin,
&input_name,
GSS_KRB5_NT HOSTBASED SERVICE NAME,
&principal name ) ;
/* Convert the imported name to human-readable form */
gMaj = gss_display name( &gMin,
principal_name,
&display name,
&display name_type ) ;
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OM_uint32
OM_uint32
OM_uint32

i 32
gss_cred_id_t
gss_OID_set

gMaj, gMin
cred_lifetime_requested
cred_lifetime_received
cred_usage

cred_handle
actual_mechs

/* Get an Initiator credential from the
gMaj = gss_acquire_cred( &gMin,

0;
600
0;

i

GSS_C_INITIATE;
GSS_C_NO_CREDENTIAL;
GSS_C NO_OID SET;

cred cache */
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principal_name,
cred_lifetime_requested,
rfc_krb5_c_OID_set,
cred_usage,

&cred_handle,
&actual_mechs,

&cred lifetime received );

OM_uint32 gMaj, gMin 0;
OM_uint32 cred lifetime received 0;
i 32 cred_usage GSS_C_ACCEPT;

gss_cred_id_t cred_handle
gss_OID_set actual_mechs

GSS_C_NO_CREDENTIAL;
@SS_C_NO_OID_SET;

/* Get an Acceptor credential from the cred cache
or from the v5srvtab key table file */

gMaj = gss_acquire_cred( &gMin,
principal name,
GSS_C_INDEFINITE,
GSS_C_NO _OID SET,
cred_usage,
&cred_handle,
&actual_mechs,
&cred_lifetime_ received );
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char szHostName []
OM_uint32 gMaj, gMin
OM_uint32 req_flags
OM_uint32 reg_time
OM_uint32 ret_flags
OM_uint32 ret_time;

gss_buffer_desc
gss_buffer desc
gss_buffer desc
gss_buffer t
gss_ctx id t
gss_name_t
gss_OID

input_name
input_token
output_token
token_handle
context handle
service_name
actual_mech_type

"host@dev007.cybersafe.com";

= 0;

= GSS_C_MUTUAL_FLAG |
GSS_C_REPLAY FLAG |
GSS_C_SEQUENCE_FLAG;

= 3600;

= 0;

= 0;

= GSS_C_EMPTY_BUFFER;

= GSS_C_EMPTY BUFFER;

= GSS_C_EMPTY BUFFER;

= GSS_C_NO_BUFFER;

= GSS_C_NO_CONTEXT;

= GSS_C_NO_NAME;

= GSS_C_NO_OID;

/* Copy the host service principal name

into the GSS buffer structure
input_name.length = strlen(
input_name.value

/* Convert the host
into GSS internal form */
gMaj = gss_import_name( &gMin,

szHostName
= strdup( szHostName ) ;

*/
)i

service principal name

&input_name,
GSS_KRB5_NT HOSTBASED SERVICE NAME,

&service

/* Establish a context.
specified. In that case,

credential cache. Alternatively,

name ) ;

The default claimant credential is
the credential is pulled from the

the claimant credential

could have been acquired via gss_acquire_cred and passed

to gss_init sec_context. */
do {
token_handle =

&input_token

input_token.length ?

GSS_C_NO_BUFFER;

/* Initiate a security context with the Acceptor */

gMaj = gss_init_sec_context (

/* If there is a token to send,
then send it to the peer */
( output_token.length != 0 ) {

error condition,
if

&gMin,
GSS_C_NO_CREDENTIAL,
&context handle,
service_name,
GSS_C_NO_0ID,
req_flags,

req_time,
GSS_C_NO_CHANNEL BINDINGS,
token_handle,
&actual_mech_type,
&output_token,
&ret_flags,
&ret_time);

regardless of

SendToken ( &output_token ) ;

}

/* Clear the buffers for the next iteration */
Local_Release_Buffer( &input_token ) ;

gss_release_buffer( &tmpMinor,

&output_token ) ;
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/* Now is the proper time to check the status code */
if ( GSS_ERROR( gMaj ) {
/* Process error and exit */

/* If context establishment requires a token in response,
then fetch it from the peer */

if ( gMaj & GSS_S CONTINUE NEEDED ) {
RecvToken ( &input_token ) ;

}

} while ( gMaj & GSS_S_CONTINUE_ NEEDED ) ;

JR Ak Rk ok kkkkkkkkkkkkkkkkkkkkhkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkk /

U000o0b0b0OD0000000gss _delete sec_context () 00O
ooboooooboooboobooooboooboooboOooooboobooDbOooOoono
ooooo

gss_accept _sec context () U0 0000000000000O0O

ooooooo

context handle 00000000 0000D0O0000O00

acceptor cred handle O0o0oo0ooooooo

input token buffer ooooooooooono

input chan bindings 00000 OoO0ooooooao

ooooooo

minor_status Kerberos 500000000

sSrc_name ooooooo

mech_type gdoo0ooooboooboooon
0000 (Kerberos 5)0

output_token O00ooooooooooo

ret_flags 0000000000000 000oong
Jod0o0ooOOooooboOooooooao

time_rec g0oo0obooOoboooboooon
Oo(@ooooo)o

delegated cred handle O0o0o0oo0ooooooooaon
ooooooad

O00000DbO0000b0b00b0Ob0b0O0b0ODOgss _accept_sec_con-
text () OOOOO0ODODOOOOOOOOODOOOOOOOOOODOOO
ooooooo
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Khkkhkkhkhkhkkkkhkhkkkkhkkhkkhkkkkkkkkkhkhkhkhkkhkkhkkkkkkkkkhkhkhkkkkkxk

OM_uint32 gMaj, gMin = 0;

OM_uint32 ret_flags = 0;

OM_uint32 ret_time = 0;

OM_uint32 ctx_flags = 0;

gss_buffer desc input_token = GSS_C_EMPTY_ BUFFER;
gss_buffer desc output_token = GSS_C_EMPTY_ BUFFER;
gss_cred_id_t delegated_cred = GSS_C_NO_CREDENTIAL;
gss_ctx_id_t context_handle = GSS_C_NO_CONTEXT;
gss_name_t src_name = GSS_C_NO_NAME;
gss_OID actual_mech type = GSS_C_NO_OID;

/* Loop based on the example in

do {

draft-ietf-cat-gssv2-cbind-07.txt" */
OM_uint32 tmpMinor = 0;

/* Fetch next security context token from the Initiator */
RecvToken ( &input_ token );

/* Wait for the Initiator to try to establish a security
context. The acceptor will use a previously acquired
acceptor credential. */

gMaj = gss_accept_sec_context ( &gMin,

&context_handle,
cred_handle,

&input_token,
GSS_C_NO_CHANNEL BINDINGS,
&src_name,
&actual_mech_type,
&output_token,

&ret_flags,

&ret_time,

&delegated cred );

/* If the authentication routine forms a token to send to
the Initiator, then send it now -- before function error
checking, so that if an error token is generated, the
Initiator will receive it. */

if ( output_token.length != 0 ) {

SendToken ( &output_token ) ;

}

/* Clear the buffers for the next iteration */
Local Release Buffer( &input_ token );
gss_release_buffer( &tmpMinor, &output_token );

/* Now is the proper time to check the status code */
if ( GSS_ERROR( gMaj ) ) {

/* Process error and exit */
}

} while ( gMaj & GSS_S_CONTINUE_NEEDED ) ;

khkkkkkhkkhkkhkkhkkhkkkkkkkkkkkhkhkkhkkkkkkkkkkkhkhkhkhkkkkkkkkkkkkkkkkkk k%

UO000000000D0000Ogss _delete sec _context() OO0
0000o0o0oOoOoooO0oooOoooOoooOoooooooooooo

goooo
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goooobobooog
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6. gss verify mic() U0O00000O0O0O0OO0OOOODODOOOO
ooooooooOoooOoooooooooooo

gss get mic() OOODODODODODODOOOOOOOOO

Oo0oooooo

context handle 00o00O0o0000O0oooon
oo0oooa

qop_req 00000 Quality Of Protection
(QoP)

message_ buffer Oooooooooon

goooooao

minor_status Kerberos50 0000000

message_token oooooobooooo

oooooooooooooobbbbbbbbbbbbbboboogooo
obo0oooboo0ooooboooooboooobobooooboooobo QorPOODOO
gooooooooooboboboobbooooooooooooooon
ooooobobboooog

JREF Kk k ok ok kkk ok kkkkkkkkkkkkkhkkkkkhkkhkkhkkhkkhkhhkkhkkhkkkkkkkkx* /

char

OM_uint32
gss_buffer_desc
gss_buffer desc

gs siqopit

szMessage []
gMaj, gMin
input_buffer
output_buffer
qgop_req

"This is a test message";
0;

GSS_C_EMPTY_ BUFFER;
GSS_C_EMPTY BUFFER;
GSS_C_QOP_DEFAULT;

/* Stuff plaintext message into the input buffer*/

input_buffer.value =
input_buffer.length = strlen(
/* Create a message

gMaj = gss_get mic( &gMin,

integrity code

= strdup( szMessage ) ;
szMessage ) ;

(MIC) from the message */

context handle,

dJop_req,

&input_buffer,
&output_buffer );

/* Send the MIC token */
SendToken ( &output_buffer );

JRF kR k ki ok ok ok kk ok kkkkkkkkkkhkkhkkkkkhkkhkhhkkhkhhkhhkkhkkhkhkhkkkkkkx* /

cooboobooboboooooboooboooboobooboOobOooooooo
00 gss_release buffer () OD00D0ODODODODDDODDODODOOOO

gss verify mic() OODODODODODODODODODODOODOOOO
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goooooao

context handle

goboooobooooboogao
oboooon
goooo

message buffer gogooooo
token buffer O0oooooooodg
ooo00oooo

minor_status Kerberos5 00000000
qgop_state OoooO QorOd

gss verify mic() OODODO ¢SS s COMPLETEL OO DODOODODODODOO
oooooobooooogogooo

gooooooooooooooboobbbbbbbbbbbbooooooo
ooooobobobooooooboooooooo

JR Rk Rk ok ok ok ok kk ok kkkkkkkkkkkkkhkkhkkhkkhkkhkkhkkhkhhkkhkkkkkkkkkkkx* /

char szMessage [] = "This is a test message";
OM_uint32 gMaj, gMin = 0;

gss_buffer_desc input_buffer = GSS_C_EMPTY_BUFFER;
gss_buffer desc message_buffer = GSS_C_EMPTY_ BUFFER;
gss_qgop_t gop_state = 0;

/* Stuff plaintext message into the message buffer*/
message buffer.value = strdup( szMessage );
message_buffer.length = strlen( szMessage );

/* Receive the MIC token */
RecvToken ( &input_buffer );

/* Verify the message against the message integrity code (MIC) */
gMaj = gss_verify mic( &gMin,

context_handle,

&message_buffer,

&input_buffer,

&qop_state ) ;

JR kR kkkkkkk ok kkkkkkkkkkkkkhkkhkkhkkhkkhkkhkhhkhhkkhkkkkhkkkkkkx* /

C.7.2 gss_wrap() O gss_unwrap() O 00O

gss wrap() 00000000000 O00000O00O00O00O0O0O000O
0 gss unwrap() 0000000000000000000000000
000000000000000000000000000000000

0(@O00000000)0

gooooooooooooooboobbbbbbbbbbboooooog
goooooooobobobobobobobobboboooooooooooooon
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oooooooooogoo
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goooooao

qop_req 00000 Quality Of Protection
(QoP)O

input message buffer oogoooooooo

ooo00oooo

minor_status Kerberos50 0000000

conf_state oooooog(@oooo)o

conf_state O0ooooooooog

goooooooooobobobobbbbooooooooooooooon
gooooooooobobobobobobobbooooooooooooooon
QopPUUICDDOUIOUUODDUOODDObOOUUUODDDOODDObOODO
goooooboboooogoooobon

[k ke ok ok ok ok ok ok ok ok ke ok ko k ok ok ko ko ke k ok k ok kk ok k ok kk ok kkkkkkkk ok kkkkkk ok /

char szMessage [] "This is a test message";
OM_uint32 gMaj, gMin 0;
int conf req flag 1;
i 32 conf_ state 0;

gss_buffer desc input buffer
gss_buffer desc output_buffer

gss_qgop_t gop_req

GSS_C EMPTY BUFFER;
GSS_C_EMPTY_ BUFFER;
GSS_C_QOP_DEFAULT;

/* Stuff plaintext message into the input buffer*/
input_buffer.value = strdup( szMessage );
input_buffer.length = strlen( szMessage );

/* Wrap (Seal) the message into a token */
gMaj = gss_wrap( &gMin,
context_handle,
conf_reqg_flag,
qop_req,
&input_buffer,
&conf_state,
&output_buffer );

/* Send the message token */
SendToken ( &output_buffer );

[k ke ok ok ok ok ok ok ok ok ok ok ko k ok ok ko ko ke k ok k ok kk ok ok k ok kk ok ok ok kkkkk ok ok kkkkkk ok /

coooOooobOoooooobooooobooooooooboobOooboooDoOon
O000000000 gss release buffer () UO000O0O0O0OO0OO
obooooo

gss unwrap() 00 00000000O0OO0OOOOO
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context_handle goboooobooooboogao
oboooon
input_message_buffer O000000ooOo0oo0ooooooaon
oooooobooooooo
goooooao
minor status Kerberos50 0000000
output message buffer ooo0oo0ooooooooon
conf_state oooooo(@oooo)o
qop_state ooo0oo0 QorPO

gss unwrap() DO0O0O GSS S COMPLETEL O OOOODODODODODOOO
ooooobobboooog

gooooooooooooooboobbbbbbbbbbbbooooooo
ooooobobobooooooboooogoooo

JR kR kk ok ok ok kk ok kkkkkkkkkkhkkhkkhkkkhkkhkkhkkhkkhkhhkkhkkhkkkkkkkkx* /

char szMessage [256] ;
OM_uint32 gMaj, gMin 0;
i 32 conf_state 0;

gss_buffer desc input buffer
gss_buffer desc output buffer
gss_gop_t gop_state

GSS_C_EMPTY BUFFER;
GSS_C_EMPTY BUFFER;
0;

/* Receive the message token */
RecvToken ( &input_buffer );

/* Unwrap (Unseal) the message token */
gMaj = gss_unwrap( &gMin,
context handle,
&input_buffer,
&output_buffer,
&conf_state,
&qop_state ) ;

/* Extract plaintext message from the output buffer*/

if ( output buffer.value != NULL ) {
strcpy ( szMessage, output buffer.value );
}

JHEr KKk k ok ko kk ok ok kkk ok ok hkkkkkkkkkk ok kkkkhhkkkkkhkkkkkkkkkkkkkk k% /

coooOooobOoooooobooooobooooooooboobOooboooDoOon
U000000D0DD0ODD gss_release buffer() UO0OO0OO0O0OO0O
oooooobogo
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JHEr KKKk ok ok kk ok ok kkk ok ok hkkkkkkkkkk ok kkkkkhhkkkkkhkkkkkkkkkkkkkk k% /

/* The V2 GSS_API specs recommend setting the output token
parameter to NULL to signify that no token is to be
returned. */

gMaj = gss_delete_sec_context( &gMin,

&context_handle,
GSS_C_NO_BUFFER ) ;

context_handle = GSS_C_NO_CONTEXT;

..gMaj = gss_release_cred( &gMin,
&cred_handle ) ;

cred_handle = GSS_C_NO_CREDENTIAL;

JREF kK kk ok ok ok kk ok kkkkkkkkkkhkkhkkhkkhkkhkkhkkhkhhkhhkkhkkhkhkkkkkk k% /
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OM_uint32 gMaj = 0;

OM_uint32 gMin = 0;

i 32 done = 0;

i 32 prompt state = CSF_GSS_C USER _STATE NULL;
int optCount = 0;

gss_buffer_desc user_promptl = GSS_C_EMPTY_ BUFFER;
gss_buffer_desc user_labell = GSS_C_EMPTY_ BUFFER;
gss_buffer_desc responsel = GSS_C_EMPTY_ BUFFER;
gss_buffer_t user_prompt = &user_promptl;
gss_buffer t user_label = &user_labell;
gss_buffer t response = GSS_C_NO_BUFFER;
csf_gss_user t gss_user = CSF_GSS_C_NO_USER;
gss_OID prompting mech = GSS_C_NO _OID;
csf_gss_mech_opt_desc opts[10];

char buff [256] ;

time_t pwd_exp_time;

/* Set up the csf gss acg user options */

opts [optCount] .mechOID = rfc_krb5 c_OID;

opts [optCount] .id = CSF_GSS_C ACQ USER OPT FORWARDABLE;
++optCount ;
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opts [optCount]
opts [optCount]
opts [optCount]
++optCount ;

opts [optCount]
opts [optCount]
opts [optCount]
++optCount ;

opts [optCount]
opts [optCount]
++optCount ;

opts [optCount]

/* Acquire the

.mechOID = rfc_krb5_c_OID;
.id = CSF_GSS_C_ACQ USER OPT LIFETIME;
.val = "10h";

.mechOID = rfc_krb5 c_OID;
.id = CSF_GSS_C _ACQ USER _OPT_ RENEWABLE;
.val = "48h";

.mechOID = rfc_krb5 c_OID;
.id = CSF_GSS_C_ACQ USER OPT DES3;

.mechOID = GSS_C_NO_OID;

user context */

do {

gMaj = csf_gss_acqg_user( &gMin,

principal_ name,
rfc_krb5 c_OID set,
opts,

response,
&gss_user,
user_prompt,
user_label,
&prompt_state,
&prompting mech,
&pwd_exp time );

/* Check whether user needs to provide more information */

if

break;

break;

break;

( gMaj & GSS_S_CONTINUE_NEEDED ) {

switch ( prompt_state

{
case CSF_GSS_C_USER_STATE_PASSWORD NOECHO:
case CSF_GSS_C_USER_STATE_PASSWORD_ECHO:

printf ( "Password information is requested...\n");
case CSF_GSS_C USER STATE CHALLENGE NOECHO:

case CSF_GSS_C USER STATE CHALLENGE ECHO:

printf( "Challenge information is requested...\n");

case CSF_GSS_C_USER_STATE_OTP_NOECHO:
case CSF_GSS_C_USER_STATE_OTP_ECHO:

printf( "OTP information is requested...\n");

default:
printf ( "Unrecognized prompt state.\n");

}

printf ( "%$s\n", user label->value);
printf ( "Enter %s", user_ prompt->value);
fflush(stdout) ;

response = &responsel;

fgets (buff, 256, stdin);
response->value = buff;
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response->length = strlen(buff);
buff [response->length - 1] = "\0’;

else {
done = 1;

}
} while (!done);

/% ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko ok ok ko k kb k ko ko ko bk ok k ok ok ko ki k ok /

Co2 Ooooono

ggodoooooooooooooooooobobboboobobobobbbbb
oooooooobobobos0o0ooooooooooboboboooobobbbo
oooooooooboobobobobbbbbbbbbooooosboboog
gooooooooooboobobobobobbobob sguooooooooooo
gooooooooooobobobbbbbsbobobbobbbbbbbbonon
oooooooooooobooboboobobobobobbbobObbbbbbobobno
gooooooooooobooboosbobobobobobobobobobbbbbbbn

coobooboobosboobooboooooobooboooooooooboon
O0ooooooboobobOooOOobOOoboDOooOOoooooooDbDOooOonon
ocobooboooboobobooOoooooboooOooobooobooDbOoooono
ocobooboooboobobooOoooooboooOooobooobooDbOoooono
OO0ooooooOoobDOooDbOoobOOoobOOoboboOobooOoOoboOooonon

OO0ooO0ooil1000s500000000b000000GSsOOoOOOO
00000 gss_init sec context () O00OO0DOO KerberosOODO

O00000000000000DB0000Ocontext_handle0DO0ODO

0 ess ¢ NO CONTEXTUUOOUOOODOOOOOOOODOOOOOO0O

Kerberos O OO 0" Credentials Not Found (D OO0 O00OO0OOOOOO)”

(1600 cooo1507) 0000000000 DOOODOODODOOODODBODODO
gss_init sec context () UOODODODODOODOODODODODODODOOOO
O0ooooooboobobOoOoooobobOoobOOooOooooo (TeT)boo
ooooooooooooooooboobDooo

CO93 DES3 U 0UOLON

Application Security SDKOODESO OO DES300000O0O0O0O0OOO
gooooooooooggooogooooooooooooooooo
oooooobooooooooon
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DESIU0OO00O0OO0OO0OO0OO0ObOO0ObObOOoOobObOooboboooDboOooD
ooooobobooooogoooon

- OOOODODODODODDODODODOOO TrustBroker Security Server [1 DES3
ooOooOoodooooooo

- OJOODODODODODODODODODOOOOOOOOOOOOOOOOO0O0040g
oooooobooo bESIODO0OO0ODOOO0ODOOODOODbDOOn
oooooooooooobobobobobbbbbbbbboooooo
ODESSOOOO0OO0OO0OOOOoDObObOOOOn

- UJ0O0OODOOCDOODODESIOOOO TGTOOOOODOODO
00000 D00000D0cest gss acqg user() DODODOOO0O
cooboooboboooboooDbESSOODOOODODOODOOODODn
oooooooooono

- JO0OD0OODOOODOODODDODOO0OO0OO0OO0O0O00O0O0O0OUOOUODODOOOD
DES3I 0000000 DDOOOOO

coooOdHPOODOOOOOOOOODESIODOOODOOOOOOCOOO
O0oooooooooboobooooOoobooboOooooooboOoDOonDoOooo
O0o00ooo0oooboobobDOooO0oOoOoobooooOooooboOobDOoo0O0n0DES3
OO0 DESOOO0ODOO0OOCOODOOOOOOOOOOODOOOOODOOOO
csf _gss _get context options() UUOUOOO0O0OO0O0O0O0O0O0ODODODODO
DESO DES3SOOO0OO0ODOODOOO0OO0OOOCOCOOOODOOO

C.10 GSS-APIO OO ooogond

GSS-APID 0000000 DOO0OO0OObOOoOOobOOoobobDoOooDOo 200
goooooopooooooboboboobbooooooooooooooon
O0ooooboboO0oO0O GSS-APIODO0OO0Ooooboboooooooon
oooboooooo

ooo0ooboboOooobOoGSs-APIDOOOOODOOODOoOODbDOOOn
oboo0obO0ooob0ooobO0o@Wo)obDboobbUoobobooooboog
O3000000b0bboo0o0oooooboooo

goboboooobooogobooobooboboooobooooon
GSS ERROR() UODOO Kerberos5 00 00OD0OO0OO0ODODOOODODOOODOO
oooooooobooobobobobbbbbbbbooooo
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dodooooooooooooooooDDDbDbDDbDDbDDOD GSS_ERROR( )
goooooooobobobobobobobobbooooooooooooooon
oooooboboooooooooboobooooooobbooooog
goooooo

od

OO0000000Gss ERROR() DOOOOOOOOOOOOO
gooooooooobooboobbbbobbbbbobboo

GSS_ ERROR() DOOOOOOOO (DO)bOOoOODODOOOOOOO
goooooooooobobobobobobbooooooooooooooon
goooooooooobobobobobobbooooooooooooooon
goooooo

JR Ak Rk ok ok ok ok kkkkkkkkkkkkkkkkhkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkk /

OM_uint32 status_value = <--- value passed in to test
OM_uint32 majErr, minErr = 0;
OM_uint32 message_context = 0;

gss_buffer desc status_string GSS_C_EMPTY_BUFFER;
if ( GSS_ERROR (status_value) ||
GSS_SUPPLEMENTARY INFO (status value) ) {

/* First process the Major status code */
do {
/* Get the status string associated
with the Major (GSS=API) status code */
majErr = gss_display status( &minErr,
status_value,
GSS_C_GSS_CODE,
@SS_C NO_ 01D,
&message_context,
&status_string ) ;

/* Print the status string */
printf( "Major status string: %s\n",
(char*)status_string.value );

/* Free the status string buffer */
gss_release_buffer( &minErr, &status_string );

} while( message context && !GSS_ERROR( majErr ) );

/* Then process the Minor status code */
do {
/* Get the status string associated
with the Minor (mechanism) status code */
majErr = gss_display_status( &minErr,
status_value,
GSS_C_MECH CODE,
GSS_C_NO_0ID,
&message context,
&status_string ) ;
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/* Print the status string */
printf ( "Minor status string: %s\n",
(char*) status_string.value );

/* Free the status string buffer */
gss_release buffer( &minErr, &status_string );

} while( message context && !GSS_ERROR( majErr ) );

}

JR kR kkkk ok kkkkkkkkkkkkkkkkhkkhkkkkkkhkkhkhhkkhkkhkkhkkhkkhkkhkkk /

ooboooooobobboooooooobbooooooobbOoogo
gss_1init sec context () ODOOODODODOOOOOODODODODODOOOO
0000000000000 000b0b000O0gss _init sec context ()
oboooobbooooooobooobooobooobooobooooo
0000000000 DOO0O000000O0DDO gss unwrap() OO
oObo00o0obO000obO0o0o0ob0oooObOoooObUoobobooboooo
oobooobooooooooboooobooooboooboOoboDbOoOoo
oobooooooooobobobooooooooo

oooooooooooooboboboboboboboboobobobDbbbbbb AND
goooo0oooobobo0oooobo0oooobDbbDOgss unwrap() OO0
gooooooooooboobbbboboooooooo

/% ok ok ok ok e ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko ko ko k kb ko k ko ko k ko k ko k ko ki k ok /

major_status = gss_unwrap(. . .);
if (GSS_ERROR(major status)) {
/* An error has occurred. */

if (major_ status & GSS_S _DUPLICATE TOKEN) {
/* The token is a replay of a previous token. */
printf ("Warning: Replay detected\n");

}
}

JR kR kkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkk /

gbgobgboooobogb

KerberosOOOODOOOOOOOOOOOOODOODO include/csf/sts0
00 include/csfes/sts 0000000 .heOOOOOOOOOO

00000000000 00000000000000000000000
00000 Kerberos 0000000000000 00000O00000O

000000000000000000000000000000000

00 (#define 100000 0)0
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OCO000O0D0O0OD0O0OD0O0OO0OKerberosO0O0O0ODOODOOOOOOCODOOO
ooooobobobooooooboooogogooo

ciiuugbuogboon

Application Security SDK OO OO OOOOOOOOOCO/MOOCOOQOO
OooooooobobobobobobobDbDbDbODbDbDbGSS-APIODOOOOOoOOO
ObO000obO0o0o0oboooooogoDoGGSs-APIDOOOOOOOOO

® gss_accept sec_context ()
® gss acquire cred()

® gss_delete sec_context ()
® gss display name()

e gss display status()

® gss_export sec_context ()
® gss get mic()

® gss_import name ()

* gss_ import sec context ()
® gss init sec context()

® gss_inquire context ()

® gss_inquire names for mech()
® gss oid to_str()

® gss_release buffer()

® gss_release cred()

® gss_release name( )

® gss release oid()

® gss release oid set()

® gss str to oid()

® gss_unwrap( )

® gss verify mic()

® gss wrap ()
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goooooooooobobobobbbbooooooooooooooon
gooooooooobobobobobobobbooooooooooooooon
gooooooooobobobobobobobbooooooooooooooon
obooobooooboooobooboboooboDbOooDbDoOg 200000
O0oo00(@OooOooo0oooOoobDOoboboO)yobooobOoo 200
oooooobboooog

ggodooooooooooobooboboobbobbbbbbbi1bbbbonog
goooooooooobDi1iooooboboboobobobobobobbobbbbbn

1. TCP/IPOODOOCODOODODOO

2. (DOOOODOOCODO)OODOOOODOODO Gss-APIDOOO
goooooooooooooboboboboboboobobobobobbbo

3. UbbOooboboobooboboobboobooobooobobooon
ggdodooooooooooooboooooobobboboobobbobobobbbb
cOoooooooDOooOooOo(@obooobO)yooooooooooo

4 [pDUODOOO@OODOODL)ODOOOOUODODOD@WDOODO)YOOO
oooooboboooooobboooo

5, 00OO0O0O0OOO0OO0OO0OOO0OOODOOODOOODOOODDbDOO(@OoOo
ooO0)0DooooObOOoOobObOoOoobooboboooo

6. 0000000000000 0O00O0O0OoOoOooDoDooOoooboooog
gooooooooooooooboooboobobooboboobbbbo

7. 0oobooOoOO0o0o0o0oooboooboooooooboboboboogg
goooooboboooo

8. DOUODOODOODODOTCPNIPODOODOOOOGSS-APIDODO
oooooooon

goooooao uo

gss-server.c goobbooooobboooon
gss-client.c goooboobooooooboooooobo
gss-misc.h goobOboooooboooooon
gss-misc.c goooooooboooobooboo
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goooooao uo

Makefile CPQ ooboooobobodg

README 0oooooon

doddooooooesSsiiiiiiiioooooooo
oooooobooooogooo

C-44 GSS-APIOOD0OOODOO



22472k

D347 0 MERRDEE

gss_acquire_cred()

aVTXFR NOEEA

gss_init_sec_context()

Ayt—TDIv T

gss_wrap()

Ay tE—T D]

i

Sock_SendToken()

VT XX MEIRR

gss_delete_sec_context( ) [~~~

EHEIRAER

gss_release_cred()

~—— Sock_RecvToken()

H—/\

Y—NERRDOEF

gss_acquire_cred()

AVTEIAMDZITAN

~J gss_accept_sec_context()

Ay t—SORE

AvE—CD5 Yy THER

gss_unwrap()

VT XX MBI

gss_delete_sec_context( )

SRR

gss_release_cred()

ZK-1834U-Al
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Clil JOOooooboboobonb

HPOOOOOOOOoOoooooooooboooobobobDbDbDbDbODbDbObooo
goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
00 0O makefile (Makefile cPQ)OOODOOOODOOOODOOOODOOOO
ooooooobobobobobobbobo0ooooouooooo

OO000OO00OODO0O0C0OC0OO0OO0ODOO makeOODOODOODOOOO

goooooobooooboboboooooooouooooooboon
oooogd

# make -f Makefile CPQ
0o0o0ooooooooooooooooooooan

# make -f Makefile CPQ OPTDEBUG=-g2
Od0o00ooooobooooooooooboooooooooon
agoooad

# make -f Makefile CPQ clean

Cli2 Jboopooboobooobo

ooooobobbooooooobon

oooooooooooooobooboobbboboboono
oooobooboooooooooo
ooooobbobooooooooobon
gooooobobooogooobooooooon
gooooobboooogoooobon
gooooobobboooogooooboobon

Cli21 0OOOO

gooooobobooboooooooobobooooooooboboboooog
goooo

1.

oooooboboobooooogoooobon

U0o00b0o0boob0buo0bobd0ild host/host_name@REALM
OO0Q0O0OO0D00OD0O (hoest name 00 O00O0DOODOODOOOOOO
OdddreaiMOO00Oooooooooooooobobobobbbboo
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0000000 host/host nameeREALM U U U O U00OO0OOOO
(KDCO)OOoooooooooooooboo

2. DO0OO0OO0OOooooboboobooooo

oooobooboboooooobobooooooobboooogogo
(vssrvtab) OO DO OOODOOODODOOODOOODOODODOOO
ggodooooooooooooooooboobboboobobbobobobbbb
oodoooooooooooobooobooboobooobooboobbbob
oooooboboo0ooooooooo

3. 0000o00ooooooooooooooooooooooooog
goo

U0000o0o0o0oDbDDDbDDbODbO0ODservice name DO 0OO0ODODODOOO
00000000000 0000000000 (/krb5/vssrvtab) O
O00Ogss-server 0000000000 O0OODODOOOOOODOONO
000000D0O0O0oo0o0oOooooog ® sampleeserver” OO
Kerberos 0000000 “ sample/KDChost .domain.com@REALM’
ooooogo

Cli22 ODOOOOOOOOODOO

gooboobbogoobooobuooboboobobooboooboobobon
gbooo0oboooboooboobooobooboboobboooboon
gooooooooooobooboboobobobobbbbobbbbbbbobobono
gooooooooooobobobbbbbobbbbooobobbbbboboo

ooooobo/obooob0bOoobObOoboDOoOooboDOoOoobDboOoooDooboOoo
goooobobboooooooobooo

000000000000000000000
e service name—" serviceehost” O UOODO GSS-APIOODOOO
oooooooooooo

# gss-server sample@REALM
go000ooobbooooobobooooboooobobo

host gooooboboooogo

service_name 0000000000000 000O00

GSS-APIOOOOOooOoO c-47



msg

gss-server [0 gss-client0 000000000 004d
OO0Ogssclientd 000000000 OOOOO
DO000O00oOooOoOoOoOoOdgssclientd0odOd
00000000 00o0o0ooooooooDon
oooooooo

gooooo

gooooboboooooobobooogobon
gooooooboooo

# gss-client unixl sample@REALM "Hello
Kerberos"

C.li23 J0DOOODOOODODODOO@oOOO)

ooooooooooooobobbbbbbbbbbbbbbooogooo

gooooogooo

-port

-once

-inetd

-export

-logfile

y o or o
WDDD
o OB 0O
_|
0
)
O

Oog On O OdOo
Oop gt

ooooo
y0oooooo

n

o O QOO0

@ O otono ol o
Oap 0000 ob g
oy,po obog ob
0% o obogp oU

X O O

R

=}
oo obBdg ob

o
Q.
o
c
=,
o4O O

e

oo oo O0Oog OO g

gooooooon

OO gwepo gooe
oo O

oo OO oOopg ob o
oo O

oo O

Own

O

O

O

Cli24 OJOOOOOOOOODOOCODODO(@mOOO)

goodoooooooooooobobbbbbbbbbbbbooooooo
gogoooobboood

-port

-mech
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C.11.3

-d Joo0D00oooOooooOooooog
Kerberos GSS-API O
TGTOOOOOO
oooOooooo

-f00000000

O

3
[}

0o Oo Oa
oo

|

O

i

|

|

|

|

i

goooo

-q

-ccount

Oo Oo OO

-mcount

O 0Og Oogo O

]
ot
o

-na

-nw

O
X O
O
O
O

[ O O
oo O g

-nx

-nm

OOo o dOogo OOg
OO 0O dOogo OO0
OO 0O Oo OO0
oo 0O !
oo 0O g
oo O O

ggodoooooooooooooooooobobboboobobobobbbbb
oooooOo/o0o0oo0oooooobOooOobooboUoboooooo

# gss-server
Usage: gss-server [-port port] [-verbose] [-once]
[-inetd] [-export] [-logfile file] [service name]

# gss-client

Usage: gss-client [-port port] [-mech mechanism] [-d]
[-£f] [-g] [-ccount count] [-mcount count]
[-na] [-nw] [-nx] [-nm] host service msg

googbogboouogn

0o0o00oooooooooooooboooobooooooooooao
0o0o0oooooooouoooooooooooooooooooon
0d0o0oooooooooooooooboooooooooooooooa
# gss-server -verbose -once sample@REALM

Server waiting:

Received token (size=600):
60 82 02 54 06 05 2b 05 01 05 02 01 00 6e 82 02
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47 30 82 02 43 a0 03 02 01 05 al 03 02 01 Oe az
07 03 05 00 20 00 00 00 a3 82 01 56 61 82 01 52
30 82 01 4e a0 03 02 01 05 al 15 1b 13 43 59 42
45 52 4e 54 2e 5a 4b 33 2e 44 45 43 2e 43 4f 44
a2 28 30 26 a0 03 02 01 03 al 1f 30 1d 1b 06 73
61 6d 70 6c 65 1b 13 63 79 62 65 72 6e 74 2e Ta
6b 33 2e 64 65 63 2e 63 6f 6d a3 82 01 04 30 82
01 00 a0 03 02 01 05 al 03 02 01 01 a2 81 f3 04
81 f0 8e 80 d6 1d b4 11 51 61 75 24 f4 e4 96 c5
db 1b ba 94 be ¢l 60 11 la 24 c¢3 13 ae 22 50 90
e2 ba 18 7b 9e 8f 6a 42 ca fa 96 b8 cf f0 8c 3f
b8 ea 33 e9 21 24 ab ab e2 7e 4a 90 ee 75 93 11
99 4e 15 ad 2e 47 83 5b de 74 eb b7 92 ad 86 eé6
27 f£d c0 02 13 6d 56 38 3d 7e 80 dc ea a0 1lc 79
37 34 6f fa 4b dc 79 ed 2b ee ef 93 37 ae 6c 1f
2c 83 62 ¢l 7a 0b 5a aa 10 47 e4 70 1d 31 9c 2c
24 ee 8e 69 4a e2 c2 cd 7e 52 d4 ff 19 de d4 77
e9 ee 78 19 e8 2d 5b 31 5c a0 89 28 f5 b2 e2 ef
bf 2a 12 b5 1b 88 e3 e8 a3 21 5b d5 93 al 21 44
77 e8 el 71 £3 2f b8 el 06 20 fe 21 42 9a f5 bf
e3 7b 55 76 a2 54 34 05 43 14 0b aa 2e d2 da 91
31 02 8d 65 53 fe 4d 32 b6 be 31 6f b2 7c d4 77
bb 87 0f 85 6d 61 8d 2c 21 e8 be 3d fb fd a7 72
bd 71 a4 81 d3 30 81 d0 a0 03 02 01 05 al 03 02
01 00 a2 81 c3 04 81 cO0 aa bl ae d7 0a 9b 75 c9
ce ca b4 bl 1d a4 a4 4b bc 3a 73 4d b8 9e cO0 fb
51 44 8a 67 8d ad 25 87 6e 66 ed bf d7 fb fc bl
6b 38 89 74 2b f8 eb 04 be 76 70 03 e3 2f db 7d
15 53 53 9e 8d e4 f1 al 60 be 01 33 42 90 60 a5
4c 75 dd af af 64 75 86 5a f£8 25 57 cl 22 bc 12
bl 54 c9 cl 0b a6 27 c0 44 2a 84 48 a6 6a 00 62
£8 4d d7 27 9e 35 a5 74 2c 8f 04 cO0 a8 c4 48 bé6
d9 52 84 40 5b 19 fe 4d bf eb 07 d0 e0 f£9 46 8c
72 5b bc df d0 0Oe 55 4a e2 e8 39 10 83 63 9f 02
cd 07 8b 00 £f9 d6 46 77 29 6d 13 64 e4 3c b3 53
£7 46 12 9c 88 8b 5d e6 9e 05 f2 £f7 6d 4e d8 15
dd eb 9b a6 37 28 77 9a

Sending accept sec context token (size=107):

60 69 06 05 2b 05 01 05 02 02 00 6f 5e 30 5c a0
03 02 01 05 al 03 02 01 Of a2 50 30 4e a0 03 02
01 05 al 03 02 01 00 a2 42 04 40 bl 61 8f 22 03
93 d2 d4 df 6f 6e 19 99 99 68 64 78 53 27 22 8a
c4 e8 42 b3 b5 23 3f 5d 0d 6a 6d 87 42 7b ca 8b
10 13 ff 34 66 23 cf 75 a0 24 e9 4a a7 dé6 cd 9c
e2 a5 1b 98 55 02 ba 85 e8 3c b3

context flag:GSS_C MUTUAL_ FLAG

context flag:GSS_C REPLAY FLAG

context flag:GSS_C CONF_FLAG

context flag:GSS C INTEG FLAG

Accepted connection using mechanism OID { 1 2 840 113554 1 2 2 }.
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Accepted connection: "user@REALM"

Message token (flags=228):

60 57 06 05 2b 05 01 05 02 02 01 dd fa de fa ff
ff e7 ad 91 9a ca e2 08 aa 32 27 86 fa 8a 0c 17
44 18 9c 8c 7b f4 65 8c 63 88 6f be 70 £0 a8 ef
95 17 da 92 48 44 e6 70 1lc 4a 80 97 cO0 £3 d3 34
39 1f 03 b3 55 df 50 75 £0 40 9d 8a 9b 5d 0f aa
3d 6b a0 c6 6d 34 42 29 58

Received message: "

Hello Kerberos.

I am a text file.

n

NOOP token

#

O000o0b0DbDD0O0O0000obDD test00DOOOO0OOOOODODOO
goooooo

# gss-client -f unixl sample@REALM "test"
Sending init sec context token (size=600)...continue needed...
context flag:GSS_ C MUTUAL FLAG
context flag:GSS_ C REPLAY FLAG
context flag:GSS_C CONF_FLAG
context flag:GSS_C INTEG_FLAG
"user@REALM" to "sample/host.domain@REALM", lifetime -1,
flags 1b6, locally initiated, open
Name type of source name is { 1 2 840 113554 1 2 2 1 }.
Mechanism { 1 2 840 113554 1 2 2 } supports 7 names
0: 1 2 840 113554 1 2
2 840 113554 1 2
2 840 113554 1 2
2 840 113554 1 2
18 18 18 18 18 18 1
: 2 840 113554 1 2 2
6: 1 2 840 113554 1 2 2 2
Signature verified.

#

1
1
1
1

1
2
3
4
8 18 18 18 }
1

R o R R R

uaos w NP
el e L e L

}
}
}
}
1
}
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