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Od00d00do0o0o0o0o0oU0oU0ooU0oooOooo0oooooooooon
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Windows NT Version 400 000000000000 DOOOOOASUO
0 Advanced Server for UNIX OO OO OOOOO/Z000000 OO0
oooooon

146 IPsec 00000

IPsecO0O00OO0OOTCPIPOODOOOOOODOODOOOOODODODOO
gooooobimipPOO0o0oooooboooooobobooooon
oooooboboboooogo

IPsec 000000 IPOOOOOOOOOOO0OO00000O000000O
goooooopooooooboboboobbooooooooooooooon
OoooooopobooboboobobDbDbODO wprseconooOO

IPsecU000D00DO0O0O0O0OOODODDODOOOOOODOOOOOOOOO
gooooogooo

1.47 SSLOCDSAO OO GSS O API

SSL (Secure Socket Layer) APIO CDSA (Common Data Security
Architecture) APIO O O O GSS (Generic Security Service) AP0 0000
OAPIOOOOCOOCOCOOOOODOODODOOOODOODOODOOOOO
O0C0000O00O0bO APIOCOOOCOOOOOODODODODOODOOO
000000000oDOO0DO0oOoodoooDOooooooooDooooog
000000000000 DOO0 APIODOOOODOOOOOOOODOO
O0oo0o0oooOoooDooo

- CDSAOCOOODOODOODOOOOOOODOOODODODOOODOO
oOoooooooOooOoOoOoo0ooOooOoobDOoDOoDOooOooooo
OO00000O0OD0D0O0O00O00C0OO00OO0DOODODdCessSM (Common
Security Services Manager) API 0000 CDSAODODOOOOOOO
oCoOoooOOoobOOboboOooDOoon

- SSLAPIODOOO WebhOOODOODOOOOODOODOODODOD
dooooooooooooobbbbobobobooboo

- GSSAPIOOOOOODODOOOOOODODOOOOOOOOODODODODOO
oodoooooooooooooooooboboboboobobobobobobbob
gjodoooooooooooooooobobbboobbobobobbbb
gogodoooooooooooboobooboobboobobobobbbbb
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15 00ugogogbanoouooooan

True4 UNIXODODOOODO1000000000000000000000
O0DO0O000True4UNIXOODODDOOOOOOOODDOOOOOO
O00O0O00oOoOoooDoobO (SsIAODDODbOooooboobbobbooooo
oooooooooooobbbbbbbobooooooosiIA0O0QOQOO
gooooooooooboobobobobobbooooooooooooooon
gooooboboboooogooooboboooooooobobooboooog
oooooobooooogogooo

SIA0DD02000000000000000000O010D0O00DOOO
gooooooooooobooboboobobobobbbbobbbbbbbobobn
gooooooobobobobobiliooooooobooboboboooobobobbbo
goooooooooooboboboboobobobobbbbobbbbbbbobobono
gbooobooobooboboobooobooboboooboboooboon
SIAD0000DOO000DbOO00oooOo0ooooboooooooobooooDoog
oooooooopoobobooobosiA0bObOOOoo0ooooooooooog
gooooooooboobobobobbbbbbbbbooobbbbbboboboo

ggodooooooooooooooooobooobobbooboobobobobbbbb
gooooooooobobobobobobobboboooooooooooooon
gooooooooobobobobobobobboboooooooooooooon
obo0oob0ooobbooooboobboOoobobOooobDOoOooD sIAb
gogoooobobooog

Trued UNIXOODOODODODOOOOOOOOOooooooooooo
- libc.soOODOOOODOO(BSD)OOODOOOODOOODO (DO)O

e /usr/shlib/libsecurity.so0000000000O0O00DOOOO
oodooooooobobosre2secbbnDbDbDbOOOOOOO
ooooobooooogooo

= /usr/shlib/libsialdap.so0 00000 LDAPOOOOOOOO
OOOSFLDAPAUTHO DO OOO osrFssow2k 00O OOODOOOOO
gooooboooooooooo
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e /usr/shlib/libcsfkb5siad.so0 00000 KerberosOOOO
O000000O000OosFssow2kJ000O00OOOOOOOOOOO
Oo00oOoOooooooono

SIAD0000DOO000OO0oooooooboooooooooooooog
oooooboboooooooobbboooo

- JOOOOOO
- JO(@CODOOOOO)DOOOOO
- JOOOOCfingerOODODDOOOOOODODO

SIA0DO0O0OO0OO0OOO0OOOO0OO0O0000000o0ooooooobbbobooboo
goooooopoobobobobobobobobboboooooooooooooon
gooooogoo

SIADOOOOOOO0DO0D0O0True4 UNIXOOOOO TruCluster Server 0 O
0d00O000bO000doObOO0o00ooOoOoo0obOoDO0oOoooOobooOoOooDo
O KerberosOOODODODDODODOOOOOODOOOOOODODDOKerberosO O
0000000000 0obOo0ooooooooooooooooOooon
00000 /ete/passwd DO OOOOOOODODODO BSDOOOOOOOO
0d00O000obO0o0d0ooObOO0o0oO0obDO0Ooooo 110O0sIAOODOOO0
ooooOooooad
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Ul1-1:000goooooboboogogo

BHEHOEXL) T ARITHBELET TUS—2 3>
BEVA—TFTasUT«
telnet, ftp, login, dtlogin, dxsession, rsh, rcp,
rlogin, passwd, su,chfn, etc.

SIA (sia_*()interfaces) [libc.so]

SIA (siad_*()library modules)

/etc/passwd
/etc/group
/var/yp/src/passwd
/var/yp/src/group

Y

/tcb/files/auth.db LDAP keytab
/var/yp/sre/prpasswd Fryia
T—EY

LDAP H#—/\

POT47-T4LOH)

ZK-0685U-Al

151 SIAd000O0oooood

OO00O00D0O0OD00OD000000 (passwdd chtnOchshODOODOOOO0O)
gojodooooooooooooooobooobooobobobbbbbboobno
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goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooooooooooboooboobobobobbbbobbbbbbbobobono
ooooobobooooogoooon

chinO0OD0OO0O chshOOODO fingerOOOOOOOOOCOOODOODOODO
ooooobboooooooooboobooooooobbooooog
gooooooooobobobobobobobboboooooooooooooon
gooogoooboboogoooo

passwd 000 0O0O0OOOO0O0DODOOOOOOODODOOOOOOODOO
gooooooooobobobobobobobboboooooooooooooon
goooooooooobobobobobobooooooooooooooon
gooooooooobobobobobobobboboooooooooooooon
ooooobobooo0o0oobboobooooooobbboolroooboobo
gooooogoo

ooooobobooo0oogoooobbooooooobbooooog
ooono

152 SIA0O0OO0

SIA000O0OO0OO0O01000o0oboboooooobobbooooooobon
goooooooooobobobobobobbooooooooooooooon
goooooooooobobobobobobbooooooooooooooon
oO00o0obO0o0O0bO0o00obUoOobObUoobobUoobobooobog @o)
obo0o0obO0ooobooboooboooobosIAO0DDOooooDogon
obz20000000000D0O00O0DOOODOOODOObODOOn
goooooopooobobobobobobobbooooooooooooooon
gooooooooobobobobobobobboboooooooooooooon
oboooobOooooooobooooosIACbOooobooooboogn
gooooooooooboboboobbooooooooooooooon
goooooopooobobobobobobobbooooooooooooooon
goooobobboooogooooboboooooo

goodooooooooooooboobbbbbbbbbbboooogoog
goooooopooobobobobobobobbooooooooooooooon
goooooooooooboboboboobobobobbbbobbbbbbbobobono
gooooooooooboboboobbooooooooooooooon
obooobOooosiIAb0d0ooDooooooooDoooooooDoogoon

goooooobobono 1-21



goooooooooobobobobobobbooooooooooooooon
gooooooooobobobobobobobboboooooooooooooon
ooooooooobobobobobOoooooooooooooooosiIAbDD
goooooopooooooboboboobbooooooooooooooon
O0oDoOO000o0o0oooboOobDbO0oooOooOoDTrue4UNIXOOOODO
oooooobooooooobobbobooo

/etc/sia/matrix.conf UOOOOOOSIAODDOOODODODODODOO
o0o0o0o0o0oO0oO0oO0o0oOooooosIACODbOOobObObObbobbooo
UO00Omatrix.conf U0 000000000000 0O0O0O0OODOO
O00Omatrix.conf 000000 SIAODODOOODODOOODOO
/usr/sbin/siacfg00000O0O0O0OOOOOODODODOO

matrix.conf 000000000 0OO0O0OODOOOOO0OOODOOOOOOO
Usiad *() 0 100000000000O0000O000DO0O0O00OO0
O0DD0O@DODO mech type) D0 O00O0O0OODODOOOOOOODODODO
O0ooobobD0O0o000o0oDbbo00O00 matrix.conf 00O D000
ggooooboboood

siad init=(BSD, libc.so)

siad init0000000BSDUUOOOODODOD1libe.so O siad init
obO0oobO0ooobOo0ooobobb0ddlibe.sod0ooooooonon
O0oboooooooooboooobooobooboooooooobooDbOoDOoonOon
oobooboooooooobooooobooobooboOoooooOooDoOooDoOooo
ooboooooboobi10000O0o0boOobObDOOObOooboOon

siad init=(OSFC2, /usr/shlib/libsecurity.so), (BSD,libc.so)

O00000000 libsecurity.so0OUOO0OO0O0ODOO siad init 0000
000000000 1libe.soODOOD0OOOOOOOOOOOOOODOO

sia *() 0000000000000 O0OO0O0OOCOOOOOOOOOO0O0O0
OooooooboobobOooOOobOoboDoDoOoooooooDbDOooOonon.

OO0oooooboooooooOoooobooooboooboobobooBsDOOO

ooooooboogo

od

Tru64 UNIX Version 5.0 0000 siacfg 000000
0000000000 0Omatrix.conf 0000000
ooboo0ooobooobooobooooboooobo
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0000000 DOO0oO0ooooooooooooooan
00000000 /ete/sia/matrix.conf OO 0O OO
O0O000ODO (/ete/sia/bsd matrix.conf OO OO0
/etc/sia/0OSFC2 matrix.conf 00 O0O0O0)00O000O0O
ooooooog

Trus4 UNIXODOOODODOOODODOOODOOOlibe.soOOOOOOOO
OO0BSDOOOOOOOUODOODOODOOOOO matrix.conf OO0
00000000000 1100000 matrix.conf 0000 O0O0ODOOO

0 1-1: 0000 Jete/sia/imatrix.conf 0 00O 0O

# sia matrix configuration file (BSD only)
siad init=(BSD, libc.so)

siad chk invoker=(BSD, libc.so)

siad ses init=(BSD,libc.so)

siad ses authent=(BSD,libc.so)

siad ses estab=(BSD, libc.so)

siad ses_ launch=(BSD,libc.so)

siad ses suauthent=(BSD,libc.so)

siad ses reauthent=(BSD,libc.so)

siad chg finger=(BSD,libc.so)

siad chg password=(BSD, libc.so)

siad chg shell=(BSD, libc.so)

siad getpwent=(BSD, libc.so)

siad getpwuid=(BSD,libc.so)
siad getpwnam=(BSD,libc.so)
siad setpwent=(BSD,libc.so)
siad endpwent=(BSD, libc.so)
siad getgrent=(BSD, libc.so)
siad getgrgid=(BSD, libc.so0)
siad getgrnam=(BSD,libc.so)
siad setgrent=(BSD,libc.so)
siad endgrent=(BSD,libc.so)
siad ses release=(BSD,libc.so)
siad chk user=(BSD,libc.so)

1521 SIAOD0ODODOOO0O0OO

SIAD0D000000O0O0O000O0O000 /usr/sbin/siainit O0O
0000000000000 0000siainit0 00000000
/etc/sia/matrix.conf 000 000000OSsiad init() ODDODOOO
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gooooboboboooogooooobobooooooooboboboooog
goooooo

siad init () O000O00O0O0D0ODOOOOODODODOOOOOODOOOO
0000000000000 0b00bo0ooOono0gn "sIa Initialization
Failure"O0O0O0OOD0OO0O0ODOO0DOODOODOO0ODO0OSsiad init() OO
000d00oooooooooobOboOooo0dddddooooooooooo
OOrootO000DOOO0DOOO0OODDOODOOODODODOODOsiad init()
O0000000D0D0D0O000 /ete/sia/siainitgood 00000 (ODDODO
Oo0ooO0)DoooooOoODoODODODODODODOD0OO /ete/sia/siainitgood
O0o0O0ooOooooon

TruCluster 00 000 siainitgood 00000000 OODOOOODOOO
gooooooooooobooboboobobobobbbbobbbbbbbobobono
obo0ooboooooO siIAD0ooobooooboooboooboon
000000000 matrix.conf 0000000000000 0000
O000000000Osiainitgood 00000000 OOOOOOO0O

1522 SIAOOCOOOOOO

OSIA00000000000OOsiacfgdddgoooooooonOonn
UooooooDDDDD000 matrix.conf U0 O0OO0O0O0O0O0OO

SIADO0DO0O00D0000D0O0OOsiacfg00000DOooooooOong
0000000000 0bDo0o0ooooooobooooooooOooono
siacfgU0 0000000 DO0OOOOOOOOOOOOOOOOOOOO
O00000oDoDoDoO(@MDOoOO)yOooOooooooooooOooooo
0000000000000 o00o0oooooooooooooooDn
matrix.conf 0O O00O00OOO0OO0O

SIAD0000DOO0O0O0DbO0OO0O0DbOO00oObOo0obODbOoOooDbOoOoo

1. 0000O0OO0OO0OOO0OO0OO0O0O0OO0O0O0O0O00DO0O00D000D0D0
2. Jetc/sia00OOD0OOODOOODODO
3. 0000000 sIAODDOOOODOOO0OO0O0BO

# /sbin/siacfg -a SIA mechanism name library path
4 0000OO0OO0ODOOOOOOOOODOODOOO

# /usr/sbin/reboot
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1523 SIAOOOOOOOO

SIA0000000000000000000000000O0

1. O0o0o0ooooooooOoOoobObObbObbbDbDbDbbboon
# /usr/sbin/shutdown now

2. 0000DOOOSsSIAO0O0OO0OO0ODODODOOOO
# /sbin/siacfg -r SIA mechanism name

siacfgU0 00000 SIA mechanism name U0 000000000
000000000 matrix.conf 00 0OO000OOCOOOO

3. 0DO0O0OO0OO0oOoOoobobboooouoboboon

# /usr/sbin/reboot

153 SIA0ODUOD0OU

SIAD0000DOO00O0DOO0oooooooooooooooooooDog
oooooooobobobobobobbbOoooooooooo sl Aopoooo
goooooooooboobobobobobbobobooooooooooooon
oosSiA0O0O0O0O0ODODO0OO0O0oDODOOo0oooobOooobDboooooooDo
goodnd /var/adm/sialogUOUOUOUOUOOOOOOOOOOOoOooOO
ooobooogooo

- EVENTOOOD SIAO0O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOOOoOO
- ERROROODOD SIAOOOO0OOO0OOOOOOOOOOOO

- ALERTOSIAODOOOOOOODOOOOOOOODODODOOOOO
oooooboooooo

oooogg /var/adm/sialogODOODOOOODODODODDODDODOOO

# touch /var/adm/sialog

0 1-20 /var/adm/sialog0 00000000000

0 1-2: /varfadm/sialog 0 OO0 00O

SIA:EVENT Wed Feb 3 05:21:31 2002

Successful SIA initialization

SIA:EVENT Wed Feb 3 05:22:08 2002

Successful session authentication for terry on :0
SIA:EVENT Wed Feb 3 05:22:08 2002
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0 1-2: /varfadm/sialog 000000 (O 0O)

Succesgsful establishment of session

SIA:ERROR Wed Feb 3 05:22:47 2002

Failure to authenticate session for root on :0
SIA:ERROR Wed Feb 3 05:22:52 2002

Failure to authenticate session for root on :0
SIA:EVENT Wed Feb 3 05:22:59 2002

Successful session authentication for root on :0
SIA:EVENT Wed Feb 3 05:22:59 2002

Successful establishment of session

SIA:EVENT Wed Feb 3 05:23:00 2002

Successful launching of session

SIA:EVENT Wed Feb 3 05:24:40 2002

Successful authentication for su from root to terry
SIA:EVENT Wed Feb 3 05:25:46 2002

Successful password change for terry
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0000000000000 00True4UNIXOODOODOOODOO (DAC:
Discretionary Access Contro) 0 0 0 000000000000 ((MOOOO
O000000o0OO0oDOO0DOO00O0O000)D0DO0DODOOOO0OO0OTrue4d
UNIXOOOTru64UNIXOOODOOODOOODOOODOOODOO (ACL)
0000 DACODOOODOODOO

000000D0000000000000
- 000OD0O0OO0OO

- Trus4 UNIXODOODOOOO

- 000DO0D0OO0O (ACL)

21 0J0oooogood

Trus4UNIXOOOODOOOOOOOO0OOO0OO0OO0O0D0OD0ODO True4 UNIX D
go0o0O00o0 ACLODbbOO0oooobobboooobobbooooooboboo
gbooo0obooobooobooobooobooboboobobooboon
goooooooooooboobobooobbobbbbbbDbDbDbbbbobn
O0O0000D0000True4 UNIXDOOOOODOO ACLOODOODOODO
ooooooooooooboooboobobobobbbbobbbbbbbobobono
gooooooobobobobobobobbbbDbbbbbobObACLO0ODODDOOO

ggodooooooooooooooooboobobboobbobobbbbb
O True4UNIXOOOOOOOO ACLOOOOOO0O0OO0O0

- OJOODODDODDODOOO roctO0OO0OOOOODODODDODODOOOOOO
O0000o0o0o0oooooOooboboOoOACLDO TruedUNIXOODODO
gooooobooboooogogo

- ACLOODODOOOOO0OODDOOOOOODDODOOOOOO
OooooboDbD ACLOOO0OO0OODTrue4UNIXODODODDOOOO
oooooooon

oooobooooooono 241



- ACLOODODOOOOOODDOOOOOODDODOOOOOO
OoACLODODOOOO0OO0OO0OooobbOOoOoobbboboooooono
ooooboboboO0o0o0oo ACLO0O0OO0ObODbObODOOOoOooooDboo
oooobooo0oooooobDACLOD 1000DDOOOoOoooboDoDDO
goooooboobooooogo

22 True4 UNIX D O ODODOOO

goobooboboobobooobooboboobobooboooboobobon
O0O000oo0O00o0ooD0o0o0oDb0oo0oDb0On0 TrusduUNIXODODOOODDO
obooo00oooooooooooooooo3oooooooooooooo

- u(0O0D0/00D0)
- g(0D0OD0)
- o(00D0O0D0O00OC0/worldODOOODOD)

02-1000000000000000000000 True4UNIXDDOODO
ggooooobboooogd

O 2-1 True4UNIXOOOOOODODODOO

goooo o0Ooo0o goooon

good

r(CO00) ODOOOoOOoOoODoDOoOD gooooooooooooo
goooo goobooooog rO xOd

gooooobooogod

w(@OoOOd goboobooobooboooboob oobooboobobboobooboobo

0)
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221 0000000 DOOOODOO0ODO TuedUNIXD OO DO OODO
ERERE

00000000 TruedUNIXDODDDDDDDODDODDODDODDODODODDOOOOO
ooobooogooo

$1ls -1 filename

filename 0O 00000 0OOOOODODOO
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obo0oob0oooobob0ooooooobooobDb0ooooDoO0oDOg Trued
uNIXODODDOOOOOooooboooooobobobo 1s -1 ODO0oOoog
ooooo

$ 1s -1
total 7

-rw-r--r-- larry system 101 Jun 10:03 filel

larry system 171 Jun 10:03 file2
larry system 130 Jun 10:06 file3

1 5
-rw-r--r-- 1 5
1 5

drwxr-xr-x 2 larry system 32 Jun 5 10:07 project
1 5
1 5
2 5

-Xw-Yr--r--
-Yw-r--r-- larry system 0 Jun 11:03 recordl

-Yw-r--r-- larry system 0 Jun 11:03 recordé
drwxr-xr-x larry system 32 Jun 10:31 reports $

ggodoooooooooooooooooobobboboobobobobbbbb
O0000bO000bO000oObO0o0obObDOoOoO0bDOoOC0bDO worldO OO
obooobOooobOooOooObOOoOooObDOoOoO0bUo0 ()obobobooo
obo0oobooooooooboboz200b0000bO0o0OO0ObDOoOoODbDOoOn
oooooooooooobobooboobobobobbobbobbbbbbbobobono
g2-100000000000O00000000000000040

0O2-1: 00000000 Te4UNIXODOOODOOODOO

T REEE
S N\
a4 7 mAEE  JL—T o
rwx rwx r'wx
¢ AN

(I74)V)

r sZE&HEY

(T4LDR)) w EERH
(YR -U075) X 1T
(TRYHEEFHRI7AI)
(XFEEFRT7I)
(BHTFEIA TR T7A)L)
(A=BIb-V Ty MFFRT7AIL)

- Qo

w T O T

ZK-0536U-Al
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OO0 ACLODOOO0ODOOODOOODOOODOObODOD
goooobobooo0ooobbobooooooooboboboboog
ooooooooopobobooobobobooooooACLOOOO
oobDb0O0 2300000000000

222 U0DOOOO0OODOOOODDOOODOOODODOO (chmod)

ggodoooooooooooooooooobobboboobobobobbbbb
O000O00O00Ochmod (changemode) OO0 OOOOODOODOOOOCOO
ooooooooooooboooboobobobobobbbbbbbbbbobobono
OooooobobooooddrootdnnooOOO

oooooooooooooobbbbbbbbbbbbbboboogooo
gooooooooobobobobobobobbobobooooooooooooon
gooooooooooboboboobobooooooooooooooon
goooobobooboooogooooobboooooooboboooog
ooooooooooogogooo

gooooobboooooooobobbooooouooobbioO0odroot

gooooooooooboboboobobooooooooooooooon
00000000000 chmedOOODODDODODDODODDODO report20
oooooooopooboboboobobbbOooogggdtd  rootnOOO
googoooobooogoooo

chmod 00 O0OOOOO0OO0ODODOOOOOOOOODOOOOOOOODO
2000000000

- JOODOOOODODODODDODODDDODDODDODOOO00000
- 80000000 0O0OOODDOOOODOO

2221 J0O0O0O0ODOOOOOO0OOODOODOOOOOOoODbDOO

gooooboboooogogoooooboboooooooboboboooog
ooooo

o000 ooooibioD cmed000000000O00

chmod userclass-operation-permission filename

userclass-operation-permission0 000000000 OOOOO 3
oo0ooooooooooo

2-4 O000o0oo0oboboooo



= userclassUO0O0O0O00D0OD0ODODODOOOOOOOOO
uv— 000 @EoO0)boogooo
g—O0oooooOoOoOog
o—JUO0OO00O0OCODOO(@MWUOUODOUOODOOO)OODOOO

a— 0000000 @UODODOOCODOOODOOODOOODOODO
O)yoooQoQoo

e operationO00O0000O0O0DODODODOOOOOOOO

+ ooooooooooooo
-—O00b0o0ooooooobooo
=—[000000Db000DbO00OO0DbO0o0Ob0DbOoOoboDbOoOoo

e permission000000000O00O0OCOOOOOOO
rf00o0o0o0oo0oooon

sOO000o0oOoOooooobO I booooooooooooooogg
goooooooooooo bbbbbbObODbO IbO0DO0O0OO0OOOD
gooooobbooooooooimibgooobobooogooobon
O0ul0O0 g0 userclassO0O000O0OOO0O0O0O0O0OOOCODO
oooooooooooboobobobobbbbbbbbbobooooo
goodooooooobbbDbls -1000000000g0g0go
goooooooooobobobobbobobobbbboooog sbooo
oooooooooo bbooboboboobooooo i boooooon
goooobbooogoooobobogogo

w—0Ooooooooogo
x—O0Ooooooon

filename OO0 0O00O00O0O0OOOOOODODODODODODODODODODDOOOOOOO
oo@EoooooOo)yooooooooooooooooooooooo
obo0o0ob0oo0obO0ooobboooD 22212300000000000

22211 0J0O0O0OO0OODOOOOOOOO

file100O0O0O0O0O0OO0ODODODOOOOODOODODODODODDDOOOOO
oooboooooo

1. filex1ODODOOOOOOODODODODOOOOO
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$ 1s -1 filel
-Yw-r--r-- 1 larry system 101 Jun 5 10:03 filel

000 (larry)0O0DOOO/COD0OOO0OCOOCOODOOOCODODODOO
gojooooooooooooobooboobooboboboobbobbbbo

2. 000O0(ODO0000O00D0 (000000000000 000
0000000000 (»)0000000000000000 (+w)
0 filelDODOOOOO

$ chmod go+w filel
3. DO00oooboooooboooboooooon

S 1ls -1 filel
-rw-rw-rw- 1 larry system 101 Jun 5 10:03 filel
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chmod DO OOOOOOOOOOOOODOOODOODOO xOOODO
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-rw-rwxrw- 1 larry system 101 Jun 5 10:03 filel
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-rw-r-xr-- 1 larry system 130 Jun 5 10:06 file3
drwxrwxr-x 2 larry system 32 Jun 5 10:07 project
-rw-r-xr-- 1 larry system 0 Jun 5 11:03 recordl
-rw-r-xr-- 1 larry system 0 Jun 5 11:03 recordé6
drwxr-xr-x 2 larry system 32 Jun 5 10:31 reports
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000000b00O0dO0ob0bo0oo0boboo0oob0bsecodbooogono
ufs-proplist-max-entry 000000000000 0OO0OO0OOO
O0sysconfigODOOO0O0O0O00O00O0000000O0O0O0OOOO
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# sysconfig -r sec acl mode=enable
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acl mode = enable
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ggoooooooooooooooo
ggoooooooooooooooo
ddoooooooooooooooo
ddoooooooooooooooo
gooooooooooooo

auditd 00000 —o changeloc OO
0000000000oDoooDogn
00000000000 DO0O0000
ooooDo0o0ooooooooogoo
oooooood

goooobooooooooog
ooon

gooooooooooooobDboDon
O@0O0auditdd -k O0O0O0OCODO
O0)Yoooooboooboooobooo
dodoooooooooooooooo
goooobobooogoooobobon
gooooooo



audit_suspend auditd 0 —o suspend 0000000
goooo(@oboooooooboboo
O)yoooooooooooooooo
doodboobooboooooooooo
doodboobooboooooooooo
doobooooooooooon

audit_xmit fail OOoOoDO0OO0OOOOOOOOOOO
OoOoO0OOOOOOOOOOOO
o000 0OO0OO0OOOOOOOOO
/etc/sec/auditd loc (auditd —r O
00)0D0D00000000DO0O0O000
00000000000 0000000
(/var/adm) OO QO OOOOO

audgens8 audgens 0000 (audgen() DO OO0
dddddoooooono)yoooooo
dooboobooboooooad

auth_event 000000000000 00000D0
000000000000 00DOoOn
00000000000 auth events O
00 passwdl sull rshO O OO login U
000000000000 000000n
ooooOooDon

login gooooooooooooobDboDon
goon

logout goooooboooooooood
goon

3133 0000O00oogg

oooo0oooOo0ooobOO0ooDOO0ooboOobobOoo@WooooooDOooo
gooooOo)yoooooooooogooooooooboobobooo
oooooobooooogoooo
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ggodoooooooooooooooooobobboboobobobobbbbb
oooooooooooobobooboobobobobbobbobbbbbbbobobono
oooooooooooobobooboobobobobbobbobbbbbbbobobono
googoooobooogoooo

O0000O0O0O00000D0D0ODDO /ete/sec/site eventsOOOOODO
J00d0d00o0o0ooooooooooOoOoOoooOoOoOoOoOODODOoOoOoOOO
O000D00O0Osite events 0O OOOODOODOODODOOOOCOO 1
0oo0oooooooooooODOOo00oooooooa

0o0o0000ob0bo0oob0oboO0o0oO0obbOO0Od MIN SITE EVENT OO
<sys/audit.h>0000000000000000O00O 20480000000
ooobedDDO0O00000O0OO0O0O0OOODDODODOOOODbODOO
1048576 DO OO OOOOODODOODO

0000000000000 00D000D0OD0O000 /etc/sysconfigtab
0000000000 10000000000 ooooooobobooon

googosecco00dOoOoooDoDoOOODOoOOOoOooOooOOoOoOooon

sysconfigdb DO 0OOOOOOOOOOONO /ete/sysconfigtab OO
oooooboboooooooooboooooo

sec:
audit-site-events=5000

/etc/sec/site events 00O 0O0OO0OOODODODODOOOODODOODOO
audgenl () 00 00O0OO0ODOOODOOODOOODOODOOODOOOOOOO
000000000000 0000000audgenl@ 0000000000

3134 000000000

ddddd0d0o0oooooooooooooooooooooOoOoOOOOO
0o0o00ooooooooooooooOoooOooOooOoOoOOoOODODOOoOoOOO0
J000d00o0o0ooOooooooooOoOooOoooOoOoOOoOODODOOoOoOOO
O0000000 /ete/sec/event _aliases 000000000 Trucd
UNIXOODOOOOOOoooooooooooooooooooooooo

[alias: event[:success:failure] [event[:success:failure] ...]]

OO000oo0ooooooDbDbbbobbn /ete/sec/event _aliases OO
Oo0o0ooooooon
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0odo0oooobooobboooooboooobbooobobooooboon
oo0doobobooboobooobooooobooobooo Ibobooooga
0000000000 (OD0DO00oD0DO0O0oooDoOooooooO)yooo
audit id: 0D0OOOO0OO0O

audit_ id: ruid/euid:

pid: ppid: cttydev:

event:

result:

ip address:
timestamp:

audit_id: 00 ID(AUID)DAUIDOOOOO0O00O
000000000000000000
0000000000D00000000
0000000000D00000000
OO0 AUIDODOOOOO0Osu000
000000000 ID0O0O00O00
AUIDOODOOOOODOOO

AUIDO LUID(IOODO UID)OO
goon

root 0000000000000 0O0O0O
OO0o0000ooooooooooooon
0000 I bOooOooOooOooooon
OO0o000o0odooooooooooo
OO0o000o0odooooooooooo
OO0o0000ooooooooooooon
udOOOOOsecurity() OO0Q0QOd
OO0o000o0odooooooooooo
D000 ox300OO0OOOOODOODOODO
OO0o00o0oopDooooooIIbooon
OO0 IbDO0OO00OO0O0OO0OO0OO0OOOOO
OO0 IbDO0oOoOoOoo(@Oooog)d
OO0o00ooopDoooo IIbooog
Ooo0oO0ooooooo
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ruid/euid:

pid:

ppid:

cttydev:

event:

result:0 00 error:

ip address:
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0000 ID(RUID)DOOOOO ID
(EUID)O

googo ibo

O0OO0OOO0 ID(PID)DODOOOODOO
dodooooooooooooooo
goooobbooogoooobobon

U0 RUIDOOO AUIDOOOOOO

oooooo

goooobobooogooooboobon
ddoooooooooooooooo
oooooboboooog

o000 (@Oooboobooboooo
dooooooooooooooooo
oooooo)o

gooooooooooooobDbDDon
goooooooobbbbbbbbno
ddoooooooooooooooo
OO00OQ0Owrite()DOO0OOODOOO
gooooooo

gooooooooooooobDboDon
ooooobobooooooobooo
ggoooooooooooooooo
gooooon

error: Not owner (1)

gooooooooooooobDboDoo
doddooooooooooooooo
oooooooo

gooooobobooooogoooirg
ooon



timestamp: gooooooon

3141 J0O0OO0OO0ODDOOOOOOO

oodooooooooooooooooboboobobobooobobobobbbbo
gooooboboobooogogoooooboobooooooobobobooogg
googoooboboogogooo

oodooooooooooooooooboboobobobooobobobobbbbo
00000000 O0DOO0O0O0DO0DO00O000O0Omep()00OCOCODO
O0flag:0000000000C0OC0OOO0OO0audent1()00O0OO
O0000O0Oflag:0 HABITATOOOOOOOOOOOODOOO

0000o00o0ooooooooobo0oobo0ooboOdoboOdg char param:
goooooooooobobObDbDbDbODbDbDbD0O00 august_report 00O 0
U0 sept_ report 0000000000000 000000000O00O
Odooooooooon

event: execve

char param: /usr/bin/cp
char param: cp august report sept report

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooobobobobobobobbobobooooooooooooon
goooooooooboobbbboboooooooo

gojoooooooooooooooooobooboboboobobbobbbbbb

address: 0000000000 DO00Ommap()DOOO
ooo

char param: gboooboobbooooobuooobbooobo
oooooooooooboobobobooobobobobo
event: open

char param: /etc/zoneinfo/localtime

cmd name: oOoo0ooO0ooboobOooOooobooo@Woooo
0000 execdOOOODO arg 0)O

cntl flag: 00000000000 audentl()000000O0
010000
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descriptor:

devname:

directory:

flag:

flags:

gid:

home dir:

hostname:

inode id:

inode dev:

int param:

len:

login name:
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goooobboooooobobooogooobon
oooooooooooobbboo

oooooo

Oo0O00o0odooooooo
0000000000 flagOOOOODOODO
map() 0 0000000000000 O0000O0O0O
O000Jauwdentl() 00 O0O00O0OO0OOOCODOOODOO
OCO000D0O0D0O0DO0O0OHABITATOOO 10
OoDOoooooooo
O00000000d0o0doooooooDooon
O00OOOopen()00 oflagd000ooooad
oooo

OO0OOO0 I1bO

Ooooooooooo

ooogo

id0000O04inode devO OO OOOOODOODO
O000000000000o0ooooooooon
oooo

ijd0b0ooobooobooboboooo

O0000000Osetpgid() 00 process id
oooo

mmap() 00000000 DOOOODOOO

gooooooon



long param:

mask:

object mode:

operation:

pgrp:

procname:

prot:

req mode:

request:

shell:

username;

long OO0

OO00D0O0000000 audentl() 00O
SET_SYS_AMASKOOOOOOOOOOOOooOO

000000000 D0O0OO0D0O0OO0DoOopen()dO
goooooooooooobboboo

SET_SITEMASK OO O audentl() DO O0ODO

000000000 IbDO000OOddsetpgrp()00O
process group idO0O0OO0O

PIDO0ODODOODOOOOOO

mmap() 0000000000 OODOOOOOO

00000000000 open() 0 CREAT OO0
00000000000000

security() DO O0O0ODOOOOCDOOOCODOOOO
gooooo

gooooooobobobobobobbbbbbobobooo
O00 leginOOOOOOOOOOOOOO0O

goooobooooogooo

Uo0b0oob000000audit tool -wDOOOO
oo0obObOO0oOoOooooobobooooulb/cib O
goooobobooooooobooooobob
goooobobooooooobooooobob
/etc/passwd 00 000000DO0O00OOC0DOOOO
oob00o0o00 getpw() DOOOOOOOOOO
goooobobooooooobooooobob
RUIDOOOOOOOOOOODOODODOO (@O
ooooooooooobobobobobooobobobbo
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coooO)yoboooOooOooOooOooooooooo
gooogoo ss5300000000ooo

32 000nogoogod

goboooobobooobooboboobboobobooboboobooobooo
gbooobooobooboboobooobooboboooboooboon
goooooooooobobobobbbbbbbbbooobbbbbboboo

000000 0ob0ooboooboobooobooobooooobooooDn
OSFC2SECnnn 000 0000000000000 0O0O0O0UUOUOUOUOOOO
oooobobibo0oD axawditJOOOO0OO0O0OOOOOOOOOODOO
000000000 OSFXC2SECnnn 000000 nnn 0O O Trué4 UNIX O
gobooooboooobbooooobooobboooobooooo g
gobboooobooobbooobobooobbooobobbooobo
gopoooboboboobooboobooboo

# setld -i | grep C2SEC*

OSFC2SECnnn installed Enhanced Security (System Administration)
OSFXC2SECnnn installed Enhanced Security GUI

(System Administration)
Joo0ooobbodooboboooobbooboboooobboooboboooon
U0 D000 setlda®UOoobooboog

ooooooooooooooboobobobobooooobobbbo

1. ODoOOooOoOooooOoObObOobobbobobobobobbobObOooooooogg
oodooooooooooooooooobobobobooboobobobbbob
gjodooooooooooooooooobobboboobbobobobbbb
ocoooooooO{@oOoobobooOo)yoooooooooooo
oooooboooooogoooo

O0000b000ObO0o0OobOoOobobUoobobooooTePIPOO
gooooooooooooobobobbbbbbbbboooooo
ocOoooooooOdoOoo0ooO0ooOoOooDOoDOo@ooo)ybooobooo
oooooooooooooobooooobobobobooboobobobobbob
oodooooooooooooooooobobobobooboobobobbbob
ooo03210000000000000000O00O00O0DO00O0OOO
ggoooooooooooboobobooobbbbbbboo

2. 0O0O0ODObOOOoOoooooobooo
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goodoooooooooooooooboboobobobbbobbbb

1. 000000000000 0000 1000 sysman auditconfig
000o00oOoOo0D0O0O00oooooDoDo0ooOoooooooDoooad
0000b000obO0do0ooo0ooo0oobO0o0oboOon0Oognsysman
auditconfigO O OOOOOOOOOOOO0OO0OO0OOOOO

a. OJ0O0OOOOOOO [[EOl]OoDOO0OODODODOCDObCDbOOb
goon

b. DOOOOOQO[©OKIOODODOODODOO

c 0O0O0O0O0O00000ooooooooooooooooooon
ooon

e JOODODODODODO (/var/audit/auditlog.hostname.nnn)
- JO0OD0D0OODLOOODOOODOOD

- JO0O0OODDODOOOOOODODODODODODODODDODODOODOOOO
ooooooooooobobooboboboboboobobbbbo

O00000000oO0OO [Do>j]ob0obobooog

d 0O0000OO0OOO0ODOOOOOOO0ODOOOOCOOOODIDO=]O
goodoooooooooooooooboboboobobobobbbbobb
oO0obOOobOOo@oooooooobooooboobooooooo)o

e. 0000000000000 O0U0OOOOODODODOOOOOOO
ooo0bOOO0oO0o0ooobobObOOooooooooboboo(@ooo
O)ooooooooooogo3ogoo

f. OO0O00OOODOODOOOOOO0OCODOOODOODODOOOObCOD
ggodoooooooooooooooboboboobobobbbbbb
oooooooooooooobooboobobooooobbobbbob
oo0O[ob0o0oobOo0obobOoool0boboobDboooobooOoo
gogodoooooooooooobooboobobobobobbbbbb
gooooooooooooooobooooooooogoooo
ooooobooooogoooboobooo

000000000000 00 [oobODbO 1000100
oodooooboooooboobbooobooooooogoon
(syslog-/var/adm/syslog.dated/current/daemon. log) 00 O
gooooad
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g UOO0OO00oDbOO0bObOOoO0ObObOO00bO 2 0000b00O0O0DO0On
gooooobooOo[poljoobobooboboo200bDO00O

2. 0000000000000000200000000000000°66
oodoooooooooooobooooobobobooobooboobobbob
gojoooooooooooooooooobooboboboobbobbbbbb
ggoooooooooooooooooboboobobobobboboobbbb

oooooo OO0
Desktop 000000000000 O0D0O0O000O00
NIS_server NISODOODOOODOOOOODOODOODOoDOoo

Networked_sys-
tem

Server

Timesharing

Timesharing_ex-
tended_audit

goooboooooooobooooon

goooooooobooooobooboboobobboboboon
gooooboooooobobooooon
goooooooobooboooobob
ooooooooo
goooooooobooboooobob
ooooooooo

ooooooobobobo3bobobobobobooooooooga

gooooooo

oooooooo
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/etc/sec/auditmask_style 0 0 Profile:
00000000000 DoDoOoDbOooDoOooDo

000000000 auditmask(@®) d -c 00

ooooooooooooo

/etc/sec/event aliases 00U Profile:O
Oo0o00oooooon

ooooooooooao

/etc/sec/file objects/Profile
oo0oooooooooooooood
odoooooooooooooood
0ododdooooooooOooooooon
00 /etc/sec/auditmask style OO OO
oo0oooooooooooooooon
oo0oooooooooooooooon



/etc/sec/auditmask_style 0O DODOOO0O
O000O0O0000 obj _sell obj desel
000D0do0ooOO00ooOooDoOobOooDoOooDo
ooooood

oooooooooobobooobobobobobbbbbbbbbooo
CO0o0oooOoDoOooOOoCo=-100b00oo0oboon

CTRLOOODOODDOODODOODODOOODDOOODODOOOoOO
O0000ODesktop O Networked system OO OODODODODOOO
ddddoooooooooobooboboobooooobooboboDbo
dddddoooooooooooobobooooDbOOooooooo

ooooooooooobooobobobobobbbbbbbbbooo
oOooOoooOOooOOooOooOoo/ooOoboOobo [oo=l00000
goon

goooooooooobooobobobobbbbbbbbbboon
ooooooooooooooboobobobobobooboobbobboobob
dodoooooouNIXooobbobbobobooboobobbbboo
O[CoO=-0000000000O0O0bO0DODOObOOob0ObOoDn

goooobbooogoboboboooggo

O0o0O0000o0oooOoD [bOojobO0oboO0oobOobOoDOoDoOo
gooooooooooboboobobobobbobooooooooogoo
goon

ooooo0oobOo0obo0o [boj0boooobooboooboboooooo

0000000 0auditeconfigoooooooOonO

/etc/rc.config.common 00O 0000 AUDITMASK FLAG
oooooa

/etc/sec/rc_audit events 0O DODODODODODODODODODODOOO
/etc/sec/fs objects OO DODODODODOODODODODODODOO

auditd -~-wODODODOOOODODODDOOOOOOOOOOOOOOOO
ggodoooooooooooooobobobooboboobbbbbbb

# auditd -w

Audit data and msgs:

-1)
-c)

audit data destination
audit console messages

/var/audit/auditlog.hostname.001
syslog [2]
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Network:
-s) network audit server status (toggle) = off
-t) connection timeout value (sec) = 4

Overflow control:
-f) % free space before overflow condition
-0) action to take on overflow

10 [4]

suspend audit [5 ]

gooooooo

goooooopoooobobobobobooooooooooooo
oooobobboooooooooboobobooo

oObO00o0ob0o0o0obO0ooobOooobDbOOooobO(@mboooo
ooooobobooobobooboboooooo)o

ooooooooooobooobobobobobbbbbbbbbooo
ocOoooooO({@oooo)yooooboobooboooo

obo0oobooooboooobooooooooeobnooon
goodoooooooooooooboooboboboobobobbbbbb
oooooboboooo

ooooobobOO0o0o0oooobboboooouooobbooboooo
goooooboooo

alternate file systems OO0 OO /etc/sec/auditd loc
Oo000oO0O0oooooOoOooooooooa

321 DO0U0poOoooOoooooboon

TCP/IPOOOOOOOOOODODOOOOOOODOODODOODODOD
ooooooooooooboooboobobobobbbbobbbbbbbobobono
goo0oooooooOooOooOooU0oboO0o(@OooDoO)yoboobooooOoo
goooooooooobobobobobobbooooooooooooooon
ooooooboooooooobbobooo

ggodoooooooooooooooooobobbooboobbobobbbbb
gooooooooooooobobobobbbbobooooo

odooooooooooooooooboboobobobooooobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbboobobo
gooooooooooobooboboobobbobbbbbbbbbbboobobo
O0000Dauwditda00O00OO0O0O0O0OO0ODODOOOOODODOOOOOOOO
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goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooooooooooboooboobobobobbbbobbbbbbbobobono
ooooobobooooogoooon

ggodoooooooooooooooooobobbooboobbobobbbbb
ogoooooooboobobobobobbbbbbbbbboooo

ggodoooooooooooooooooobobbooboobbobobbbbb
goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooooooooooboooboobobobobbbbobbbbbbbobobono
ooooooooooooooobobobobbbbbbbbbbobobono

3211 OU00O0OOOOOO0OOOODOOOOOOOOoO

oodooooooooooobobobbbbbbbbbbbbobooogooo
gooooogooo

1. ODODO0ODOOCDOOCOO0OO0OO00 @DOO)Od/ete/sec/au-
ditd clientsUUO0O0O000OD0OD0ODODODODODODODODODOOOO0O0OO
ooooboboo0o0oooooboboboooooooobooooo
ooood

2. 000O0O0OO0OO0OOOOO0OO0OO0OO0OOO0OOO0O0OO0OO0
/etc/sec/auditd clients 0000000000 DOOOODOOO
O000o0O00o00boo0o0ooooooooboooooo

# /usr/sbin/auditd -s

3. 0DDO00OD0DOO00O0DOO0O0oDOO0O0ooDoOoooDoooDOog
auditd [-p ID_of daemon_serving_remote_host
options_for_remote_daemon]

oboooimbebOiO0DbOOO0DbOOODOOODOOODOOO
ooooooboooobOd /var/audit/NYC Sys1O00O00O0O0O0OO
oooooboboooog

# /usr/sbin/auditd -p 6 -1 /var/audit/NYC Sysl

oooooooooooooboo I booooooooooboboiIIbOog
goooobbooogooooboon

# /usr/sbin/auditd —w
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goooooooooobooobboboobbbbbbbbbbb 1100
oooooboooooooooooboboo IiIboboooogooob1o
goobooboboooooooboboogoob-pobo00ooooonO
ocooooOooOoooO0ooo @EooooooooooUooDOooo
O)yoooooooooo

oooooooooooooobbbbbbbbbbbbbobooogoog
goooooooooobobobbobobobooooooooooooooon
goooooooooobobobbobobobooooooooooooooon
O0000D00U0awditd0000D000O0DOOOODOODOOODODOO
ooooooooooooboooboobobobobbbbobbbbbbbobobon
gooooooooooboboboobobooooooooooooooon
googoobooboogoooo

odoooooooooooooooooboobobobooobobobobbbbo
gooooooooooobobobobbbbbbbbbboooo

3212 J0OO0OO0OOOOOoOOOoOoObOOoOobOOooobooooodg

goooooboboooooooooobbooooooooboboboooog
goooooooboogooo

# /usr/sbin/auditd -1 audit hub name:

oododooooooooooobobobobobobobobbOb0auditdall —oc0 OO
-rJggoggogooogoooooooooooobobobbobooboooo
ogooooboboooog

33 0ugnoougooood

oooooboobooooooo

- JOOO0OOODODODDOOOODODDOOODOOOOO
- JOOOOODDODOOOOOODDOO

- JOOOODODDODOOOO

- JOOOODDOOOO
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331 D0bboooboobooobboooboon

0000000000000 oooooooooooon
/etc/rc.config.common U 0O 000D AUDITMASK FLaAGU O OUOOOO
0d00O000bO0o00dobObO0o0O0obO0oOoo0obOoDOoOoooboooOoOooDo
auditmask D0 O0O0O0O0ODODODODODOAUDITMASK FLAGO OO DODODODODOO
O00000000D0000 /ete/sec/rc_audit events OO OODO
0000000000 0000 avditmask OO0 OO O0OOOOOODOO
00 /etc/sec/fs objects DO 0ODODOOOOOODODODDODODODDODOOO
0d00O000bO0o00dobObO0o0O0obO0oOoo0obOoDOoOoooboooOoOooDo
0000oO0oDOo0bo0oOoooooooooooag

/etc/rc.config.common O OO OO AUDITMASK FLAGUO O OO rcmgr O
O000sysman auditconfigO OO OOO0OO COEODOOOOOOOO
oooooboboooooogoobooooooo

/etc/sec/rc_audit events 0O UODO0OOD0OOOOD0OOOD sysman
auditconfigOOOOOOOO COEODOOODOOODOOOODOOOOO
O00O00o0oOoo00ooonon

332 Dbopoobooboobooobonb

goodooooooooooobobbbbbbobboboo

# auditd [-1 log pathname]

goodooooooooooobobbbbbbobboboo

# auditd -dk

TruCluser Server 000 0000O0ODOO0OOOOOODOOODOOODOO
ooooo

# auditmask [-cluster] -n
# auditd [-cluster] -dk

gooooooooooooooboobobboboboboobbobooog
# auditd -o suspend | halt

333 DUboonooobood

ggodoooooooooooooooooobobboboobobobobbbbb
gooooooooooobooboboobobbobbbbbbbbbbbobobon
gooooooooobobooobobobobobbbbbbbbbooo
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sysman auditconfigO O OOUOOOOOOrootd crondOODOOO
O000000D0DDooOoOoOoOoOOoOoOOOoOoOoo0o0o0o0000ooooon
O000000D0DDooOoOoOoOoOOoOoOOOoOoOoo0o0o0o0000ooooon
cron0000000O0O00O0OO0ODODOOOOO0ODODODOOOUOOODOOO
ooooooobooooogogoogo

odooooooooooooooooboboooboboooobobobobbbbob
O000000O00oDO0oooO0oDbObDOobobOOobboOoobogool1o (@

O)ObooooooOoooOoooOooooDooDbDUooOoOUOODOODO

goooooooobobobobobobobobboboooooooooooooon

goooooooobobobobobobobobboboooooooooooooon

googooobooboogogooo

ododd200004000060000 1000 3000000 cron
ooooobobboooooooboboooooo

"jJjjogooooooooy = r2 0Oggd e
"0o0ooo0 (o-23)" = "3n

ooooobobooooooooboooboboooobooobo 200b0000
O000cron0000O0OOOO0OOOO

334 DUOLOOoOoooo

oodooooooobobDbbbDbDbODcrashdc OOOOO0O0OODODOO
000000000 Db00OO0DbO0O0O0ODUOObODOUObODOObODOcrash
O0000000 audit-data.nO00000000O00O0O0

nO000000D0OO0OODOOOOOOOOOOOODOODOOODOOO
UO0000audit tool UODODODODODODODaudit-data.n 000000
oooooobogoon

00000000000 auditlogd OO0 audit-data.n000 000
0000000000000 D0O0ODOaudit-data.n00000D0ODODODOO
O00o0o0o0o0o0o0opoboboooboObObODbODb0Daudit tool ODODODODODOO
00000000 DDOOOOOOOOO0O0O0O0O0o0o0000ooooon
O auditlogO0OO0OO0O0ODOODOOOOOOO
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googoboboobooooooooobon
gooooboboooogo
gooooboboooogo
goooobobooog
oooboobooooooooboo

341 DO0OOooogo

ggodoooooooooooooooooobobboboobobobobbbbb
goooooooooobobobobbbbbbbbbooobbbbbboboo

COE0DNDDODOO0O0OOO dxaudit OO ODODOO

0000000000000000-000000-000000
000 - [00]

auditmask 00O 0O OO

# auditmask

succeed DO DODODODODODDODDDOOOOOOOOOOOOOOOODOODO
O000feilO0OO0OO0OO0OO0ODODOOOOO0OOOOOOOOOOODDOOO
oooooboboooooooooboobooooooobbobooooog

googoooboboogogooo

342 DU0OOoOooOobooobooobonn

oooooooOoooobooOoooooOooobooboooooboooooDno
all auditable events DO UOOOOODDODOO

1.

00000000 original audit mask U0 000000000
# auditmask > original audit mask
obooobObooobooobooobooobooooonoog

# auditmask -f

auditmask -f0000000O00O0OOOOOOOODOOOOOOO0O
goooogoo

all auditable events OO ODODODODODDODODODODODOOOO

# auditmask > all auditable events

gooooog 327



goooooooooooooooooooooooooao
# auditmask -n
oooooooooo@ooo)yoooooo

# auditmask < original audit mask

343 DUOOODOOODOOO

oooooooooooooooooobobooobobooooobobobbbbo
oooooooooooobobooboobobobobbobbobbbbbbbobobono
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goooooooooboobobobbbbbDbbbbbbooooo

oooooooooooooobbbbbbbbbbbbbboboogooo
goooooooooobobobobobbooooooooooooooon
ogoooobbooog

ooooooooooooooboboboboboboooobobobbbo

COE0DNDDODOOO0OOO dxaudit OO ODODODO

0000000000000000-000000-000000
000 - [00]

00 auditmask OO 0O OO

/usr/sbin/auditmask [flags] [event[:succeed:fail]] [-e,E
file [args...] [<event_list]]

event0 00 auditmask D0 0000000000000 DO0OOO0OO
goodoooooooooboboobbbbbbbboooooooon
ooooooooooobobobobobobbbbbbboooooooon
ooo0oOO0o0o0o0ooboboOobObObOOoOoOoooOobDbbOoOoOoOoo (o
ooOoooOooooobooooooooo)o

auditmask U0 000000000 DOO0O0OO0ODOOO0O :succeed:fail
000000ooooobooO0 100000000 ooooooooa
00000000000 succeedd 00 0O0OOOOOOOOOODOO
Od0doboooboooboOoobdobD 1000fail 00O ooooon
00000o0boodooooDoooooobooono 1000
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0d00dooooooobooood auvditmask OO0 dooog

0000000000000 00000000 auditmask(8) 00O

ooooooao

- 0d0oooooooooooboooooooooooboooon
# auditmask -f
gdooodoooooooouooooboooooooooa

- oUoboodbooooooouoboobooooooobooon
ooodooooooad

# auditmask eventname
# auditmask eventname:1:1

- D0D0O0ODObODOObObOOOO0OO000000000000o0oooao

# auditmask eventname:1:0

- D0D0O0ODObODOObObOOOO0OO000000000000o0oooao

# auditmask eventname:0:1

- bDO0o0o0oooobobooooooobobboooooooboo
gooood

# auditmask < filename

- JodoooUotooooobobotoooooboouoooooooo
oooooooano
# auditmask -a AUID-of-user

- 0O000O0OD0ODOO0O0O0O00000000000000o0og (oo
ddoddoo)yoooooooooooooooo

# auditmask -x filename [:1]:0]

- 0DoOoODODbObObObObObO0ObO000000000000o0ooooo
odoooooooooooooooooboobobooooooo

# auditmask -c or

- 0D0O0ObObOObObObOO0O000000000oooooooooo
oooooboboOo0o0ooobobbobooooooobobooboooo
goooooon

# auditmask -c and

- boooogoooboboooooooobbooooooobon
goooooooooooo
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# auditmask -c usr

344 U0O0DOOOOOOoOO
0000000000000 0000oU0ooooooooooDoooo
o0o0oo
- JO00ODOOODOOUODOODOOODOOODOOOOOOOOOOD
# auditmask -n
- 000U0DOO0ODDOODODDODUOODOOOOOOOOOODOOODOOO
# auditmask eventname:0:0

- JO0ODOUOODOUOODOOODUOOODD (bOoOobODbOOO)DO
goooobobooooooobooboooon

# auditmask -y filename

345 00000 OoOoOO

auditmask 0000000000000 ODOOO0O0O0ODOOO0O0O0ODODO
OO0CO0OoO0IbAUID)ODODODOOOOO0OO0OOO0OO0oOoOoOoDOoDOooOO
ooooooooooooboooboobobobobbbbobbbbbbbobobono
O000000000Db0 ewdentl OO0OO0ODODOOOOODODOOOOOO
goooobobbooogoooboboooon

U000 audentl 000000 0OO00ODODOOOO

or 000000000000 oboooo0o0ooooooooa
0000000000000 00000 audent1 O OO0OO
O or0QOQd

and 000000000000 oboooo0o0oooboooooa

000000000000
of 00000000000000000
usr 00000000000000000000000000000
000000000000 00000000000000000000000

O0000DO000D000D0O0 /etce/sec/event _aliasesO00 000
0000000000000 o0oOo00ooooo0ooooooooooooa
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goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
oooooooooooobobobbbobbbbbbooobbbbbbobobono

open:1:0 open()J00O0O00O0ODOOOCODOOODOOO

open:0:1 cpen()000O0O0OOODOOOOOOOODOOO

000000000000 bobDDD awditmaskODOOOOODODODDOOO
goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
U000000DD0D avdentl O0ODODODODODODDD ox0000O0O

ggodoooooooooooooooooboobboobbobobobbbb
oooooboboooooooobooo

# auditmask -E command args

0000000000000 00DO000oo000nDo0doOnO open()d
O000000O0O0D000 ipcO0OD0DO (/etc/sec/event aliases
oo0)boO0oooDOoooooooooDOoOoooDon

# auditmask open:0:1 ipc:1:0 -e command args

0000 ID(PID)999 0 0 00O gettimeofday(): 0000000
O0(-f) 00000000000

# auditmask -p 999 -f gettimeofday:0:0
PIDOO O DODODODO(-n) 00000000 O0O0O0O0O00OOO0O

# auditmask -p 999 -n

PID999 0000 Dopen()000 exee() 00 OO0DODOODOODO
# auditmask -p 999 open exec

PIDOO OO ODODODODOODDDODODODN exit()ODODODODOOO

# auditmask -p 999 exit

PIDO 00000 DOODOOOODOUODOODOoOooooon

# auditmask -p 999

PID99 000N audentl OO0 OO0 wsr00oooaog

# auditmask -p 999 -c usr

oob0O00000o0o00b000000000 auditmask -c usr
goooooooooooboobbbbbbbboboooooooon
oooooooooogoo
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- AUID1123000000000O00O0O0O0ODOO0O0ODOO0 ipcOO
oo0o0ooboO0OOg (AavibDOdooooobD RrRUIDOOODO)O

# auditmask -a 1123 ipc

- auwditmask OOOOO00DODOOOCOOOOOOODODOOOOODOO
goooogo

# auditmask -h
3451 0000000000 OOOOO0O

gooooboboboooogooooobobooooooooboboooog
gooo

# audit_tool ‘auditd -dq‘ -B

auditd -d0 0000000000000 0O0O00O0O0O0O0O0O0O0O0O0OO
auditd -gqU 0 0000000000000 O0O0OO0O0O0O0O0O0O

ooooooboooooogooo

AUID:RUID:EUID PID RES/ (ERR) EVENT

1123:0:0 6691 0x14 audcntl ( 0x7 0x0 0x14 0x0 )

1123:0:0 6691 0x0 execve ( /sbin/date date )

1123:0:0 6691 0x2000 getpagesize ( )

1123:0:0 6691 0x2000 getpagesize ( )

1123:0:0 6691 0x0 getrlimit ( )

1123:0:0 6691 0x3ffc0004000 mmap ( -1 0x7 0x3ffc0004000 0x12 0x2000 )
1123:0:0 6691 0x0 getrlimit ( )

1123:0:0 6691 0x3ffc0006000 mmap ( -1 0x7 0x3ffc0006000 0x12 0x4000 )
1123:0:0 6691 0x0 getuid ( )

1123:0:0 6691 0x1 getgid (

1123:0:0 6691 0xa68 read ( 3 )

1123:0:0 6691 0x120000000 mmap ( 3 0x5 0x120000000 0x102 0x4000 )
1123:0:0 6691 0x140000000 mmap ( 3 0x7 0x140000000 0x2 0x2000 )
1123:0:0 6691 0x4 open ( /shlib/libc.so 0x0 )

1123:0:0 6691 0xa68 read ( /shlib/libc.so )

1123:0:0 6691 0x3ff80080000 mmap ( /shlib/libc.so 0x5 0x3f£80080000 0x2 0x10e000 )
1123:0:0 6691 0x3ffc0080000 mmap ( /shlib/libc.so 0x7 0x3f£c0080000 0x2 0x10000 )
1123:0:0 6691 0x3ffc0090000 mmap ( -1 0x7 0x3ffc0090000 0x12 0x9bf0o )
1123:0:0 6691 0x0 close ( 4 )

1123:0:0 6691 0x0 stat ( /shlib/libc.so )

1123:0:0 6691 0x0 set_program_attributes ( )

1123:0:0 6691 0x0 close ( 3 )

1123:0:0 6691 0x2000 getpagesize ( )

1123:0:0 6691 0x0 obreak ( 0x14000eal0 )

1123:0:0 6691 0x0 gettimeofday ( )

1123:0:0 6691 0x3 open ( /etc/zoneinfo/localtime 0x0 )
1123:0:0 6691 0x32e read ( /etc/zoneinfo/localtime )
1123:0:0 6691 0x0 close ( 3 )

1123:0:0 6691 0x1d write ( 1)

1123:0:0 6691 0x0 close ( 0 )

1123:0:0 6691 0x0 close (1)

1123:0:0 6691 0x0 close ( 2 )

1123:0:0 6691 0x0 exit ()
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3452 JUO0O0OO0ODOOOOOOOO

O3-100guest 00000000 0O0ODOOOODODOOODOOOODOO
gooooobobooogooooobbooo

031 00000000D000000

# ps -uguest -o user,pid,uid,comm

USER PID UID COMMAND
guest 23561 1123 csh
guest 23563 1123 ed

# auditmask -p 23563 open exec -c or [2]
# auditmask -p 23563
! Audited system calls:

execv succeed fail
exec_with loader succeed fail
open succeed fail
execve succeed fail

! Audited trusted events:
! Audcntl flag: OO0

# auditd -d 5s -w [4 ]
Audit data and msgs:

-1) audit data destination = /var/audit/auditlog.hostname.001
-c) audit console messages = /var/audit/auditd cons
-d) audit data dump frequency = 5s

Network:

-s) network audit server status (toggle) = off

-t) connection timeout value (sec) = 4

Overflow control:
-f) % free space before overflow condition = 10
-o0) action to take on overflow = overwrite current auditlog

# audit tool /var/audit/auditlog.hostname.001 -Bfw [:]

USERNAME PID RES/ (ERR) EVENT

jdoe 23563 0x4 open ( /etc/motd 0x0 )

jdoe 23563 0x4 open ( /etc/passwd 0x0 )

jdoe 23563 0x4 open ( /etc/ftpusers 0x0 )

jdoe 23563 0x4 open ( /etc/hosts 0x0 )

jdoe 23583 0x0 execve ( /usr/bin/sh sh -c¢ ps )
jdoe 23583 0x5 open ( /usr/shlib/libc.so 0x0 )
jdoe * 23592  0x%0 execve ( /sbin/ps ps gax )[6 ]
jdoe 23599 0x0 execve ( /usr/bin/sh sh -c w )
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031 0000000000000 O0@EO)

jdoe 23599 0x5 open ( /usr/shlib/libc.so 0x0 )
jdoe * 24253 0x0 execve ( /usr/ucb/w w )

jdoe 23563 0x4 open ( savethis 0x602 0640 )
Ctrl/C

--interrupt: exit (y/[nl)? vy

00O guest 00000000000 ODODODOOOOOOO ID
oo imbogooooon

PID 23563 0 0 0O O 0 auditmask 0 open 0 0 0O exec 00O
ooobOb0O00o0ooobOorO00OO0O0O0DODOOexecU execvl
exec _with loader U0 0 execve DD ODOO0O0O0OOODDODODO
ooooooo

235630000 0 auditmask OO DO OODOO

[«]

gooogsbbobooooioioddbauvditdd 000000000

(=]

0000 (-£)0000(-p)0000000000000AUIDOOOO
00000000000 (w0

oodbobbb0auwditd -wOOOOQOOoooOoOOOOO0OO0O0O
goooobobooog

6] DOOOO0O (0O setuid0 00000 OOOOO
Ctrl/CO audit tool 00 OODODOOODODOOMWODOOCODO)D

000000 0auditmask@ O OODOODODOOOO

3453 U00O0ODODOOOOO0OODODOOOOOO

0000000000000 0O000bOdOdapx OO0 0OO0O0ODOOOODOO
0000000000 0bOo0ooooooooooooooooooon
000000000 /usr/include/sys OO OO OOOOOOOO .h
000000000000 DO00000Ofleck0O0OOOODDOO 131
(/usr/sinclude/sys/syscall hOOOOOODO)O0O0OO0OOOOOOO
00000d00ooOo0oo0bboooooooobooooooooooooo
00000 aexO00OO0O0O0O0O0DOODOO
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(dbx) a sysent[131].aud param[0]='c’

99

(dbx) a sysent[131].aud param[l]='a’

97
aud parm 00000000000 0OO0OO0OOOO0OO0O0OOOODOOOO
00200000000 00000DLOO00O0 0000000000000
0o0o0ob0ood0odcd00o0ooDooOoboooo0nDobooooonoog
OfDa000000000O0O00OO00O0O0ODOO0O0OOO0O0OO00OOO0

U0000000D0<sys/audit.h>0000000000000

346 DUOLOOODOODOO

gooooooooooooooboobbbbbbbbbbbbooooooo
gooooogooo

mountD OO reboot 00000 OOOOOOODOOOODOOCODOOO
OOopen 000 stat 0D 000000 DODODO0O0O0OOODODOO0OOO
OOO0OOCreboot JO0O00O0O0OOOOOODOOOOODOOODOODODO
ODopenOO0000O0O0O0OOCDOOOODOOOCODOODOO(MOOOO
Oo0DOOO0oOoOooboboboogoo)o

ggodoooooooooooooooobooobbbooboobbobobbbbb
O0000Db000Db00OO0DbO00OO0DbDO0OUOO0DbOOO0DbOoOoboDbDO (oO)
oO0o0obO00o0obO000obO0oOoO0bO0oOo(oobO)obboOoboDboboOoo

gooooobbooooooooboon

read, open, close, link, lseek, access,

stat, lstat, dup, open, revoke, readlink,

fstat, pre_F64_stat, pre_F64_lstat,

dup2, pre_F64_fstat, readv, pread, getdirentries,
stat, lstat, fstat, _F64_readv

gogodoooooooooobbboobobbbbbiooogo

oo dd0o00ddooOd0oo0oboo0oOoobDOooOobooOoOoooboOoa
0000000 bO0o0ooOoooobooooooooooo
O0auditmask -XOOODOOOO auditmask -x0O0 000
0do0oO000obO0o00bObOO0o0oO0obOo0oOooboDoOoooooo
0000000ooOo0obbooooooooboooooooo
0000000ooOo0obbooooooooboooooooo
0d0O0OO000ooObOO00ooooOoOooooooo
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googd

00000 /ete/passwd DO OO0 /.rhosts OO OO OO
O00000D0openO0 00000000000 O0OOOODODO
0000 /ete/passwd OO ODOOODO /.rhosts OO OO
Oopen D0 O0OOOODO /tmp/xxxx OO OO0 open OO
ooooooad

000000boodooooOooooooooooooooa
000o0000ooOo0ooboooobooooobooooooao
0d00O000bO0O00bObOO0o0oO0obOoO0oOoobDoOoooooo
0000000000 bOO0oO0oobOO0obOoOobOOoOooooooo
00000000auditmask -YyOOOOOOO auditmask
-y0O0o0Oooooooooooooooooooooooo
0d00O0000O0O00bObOO0oO0oO0obOoOO0oO0oobDoOoOooooo
O0o0O0ooOooooon

cpenJ0000O0O0O0O0O0O0O0OOODOODOOODODODODOOO
gogoooooboooogd

UbOb0oob0Ob00oob0ob0000b0auditmask -c usrJO0O0O0OO00OO0
o0oOO00o0oooobObOO0o0ooooboooobDbOoOo(booooooo

00 AUDIT

USR)O

goooobobboooooooobbbooooooooboosoooon
gooooobooooogogooo

1. DoOoOoOoOooOoOoObObObObObbObObobobobObObOobOooooooogg
ocOoooooOOooOooDOoOoOooO0bo0ooO0ooOoobDOoDOoDOooOg (o
ooOooO)ooDO0oOoDOOoODOoObDOb0OOb010010000
oooooooon

2. 0O000O0OO0OO0OODOOOODODO Object Selection 0 O O Object
Deselection 0 0 OO0 O0OOOODOOO

gooooooo0o:d0 -0ooooooooooo

goooogo:

# auditmask -s obj_sel

ggo

# auditmask -s obj_desel
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3. 0DbhOooobbooooboooboooboooobooooDboOoog
oooooobooo0oi1o0o0000go:

# auditmask -x filename

goooobobOogg file
ooooooboooooooo:

# auditmask -X filelist

goooobboooooi1ooooggo:

# auditmask -y filename
ooooooooooog £
gooooooooooooao:

# auditmask -Y filelist

goodooooooooooooboooooboboboobobobobbbbbb

# auditmask —s obj_sel
# auditmask —q /etc/passwd

selection:off deselection:off -- /etc/passwd
# auditmask —x /etc/passwd

selection:off => on -- /etc/passwd

# auditmask —q /etc/passwd

selection:on deselection:off -- /etc/passwd

gooooooooooooooboobobboboboboobbobooog

# auditmask —s obj_desel
# cat desel file

/etc/motd

/etc/fstab

/etc/passwd

# auditmask —Q desel file

selection:off deselection:off -- /etc/motd
selection:off deselection:off -- /etc/fstab
selection:off deselection:off -- /etc/passwd
# auditmask -Y desel file

deselection:off => on -- /etc/motd
deselection:off => on -- /etc/fstab
deselection:off => on -- /etc/passwd

goooooo

ilelist 0000000 D0DODODOOOOO

ilelist 00 0000000000000
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ggodoooooooooooooooooobobboboobobobobbbbb
gooooooOocbEddddddddooooooooooooo

1. 0O00000000000D000D0 -000000-000000
000 [00]-[00D0000D0000]-[00]1-1[00] - [Object
Selection/Deselection]| 0 0 OO0 OO O

2 O0000D000 /ete/sec/fs objects DO ODOOOMO

3. J0O0bO0ooOoOobOobODOOOoOUObOobLoOoDoobDoOoo

4 DOO0ODOOODOOCDODODOO

5. [Queryl]ODOOODODODOO
oOoooooOooOOooDOoOoOooOobo0ooO0oobOOobDOoDOoDOooooOooboo
00o0oo0oooooOooDOooOoOO0bO0oC0obO0ooOoOobDOoDOooDOooo

O00000DO0O0ODOO0O0O0O0ODO0O0ODO(NFSOO)YIONFSOOOODOO
O00O0O0O0OO0Oproplistdd0000O0O0OO0OOOOOOOODODODOO

35 00uuuooogogogda

goboooobbooobobooooboooobobooobobooobooo
/var/audit 00000000000 DOOOO0ODOOODOOO

auditlog. hostname.nnn

hostname 00 0000000000000 NnmnO000000000000O0
goooooooooooboobobooobbbbbbbbDbDbbbboobobo
gogooon oouinopooood

doooooooooooooooobobooboboboboobobobobbbbo
goooooobboooboobobobbbbbbbboogoo

- JO0ODOOODOOODOOODOOOCDEOODOOODOOO
gooooooooooboboboboboobobobbbbbbboobobbbo

00000000-000000-000000000-[0000]
- [0DoDooooo]

oooooooooooooobooooobobobobooboobobobobbob
gooobAUIDDOO0O0O0O0O0oooooooooboooooobon
goooobobooooggo
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e audit toolUUOU0O0O0audit tool 0D ODOOOOOOOOOOOO
UbOb00oo0o0b000b0b0000audit tool@UODOOOODOOOO

oo

gooooobobooooooooobobooooogoo

0000000000 Trued4uNIXOODOOODOOO
00000000 audit teol OOOOOOODOOOODO
ooooobbbooo0ooooooooooobooboobooo
ggooooboboooogd

- 0DoOoObObOobObObObObOo00o0oooooooooooooooo
ooooobbooooooooboobooo

# audit_tool -t start -T end auditlog

start 00000 endd 000 yymmdd [hh [mm([ss]]1] 0000
0000000000 hh)DD mm)0O00D00O (ss) 00000
ooon

- D0DD0ODODODObObOObObOOOO0000000000000ooooo
ooooooooooooooobobobobobooobobobobbbo

# audit tool -U username -e open:0:1 auditlog

loginO000000OO0OO0OO0OODODODODODODDDOOOO0000
OO0oooooOoo0ooooDOoOoO000ulD (audit_tool -u UID)
OO0 AUID (audit_tool -a AUID)OOO00OO0OO0OOO0DODOO

- ODD0ODODODODODOODOIDAUIDDOOOOOOOoOoooooooDoO
gooooooooooobooood
# audit tool -R auditlog
0000000000000 00 report.AUIDOOODON

- 0000 string0 000000000 OOOOOOOODOOOO

oooooooooooboobobobobbobooooooooogoo
goooooooooooooooboooboboobbobobbDbo

# audit tool -s string auditlog

- DOObOoOoOoOIboODoOoObObObObObObObObOOO0OO0O0000gga
odoooooooooooooooooooobooo

# audit tool -p PID
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- 0DoOoOoOoOoOoOIboOoOoOobODbObObObObOb0bO000000gggg
oooooooooooboobobobobobobooooooooooo
ooooooboboooo

# audit tool -p -PID
- ULTRIXOOOOOOOOOOOOoOoOoOooooooooodao
oooooboooonoooooooooooon

# audit tool.ultrix

351 OD00pooooooobooon

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goodoili00gooobobooooobobon

[hostname audit_ID RUID event pathname flag]

oOooooobOobobOOobOO0xobDOoobobobOOobDOoobOobobobooo
oO0oo0oobOoobOOobOD +#)ooooboobOoboboOobDOoobboOobDOoo
O00000000DflagO0O0Oopen0O00OD0OO0OOCOCOOOO (n
000000000 b0D wbhoDOOO0OO0OO0oCO0o0OO0ODo0OO00 /usr/lib/
ooooooopooboboobobobDbbDbDbDbDbbbOb0Ob000000 openld
goooooooobooobobobbbobbbbbbooobbbbbboboboo

* % * open /usr/lib/+ r

ggodoooooooooooooooooobobboboobobobobbbbb
oooooooooooobobooboobobobobbobbobbbbbbbobobono
goooooooobobboboi1000o0o0oooooon

gooooooooooooooboobbbbbbbbbbbbooooooo
goooooo

# audit_tool -d deselection file
352 J00ooooooooo

audit tool -BUOOUODOOOOOOODDOOOOOOOODODO
goooooo

goooobobbooooooobooo

AUID:RUID:EUID PID RES/ (ERR) EVENT

-1:0:0 2056 0x0 execve (/usr/sbin/rlogind rlogind )
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-1:0:0 2057 0x0 execve (/usr/bin/login login -p -h
alphal.sales.dec.com guest)

1234:0:0 2057 0x0 login (guest)

1234:1234:1234 2057 0x0 execve (/bin/sh -sh)
1234:1234:1234 2058 0x0 execve (/usr/bin/stty stty dec)

gooooobobooooobboboogoooo

AUID:RUID:EUID 00000000000 IDO0OO0O0
IDOOO0OO0OO0OO0O0O0O0 IDO

PID 0000 IDOO0OO0

RES/ (ERR) RESO000D000D00ODOO0ODODOO
O00000000000000000
0D000000000000000

(ERR) DO OO0ODOOOOOO0OO0OO
gogoboboooooooboooooon
U0oooooooobDDDD errno(2)
oooooboboooo

EVENT goooobbooogooooboon
goon

oooooooooobobbbbobobbobobobboo

- 0OOOO (AUID:RUID:EUIDOOOODOOOOOOOOUOOODOOOO
audit tool -wBOOOOOODOOODO)

= PPID

- QJOoooOiIb

- JUOOO0OO0OODOO

- 00000

- JUOOO0O0OODDODOOOO
- IPOODOO

- JOoooOoOogno

000000000000 0oo0oo0oO0obDbODDaudit tool®UO -oO O
gooooobobooogo
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353 00b0ou0booboonoa

oooooooooooooooooobobooobobooooobobobbbbo
gooLoGINOODOODODOOOOOOUIDRUIDDOOODOODODOOO
goo0oooo(@UoOooOooOoOoO)yrRUIDODOOODOOODODODO
goooooooooboobobobobobboboooooooooooooon
O0audit toocl OO0 OOOO00OOOO0OO0OO0OOOOOOOOOOOO
goooooooboooobobobb-rODODDODDODDODODOOOO

OO0 300000000000 0000o0o0o0oboobobooooooooon
00 /etc/passwd 00O 00 open() 0O0OO300000000O00O0O0OO

audit id: 1621 ruid/euid: 0/0 (username: root)
pid: 23213 ppid: 23203 cttydev: (6,1)
procname : state_data_test

event: open

char param: /etc/passwd

flags: 2 : rdwr

vnode id: 2323 vnode dev: (8,1024) [regular file]
object mode: 0644

result: 3 (0x3)

ip address: 16.153.127.241 (alphal.sales.dec.com)

timestamp: Wed Nov 10 17:49:59.93 2000

00000000 /ete/passwd DO OOOOOO ftruncate() 0O OO0
0000000000000 o0ooooooooooooooboooooooo
00000000 3000000 /ete/passwdODOOOOOOoOOoooo

audit_ id: 1621 ruid/euid: 0/0 (username: root)
pid: 23213 ppid: 23203 cttydev: (6,1)
procname : state data test

event: ftruncate

vnode id: 2323 vnode dev: (8,1024) [regular filel]

object mode: 0644
descriptor: /etc/passwd (3)

result: 0
ip address: 16.153.127.241 (alphal.sales.com)
timestamp: Wed Nov 10 17:49:59.96 2000

U0ooobobbo0o00u0obo0Uftruncate() JO0ODODOOO0O
OO0OD00O 3(vnode ID=2323,dev=8,1024) 0 00 00C0O0DODOO0OOO

ogoooooa

audit id: 1621 ruid/euid: 0/0 (username: root)
pid: 23213 ppid: 23203 cttydev: (6,1)
event: ftruncate

vnode id: 2323 vnode dev: (8,1024) [regular filel]
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object mode: 0644
descriptor: 3

result: 0
ip address: 16.153.127.241 (alphal.sales.com)
timestamp: Wed Nov 10 17:49:59.96 2000
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033 NarladmOOOOOO UNXOOOODOODO (©CO)

ooood oo00ooO0o0oogooo
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U00d0O0root 00000000 0Ogroupd otherDODODOOOO
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uNIXOOOooooooooooboooobooooboobooooboooo

3.7 TruCluster 0 O OO O

/usr/sbin/sysman auditconfigO OO0 OO OO [Custom Setup] O
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OYERBBLET. OF - I71LOHBRIE
/auditlog.host.001 TF, A/ DBATZEERL.
audit_tool ZHEALTRMYHLET,
EAVNADEEIVY—I - AyvE—TIF

FRENRD A /38— CDSL syslog.dated

daemon.log 77 A LIZEEAFLFET,

BEAVNT, h—RLBLUVEET—EVIC
BEETRINEESNET,

£AVN—ZOS %
/var/audit [Z5E8k L £
f=& Z & /var/audit/auditlog.moe.001
BEEaAVY—I)L- A ytE—DCDSLIE:
Ivar/adm/syslog.dated!...
current/daemon.log

ZK-1579U-AlJ

000000000 b00o0o0oo0o0ooooo0oooooooooon
/var/adm/syslog.dated/DATE/daemon.log0 0000 0O0OO0OO0O
gooooooogo(@oooo)obboogoooo
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auditconfig OO0 OO0 OOOOODOOOODOOOOODOOOOOOO
00000000000 0d0bOo00oO0ooOoO0O0oDoOOoOoOobOoDOoOoDo
000000000000 000000 /ete/rec.config.common OO O
0000000000000 0000000D000 auwditdOOOO0OO
Jo0d0doOO0ooOOooooboOoooooaoo

0000000000 Oauditd -cluster 00000000 0OOODODO0O
00000000000 awditdaO0OOOOOO0OO0OOOOOOOOOOO
000 auditd -cluster -wOOOOOOOOOOoOOoOoOOoOoOOoOoOoOoOnO
[0 auditmask -cluster 00000000 O0OO0OOOOOODOODOO
0o00o00o0oooDoboobooooooboooooo

100000000000000000000000D0ooooooooo
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audit tool 00 OOOO0OOO0OOOOOOOODOOODOOOODOOO
gojoooooooooooooooooboooobooobbbbbboboboo

3-46 ODOOOO0OO



goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooobobooooogoooon

3.7 DO0LOO0u0booobooon

O00000200000 (haydn handel)DOO0ODOOOODO 51A0
goooooooooobooobobooboobobbbbbbbbbbbbon

00000 avditd0D0O0OO00OOO0DOOODOOO0ODOOOODOODODOOO0

# auditd -cluster -w

Audit data and msgs:

-1) audit data destination = /var/audit/auditlog.handel.003
-c¢) audit console messages = syslog

Network:

-s) network audit server status (toggle) = off

-t) connection timeout value (sec) = 4

Overflow control:
-f) % free space before overflow condition = 10
-0) action to take on overflow = ignore

cluster member haydn.necorp.com auditd standard output:

Audit data and msgs:

-1) audit data destination = /var/audit/testauditlog.haydn.003
-c¢) audit console messages = syslog

Network:

-s) network audit server status (toggle) = off

-t) connection timeout value (sec) = 4

Overflow control:
-f) % free space before overflow condition = 10
-0) action to take on overflow = ignore

O0000 auwditdODOO0OO0DOOODODOOODOODODOOODOOO
goooo

# auditmask -cluster
! Audited system calls:

! Audited trusted events:
login fail

! Audstyle flags:exec_argp exec_envp login_uname obj_sel

**** cluster member haydn.necorp.com standard output: *****x
! Audited system calls:

! Audited trusted events:
login fail

! Audstyle flags:exec_argp exec_envp login_uname obj_sel
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cOoooooOooOOooOoooOOooDODOOoOooOooDOooOOooooOoo@Eo
O haydenO0D0)O00OD0ODOOOOOODODOODODO O

# auditd -cluster -gq
/var/audit/auditlog.haydn.001

cluster member handel.necorp.com auditd standard output:
/var/audit/auditlog.handel.001

0oodoooooooobboDbDbDbDb aewditaO0OQ0OOOOOOOOO
gbooobooobooboboobooobooboboooboooboon

# auditd -cluster -d

stdout 0O 00O handel OO0 haydan OOOOOOO0OOOO0OOOOO0OO
gooooooooooboobbbboboooooooo

# audit_tool -e login auditlog.handel.00l1 auditlog.haydn.001

ruid/euid: 0/0

pid:525424 ppid:525423 cttydev: (6,1)
event:0000

login name:root

devname: /dev/pts/1

-- remote/secondary identification data --
hostname: mk .necorp.com

char param: argv=login -h mk.necorp.com -p
char param:Failed authentication

error: 13

ip address:10.0.0.1 (haydn-mcoO)
timestamp:Mon May 3 15:54:180.19 1999 EDT

ruid/euid: 0/0

pid:525424 ppid:525423 cttydev: (6,1)
event:0000

login name: (nil)

devname: /dev/pts/1

-- remote/secondary identification data --
hostname: mk .necorp.com

char param: argv=login -h mk.necorp.com -p
char param:Failed authentication

error: 13

ip address:10.0.0.1 (haydn-mcoO)
timestamp:Mon May 3 15:54:260.44 1999 EDT

ruid/euid: 0/0

pid:1049810 ppid:1049809 cttydev: (6,2)
event:0000

login name:root

devname: /dev/pts/2

-- remote/secondary identification data --

hostname: mk .necorp.com

char param: argv=login -h mk.necorp.com -
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char param:Failed authentication

error: 13

ip address:10.0.0.2 (handel-mcO0)
timestamp:Mon May 3 15:54:370.74 1999 EDT

ruid/euid: 0/0

pid:1049810 ppid:1049809 cttydev: (6,2)
event:0000

login name: (nil)

devname: /dev/pts/2

-- remote/secondary identification data --
hostname: mk .necorp.com

char param: argv=login -h mk.necorp.com -p
char param:Failed authentication

error: 13

ip address:10.0.0.2 (handel-mcO0)
timestamp:Mon May 3 15:54:43.14 1999 EDT

4 records output
6 records processed
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Jogoobbobgtggon

ooooobobbooooooobon

- O00O0O0OOOOOODODODODOOOOODOO

- JUOOO0OOODOODOOOODODODOO

- JOOO0OOODDODOOOOOODODOOOOO

- OJOODODODODODODDOOOOOOOOOOOOOOOOO0O000d
- JOOO0OOODODODDOOOODODDOOOOOOO

- JUOOOOODODOODOOOOOOO NIS

- TruClusterUODODOOOOOOODODOOO

- JUOOOOOODOO

- JO0OO0OOOOOODODODODODODODOOOOODOOOOO

Al D0ooooboboouboobobooubonoo

oooooooooooooooooobobooobobooooobobobbbbo
O0000D0000D000D000 (osFc2SECnnn 0 00 OSFXC2SECnnn)
gooooobbooogoooobon

oooooooooooooooooobobooboboboboobobobobbbbo
goooooooooooboobobooobbobbbbbbbDbbbboobobo
goooooooooooboobobooobbobbbbbbbDbbbboobobo
O0 @ump O UFRSODOOOODOOOODOOODOOO)O

# dump —Ouf /dev/rmtOh /
ooo
# vdump —ONuf /dev/rmtOh /
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goododddreotooooooooooooo
OO000000O0 secconfigDODOOOOODODDODODDDOOO
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Configuring "C2-Security " (OSFC2SECnnn)
Configuring "C2-Security GUI " (OSFXC2SECnnn)

oooooooooboboboboboboboboboboDbDbDbOSFDCMTEXTnnn O 0O
gooooooooooobooboobooobboobbbbbbbDbbbbobobn
gooooooooooboboobobooboobbbbb oooooooooo

nnnO0True4 UNIXOOOOOODODODODDOOOOODODODOOOOOOO
goooooooooobboboooogo

A2 JO0000uooboouoooooogn

secconfig OO ODODODOOOOOO0O0O0O0OO0O0OO0OOOOODOOO
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# /usr/sbin/setld -i | grep SEC
OSFC2SECnnn installed C2-Security (System Administration)
OSFXC2SECnnn installed C2-Security GUI (System Administration)

nnmnO0000000000O0DO0O00000000000000OOOO
gdooooooooooooooooobooooooooooo

2. secconfigUOOO0OOOOO0OOOOODOOOODOOOODOOOODOO
goooobobooog

e /usr/sbin/sysman secconfigO OOOUOOOOOOOONO
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A.2.1.2
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A.2.1.3 Execute Bit Set Only By Root

execute bit set only by root UOUDODODOODOODOOOrootdOd
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A221

A.2.2.2

A.2.2.3

A224
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O000D0uexpOUODO u lifed OOOODOODOOOOOOOOOOO
OoooooobooobobOooOOooboOooboDooOOoooooooDbDOooOonon.
U0 u minchosenO OO0 u maxchosen 00 OOOOO0OO0OO0O0OO0OO
ooogo

gogooooboboooogoo
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:u_pickpw:u_genpwd:u_genchars:u_genletters:u restrict:\
:u_policy:u nullpw:u pwdepth#0:\

(DO0OO00ODDO0O0O0O0Ou pwdepth0OOOOODODOOOOOOOO
0000000000000 D000D0000DO000D00 e0cOOOOO
oooon)

gooooooboooo

0000000000000 O0oU0ooU0oo0ooooooooooogn
(u maxtries) D00 (t maxtries) 00000000 OOODOODOOO
0000000000000 0O0u unlockO t unlockOOOOOOOO
0000000000000 0000d0oo0oooooooooooooo
00000000000 000000000000000u _maxtriesO 0
000000000000 0000000000D0 t maxtries0O 0000
000000000 default 0000000000 DOOOOODOOODODO
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A.2.25

A.2.2.6

A.2.2.7

A.2.2.8

A.2.2.9

:u_maxtries#0:\
gooooooboboooo

0000000000 @Ge4000000 2400)0000000000D0
O00Ou unlock 0OODOOODOOOCDOOOOO (umaxtriesdODOO
OoooooooboobobDOooOOobOOobDOoDOOoooooooDbDOooOonon.
O)OOOOOOOu unlockOOOOOO O(:u_unlock#0:)0O0 000
00000000 00Oo00ob0o0oO0@WobooooO00bOb000OB00ODbO
0)O00D00000t maxtriesO00O00O00O000O0O0OO0OCDOODO
Ooooooooooboon

ooobooogooo

default UOUOU0O0O0O0O u max login intv1i OOOODODODODODDOOO
Oo0oooooboobobOoOooboooOoooooobOoDbOoonoo

coooobOoboobDOooooobooboO0ooboobobO0DO00default
000000 t_ login timeout U0 UOO0O0000000D0ttys OO
00000 *00000obO0oDO0oDOo0O00c0b0O0O0XwindowsODOOOO
ooooooo@Oo)yoobooooOooDOO

ooooobooboooogooo

oooooooooobobobobbobbboboob0ooo0ogggddetault
OO000000 d skip ttys updatesUOOO0O0O0OOO0O0OOOO
goooo

:d_skip ttys updates:\
gooooooooooooooboobooobobboobobbobbbbo
gooooooboboooo

0o ccobooobooboobobooboboooooooooooooonon
U00o0o0o0oooDDDbDbODbODbOO0O00d skip success_login logUU
Oo0oooooooboobOoooo

:d_skip success login log:\
ooooooobooono

0000000000000 000000000000000000000
000D0000000d skip fail login log0O0000000000
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A.2.2.10

A.2.211

A.2.2.12

goooooooooobobobobobobbooooooooooooooon
oooboooooo

:d_skip fail login log:\
goooobobbooooooobooo

d auto migrate users U0 U00000DODODOOO0O0OO0DOODOOOOO
ooboobooobooboobOooooboooboooboOooooboobooDbOooOoono
OO0oooooooobDOoobOoobOOoobOOoboboOobooOooboOooonon
obooooo

goon

d_accept alternate vouching OO OOOOOOOOOOCOOOOO
O0O000DbO0O0OO0 DbCEOUOODODOUODODOODODOOO

goo

crypt() 0000000000 ODODOOOOODODOODOOOOOODODO
000000000000 /ete/passwd OO OODOOOOODOOOO
0000000000000 oobOgdn /usr/sbin/sysman
secconfigD OOOOOOOOOOOOO defavultOOOOOOOnO
O0oO0ooOooooon

:u_newcrypt#3:\

O00O0O<prot.h>00000 AUTH_CRYPT_CICRYPTLODODOOOO
gooo

A UU00uoouooboboboouoooooon

UA100D0D0DO0O0O0O0O0O0O00O000000000000000

OA-1: 00000000000000000000

agoooo gooad oad

g

oopoo  /tcb/files/auth.db 00000000000
0ooo /var/tcb/files/auth.db

oooon /etc/auth/system/default oooooooooooaon
ogooo gooooao

oooo /etc/auth/system/ttys.db oooo0ooooooon
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OA-L0000D00O0O0OC0OC0OCOODOOODOOO (@O)

ooooO0 0000 00
0

0000 /etc/auth/system/files 0000000000000000
0o

ooooo /etc/auth/system/devas— Oooo0oooooon

DDD sign

A3l1 JO00OO0OO0ODO @Wo)ybobbobooooooooo

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbbobobon
gooooobooboogooooon

- JOOoooooOo Ib

- JOO0oo0DODOOO0OOO

- JOooooogo

- JUOO0O0oOooOODODOOO

- JO0ODDOOOODODODDODDODDOOO0O0000000O

ooooooO(@Oo)ybobOoDOoOO0OO0OO0OO0OOD0 /tcb/files/auth.db
gogoooobobooogoo

00oooooOoOoO0oDoD0O0O0OooobOoOoOoOooooOooooono
prpasswd@) 00 O00OOOOOO

A32 DO0bO0ouobooooobooboann

ggodoooooooooooooooooobobboboobobobobbbbb
goo0oooooooOooOooOoboOoo(@o)ybopooOooooOoooo
ooooooooooooboooboobobobobobbbobbbbbbbobobno
gooooooobooobobobobbbbbbobobbooooooooooo

gogodooooooooooooooboooboboboobobobobbbbbb
- JUOO0O0oooODOODOOOOOOO
- JOoODODOOOOODODDODODODDDODDOOOODOO0OOo
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- JUOO00ooobobObOODOOO0O0OOooobbObODOOo0oooooDbDbODO
goooogoo

- JOOO0OOODOODOOOOODODOO

00000000000 00000 /etc/auth/system/default 0000
0000000000000 Odefavlt@@® D000 O0OO0DOODOO

A33 0D00OO0OOooooog

oooooooooooooooooobobooobobooooobobobbbbo
oooooooooooobobooboobobobobbobbobbbbbbbobobono
goooooooooobobobobobbooooooooooooooon
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goooooooboooobobobbbbbbbbbboooo
ggodooooooooooooooobooboobobobobobobbobobbbb
- JOooooogoo

- DOOOOO0ODODOOOOODODODOOOIDODDODOOO0ODDOOO0
- DOOOOO0ODODOOOOODODODOOOIDODDODOOO0ODDOOO0
- JO0ODD0OOODODDODDODDODDOOO0O000000O0O

- JOoOoOoDODOOOODOOODODODODODODODODOOOOO
oooooooooooooooooobobooobobooooobobobobbbbo
goooooooooooboobobooobbbbbbbbbbbbboobobo

goooooooooooboobobooobbbbbbbbbbbbboobobo
ooooooooooooooobobobobbbbbbbbboboboboo

00000000000 /etc/auth/system/ttys.do 00000000
0000000000 ttys@O0ODOoOooOoooog
A34 000000000 0O0O0O

gooo0ooooOo0ooOoogoooooOdooOoog(@oooooboooo
obo0o0ob0ooobDOooooObOOoO0)ybooobOoooboobobOooo
ooooooooooooboooboobobobobbbbobbbbbbbobobno
goooooobobobil100000ooooooobooo

gobooobobooobooboboobboobobooboboobooobooo
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- JOO0oobDoODOOO

- JOoOooobooboooooooo

- JOoOooobboboOoOOoOoogo

- JO0ODDOODOODODODDODDODDOOO0O000000O0O
- JUOOOOOODOO

goboooobobooobooboboobboobobooboboobooobooo
goooooooooooboobobooobbobbbbbbDbDbDbbbobobo
ooooooooooooboooboobobobobbbbobbbbbbbobobno
oooooooooooobobobbbobbbbbbooobbbbbbbbno

/etc/auth/system/files 000000000000 0O0O0ONOfiles(d) O
oooooooaoa

A35 00000 boboooonbo

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooooobobbbbbobobobobobboboboi1oboon
goooooooooobobobobobobobooooooooooooooon
goooooooooobobobobobobobooooooooooooooon
ooooooboooooogooo

ggodoooooooooooooooobooobbboboobbobobbbbb
goooooooooooboobobooobbbbbbbbbbbbbobobo
gooo0oo0o0o0o0o0ooObO o000 ooooooooooooooo
oobooo0ooooobboobooooooz2000ooooboobooooog
goooooooooobobobobobobobooooooooooooooon
oo o000 ooooooooooo

gogooooboboooogooooooboboooooooboboooog
goooo

- JOooooogoo
- JUOOO0OoooobObOOoOOoOOoOooooon
- JOooOoOOogno

doooooooooooooooobooobobooooboobobbbbo
ooooooooo
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0000000000 0D0000 /etc/auth/system/devassign 00O
000000000000 00DOdevassign@ OO O0O0O0OO0OoOnO

A4 D000 booooboobouboboobonon
ERERERERE

Tru64 UNIX O O OBerkeley 0 OO OO0 (BerkeleyDB) O 0O OO0 O0ODO
goo0o0ooO0oooOooDOooOooOooU0Cc0ooOO0oooooboOoDOooDoOooog
gooO0o0oooooooDoOooOooOooobpBOOOOOCOODOOODOOO
000000000oDoDoDoDOooOooOdoOU0oU0ooO0ooooooogooodg
000000000oDoDoDoDOooOooOdoOU0oU0ooO0ooooooogooodg
goo0o0ooO0oooOooDOooOooOooU0Cc0ooOO0oooooboOoDOooDoOooog
goo0o0ooO0oooOooDOooOooOooU0Cc0ooOO0oooooboOoDOooDoOooog
000000Do00oDoDOoobDOoooOogooooon

ggodoooooooooooooooobooobbbooboobbobobbbbb
00000000 /usr/tch/bin00000000DO0O0OOCODOOO

db_archive 0000000000000 00OO0O0DOoOOoOoo
0000000000000 0000000o0o
O0000000000000/varO0OOOOO
0000000000000 000000000
ooo0oooooOoo

db_checkpoint 000000000000 000000000000
00000000000 0000000000000

db_load 00000000000000000000000
ooooooooon

db_unload 00000D0000000000000000

db_stat 0000000000000000000000
ooo

db_recover 00000000000000000000000

oooooooooogoo
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ggodoooooooooooooooooobobboboobobobobbbbb
oooooooooooobobooboobobobobbobbobbbbbbbobobono
oooooooooooobobooboobobobobbobbobbbbbbbobobono
goooooooooboobooboobbbbbbbbbbooonn /~ax000O0O
goooooooooobobobooboobobooooooooooooooon

O0000Ocron00O0000O0DOOOOOODODOOOOODODDOOOOO
gooooooooobobobobobbbbbbbobbooooooooooo

AS Doooboubobboobouobobobobo

ooo0ooobooobOoobobooobooboDbOoboDOd /ete/passwd
ooooooooooooboooboobobobobobbbbbbbbbbobobono
goooooooobobobobobobobobboboooooooooooooon
googooboobooooooo

- OOODODODODODODODODODODODO (/tcb/files/auth.db O OO
/var/tcb/files/auth.db)

- ODOODODODODODDODODOOODOO (/etc/auth/system/default)
e JOODDODODODODOO (/etc/auth/system/ttys.db)

e JOODDODOODOODODODO (/etc/auth/system/files)

- OOODODODODDDOODODOOO (/fetc/auth/system/devassign)

ddddooooooooooooobobobobobobDbObon /ete/passwd OO
goooooooooobobobobbbbili0ooboboboboobobobobbbbbo
OooooooooopooboboboboobobbbDbDbDbODbDbDD /etce/passwd
OooooooooopoobooboboobobbbDbDbDbODbDbOD /etce/passwd
O0000D0 auth.do O O0D0O0OO0D0OOO0ODOOO /ete/passwdD O
00000000 O0DO((@MboOob0O0)ydDOOO /ete/passwdODOOOODO
oooooobooooogogooo

0000000000000 boO0o0oooooooDooooooooDn
uiDOOODODOOOOODOO0D0D0OD0OO0O00oD0oO00DoOogn /ete/passwd
000000000 00DOO000ooO0oOoo0obOoOOoOoooOooOoOooDO
000000000 00DOO000ooO0oOoo0obOoOOoOoooOooOoOooDO
0000000000 0bOo0o0oooooobooooooooOooono
0000 prpasswd@@) 000000000000 OOOO authcap@4) O
Ooo0OodoOoogooad

goooooooooobo A-13



0000000000000 0oooooooooooooooooDn
00000000000 0O0bOO00bO0dOO0obOO0oOoDoDOooDOooDOoDO
00d00d0o0OO00o0oO0obObOO0oO0oO0o0oDOoo0oDoOoOoboOobOoOooa
/etc/auth/system/default 00000000 OO0OOOOOOOOOOO
O000oOoOobOooooooooooo

dodooooooooooooboboboboboboboboboboDbDO passwdOOO
goooooooooboobobbboboooooooo

AS51 U0bDogouogobood

gooooooooooooooboobbbbbbbbbbbbooooooo
oooooooooooobobooboobobobobbobbobbbbbbbobobono
oooooooooooobobooboobobobobbobbobbbbbbbobobono
gooooooooooobooboboobobbobbbbbbbbbbbobobon
gooooooooooobooboboobobbobbbbbbbbbbbobobon
oooooooooooobobooboobobobobbobbobbbbbbbobobono
ooooooooooobbbbboboooooooo

gogoooboobobooogoo
- JO00OO0OO0OO0OOOO0ODOOODOOODODOOObObOOODbODbO0ODbDDbOOn

- JO0OD0OODOOOOODODODDODOOO0O0O0O0O00O0O0O0OOOODDOO
ooooboboo0o0oooooboobobooooooooboboooooo
gooooboboooo

- JO0ODDODOODOOODODDODDODOO0OO00000000O0OOODDODOOD
goooobboooooooooobboooouooooboobobooo
oooooooooooooobobobbbbbbbbbobobooooo
ooooooboooog

- OJOODODODODODDDODOOOOOOOOOOOOOOOOO0O0O004gg
goooobobooogogooon

O0D0O00O0O0O0OD0ODOO0O0O00DO /etc/auth/system/default

0O0000D00O0dxaccounts O 0O View Local TemplateD OO0 0D OO0
O edauth00000O0D0O0OO0DOODOOOCODOOCOOCODOODOOOO

00000000000 auth.abO0OOOC0DOOOCOOOCOOOOODOO

O000O0D0O0O0D0O0 /ete/passwd OO OODOOOODOOODOO
Oo0o0oooogo
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A5.1.1 Jetc/lpasswd OO OO0

/ete/passwd 000000000000 O0O0OO0OO0OO0OOOO0OOO
goooooooooobobobobobbooooooooooooooon
gogoooobboood

# bcheckrc
# /tcb/bin/convuser -dn | /usr/bin/xargs /tcb/bin/edauth -g | \
sed ’/:u_id#/!d;s/.*:u name=//;s/:u_id#/:*:/;s/:u_.*$/:/" \

> psw.missing

U0ooobobobooooooobDoiD psw.missingU OO O0O0OO
goooo

root:*:0:
jdoe:*:1000:

10000000O0finger000000O0DOO0OOODOOODOOODOO
ooooooooooooboooboobobobobbbbobbbbbbbobobono
gooooooooooobbbboboooooooo

AS52 OO0000oooooobbooobbbooobboboooobooboobn

/usr/tcb/bin/authck 0O OO0 O0O0O0 ODOOOODOOOODOODO
goboboooooboboboooobbboooobbbdooobDauthek
ooooooooooooboooboobobobobbbbobbbbbbbobobono
gboooboooboooboboobooobooboooboooboon
O0000D0000D0000D000 Jete/passwdODOODODOOODOOODO

authck OO OOO0O0ODOODOOOOODOOOOOOOODODODODOOOO
ooooobboooooooooobooboooouooobbooooog
gooooooooobobobobobobbooooooooooooooon
gooobl1obooboooogooooobooooooooobobooog
oooooobboooog

authck OO DODODODODODOOOOOOOOOOOOOOOOO00

P obob0oobOb0OoooboooobOd /ete/passwdODODOO
gooooooooooobooobbbobobbbbbbbobooo
gooooooooooobooobbbobobbbbbbbobooo
goooobooboooogooo

-t gooooboboboooooooobobooogooooon
oooooboboboooogd

goooooooooobo A-15



-t oooooooooooooobooboboboboobobobobbbo
goooobobboo0oooooboooooobbooboooo
gogooobobbooogooooboooooooobobooo
gooooooooDoD® root” ODODODODO “ rooot” OO0
ooooobbooooooooobobobooooooooo
oooooobboooog

-V

gooooo

-f0p0-t0000 —vOOOOO0OO0OO0OO0O0O00000000
gooooobobboooogooooboobon

O00o0o0b0b0Dauthek@ O OOOOOOOOO

AS53 D00bobgoobouboooboobboobobod

setld000000O0O0OO0O0O0O0ODODOODLDDODDODODDODDODDODODDODODODOOO

goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooooooooooboooboobobobobbbbobbbbbbbobobono
gooooboooboooboobooobooboboobobooboon

goboobobogooobooobuoobobooobobooboooboobobon
oooooooooooobobobbbobbbbbbooobbbbbbobobono

0ooobobboo0oooobbboDbO0o0Ueeverify@® O O0oog
goooo

A6 UJUOUODOOoboooboooogogd NIS

NIS (Network Information Service) 0 0 00000000000 (O0DO)0O

Ooo0o0oob0obOO0DOO0oO0ooOoOobOoDOooOOoboobOooOooOoBsb
gooO0o0oo0OoboOoDOooOooOooDOooOooOoOooobDOooOooo

O00000O00OTru64 UNIXO NISOOOOOODOODOODOOOOO

000000000 TruedUNIXOODOODOOO NISODODOOOQOODOOO
O0O00000O00D0O0O0oOBsDOOOOONISOOOODOOODOO

O0oOooCooDoOogo
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ooooooboooobooooNIsOoooobooooboooobooooog
ooooobobobooooooooobon

- NISOODODODOOOOO

— /var/yp/src/passwd 00O 0O /var/yp/src/group 000000
O0000OndomO 00 btree 0 OOO0O0OO0OOOOONISOOO
00o00boO0o0o0ooooboooooooo

— /var/yp/src/prpasswd 0000000000 0btree 0
O0O0oO0oOoOo NIsSsOOOO0O0oooooooooooooono
O00O0O00ooooooooon

- NISOODDODOOOO

— Jetc/passwd O OO /ete/group DO O OO0OOOOOOOOO
00o00oboooooooooooa

- b0DoOoOobObOobObObOboboo0oo0o0o0ggooooooooooooo
gooooo

OA100ONISOO0OO0O00ODODOOOO0OO0O0ooobOoboOooobobon
goooooooboogooo
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OA-LNSODODOOODOOO0ODOOoOoDbOoooDbooo

NIS H—/\

Ivarlyplsrc/prpasswd

Ivarlyplsrc/passwd

Ivarlypl/src/group

I Ry kT—=7

IVUNVARMtvFa)T4%
EITFLTWA NISHYSA47V bk

/etc/svc.conf

/tcb/files/auth.db

Ivar/tcb/files/auth.db
prpasswd

/etc/passwd

/etc/group

ZK1087UAIJ

/etc/sve.conf U000 0 auth=000000000000000000
000000000o0ooooNISsOODoooooooooooooooa
0d00O000bO0o00doObOO0o0d0obOoOoo0oboDO0oOoooboobooOoOooDo
O000000D0D0OONIS(yp)OODODDODODODDODODOOOO

/etc/passwd 000000 +000000000DOOO0O0O0O0OOO
ooooo

ggd

NISOOODODOOODODODODDODDOOOOOOOOO0O0o0o000a0a
000000000 D0DDODOOOOOOODODODOD Create Entries
forNISUsers0 00000 yesOOOOOO /usr/sbin/sysman
secconfigODOOOOOOO NISODODO (/etc/passwd O OO
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00 +username 000 0)0000 auth.do OO OO0 OO0
oooood

dddddd0d0oooooooooooooooooooooOoOoOoOoOOOn
J000d00o0oooooooooooOoOooOoooOoOoOoOoOODODOoOoOoOOO
ONISOOOOOOO0O0O0O0OODOoDoDO0O0O00o0oOoOoOoOoONIsOooDDoooO
0o0o0oooopopoooOoNIsO0d0dddoooooooooooooo
0o0o0oooopopoooooooOoNISsOd00OoOooooooooooo
O (/etc/auth/system/default) 0000000000000 0O00O0O0O

0o0o0ooooooooooooooooooooooooooooon

0o0o0oooopooooooooooooooooooooooooon

OONISOO0O0D0DO0O00000 /etc/auth/system/default 00O
0000000000opooooooOOoOoOoOooOoOoOOO NISsOooooOO

0o0o0oooopooooooooooooooooooooooooon

O000O00OoDoO NISOOOO0OO0O0o0000o0ooooooooooo

oooodooooooooooo

passwd 0000000000 DOO0ODOOO0ODOOO NISODOOO
goooooooooobDoobobooobbbbDbDbDbODbODD yppasswd U
gooooNIsOoooooboooobobobbbbbbbbbbbbooog
ooooooboooogogooo

NISOOOOOOODOOOOOOO0ODODOD Odxaccounts OO View NIS
UserOOOOOOOOOOOODOOOO useraddd usermod OO0
userdel JO0OOO0O0OO0O -x distributed=1 local=00000000O
oo0ooOooood

NISOOOOOOoOOooOooooOooDbODbDbODbbObOOOooooooo oon
ooooooo

A6l NISOOUOOUOODOOOOOO

/var/yp/src/prpasswd 000 O00ONISOOOODOOOOOOOOO
0o0o00ooooooooooooooOoooOooOoOoOoOOoOoODODOoOoOOOn
J000d00o0o0oooooooooOoOooOooOoOoOoOOoODODODOOOOooOO
000000o0opoDoooooooooOoDoooONISOOOooOoOoooDooO
O000oooooooooooooooooooONISsOoOoOoOoOoooooOn
0o000oooooooooooooooooooOoOoOOoOODODOoOOOO0
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obo0o0obO0oo0obO0o0oobO0og NIsOooobooboboobobooo
goooooooooobobobobbbbbbobobbooooooooooo

oooooboobooooooo

gobooooboobooobooboboobooobooobooooo

oooooooboboboboboboOoooooooouoooooooooo
ooooboboo0o0oooooboboboooooooobobooooo
goooobobooog

goooooooobooboboooooooouoooooooboon
ooooboboo0o0oooooboboboooooooobobooooo
ooooooooooooobobobobbbbbbbbbboooooo
gooooboboooo

gojodooooooooooooooooobobobboobbobobbbbb
gooooobooogogooon

NISOOOOODOOOOODOOOODOODDO axaccounts 00O View NIS
TemplateO OO0 OO0OD0O0O0O0O edauth OO OOOOOOOOOODOO

0000DOO0OD0OO00DOO0ODO0o0DbOOoDoDOoOONIsOoOooooao

/etc/auth/system/default DO OOOOOOOOOOOONISOOOO
0000000000000 DO00000000oOoooooOoOoOoOggaNnNIsS
0000000000 /etc/auth/system/default 00 O00O0OOO0OOO
0000000000000 0O0O0NIsOOO0oOooDoOoOooboooooooao
0000000 DOOOOOODODOO0O000000000000O0OoOOag NIsS
0000000 0oooboooooboooooOoooooooooooo

A62 D000 OObOUOOObbLUOOoUOLNSOODbOODOoOoLDO

ooooooooooooooboo NN soooooobobobobobbbobo
goooooo

goooooobooNISoboboooooooobbooooooo
goo

# /sbin/init.d/nis stop

goooooooobooboboooooooouoooooooboon
goooooo

gooooooooobobooobobobobbbbbbbbbbooo
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A6.2.1

A.6.2.2

# edauth -dd default

oooooboooooogooo

d_skip_success_login log:
d_skip_ttys_updates:

4. /var/yp/src/hostsl /var/yp/src/passwdl]
/var/yp/src/groupd O 0 O /var/yp/src/prpasswd
Oo00oOoOoooooon

5 sysman nis 00000000 0OO0OO

a. sysman nis000000000000000000 (ypbindO
-s00000)000000O0O0O0O0O0OyODODODOO ypbind -s
dddddoooooooooooooooo

b. sysman nis0000000O0O0OOOOOOOOO (ypbindO -s
00000) 0000000000 DODyOODOOOODOOO 100
0000000000O0O0o0d0D 4000000000

6. /etc/svec.conf 0000000000 0O0O0OOOOOOOOOODO
auth=1local, yp

7. NISOOOOOOO

# /sbin/init.d/nis start
goo:00oooooooooooooooooonnn

ddddddo0o0o0oO0o0oooDODDODO00o0o0oOoOoOoOoOoDODOONISsOO
O00000000D0D0oO0ooO0oDoODODOD0ODb0OD0DdxaccountsDO0OODODOO
000000 adduserl] addgroupl] useraddl] userdel [0 0 usermod
O00000000o0oDoDoDoOooOoOoOOOOODODOODODODODODODOOOOO
O000000D0DDoDDDoODO AeS50 00000O0ODODOOO

gooo:ooooooooooooboobobobobboooog

o0 NIsOoOoOooooobooooboooboooboooboooo
OO0o0O00o0ooOoooobDOoOoONIsOooDOoDOooooo(@o)yoooo
ooooobobobooooooooobon

# convuser -Mc

00000000 /var/yp/sre/prpasswd 00000000 O0OOO0OO
0000000000 oOo0oo0oo0ooooooooao
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# /usr/tcb/bin/edauth -Lg > /var/yp/src/prpasswd
# cd /var/yp; make prpasswd

A63 DUIUODUODLOODLUOObObUObObDONSObODbOODbDO
ERERE

NISOOOOOOoOoOOOooobOOooob0OO0o000 /sbin/init.d/nis stop
oooooooOoNIsObOoOooooooooooooooooooon
ooDoO00ooooobobobOooooboobDbboooooboon NISO
gooooooobooooooon

1. 0O00o0oO0ooooOoOoObObObO000000uooooooooobooo
oooboooooo

2. 0J00O0O0o0ooO0oO0oooO0ooooOoooOooooOoooooOoon
# edauth -dd default
oododooooooooooo

d_skip_success_login log:
d skip ttys updates:

3. sysman nis000O000O0OOOOOOOO

a. sysman nis000000000000000000 (ypbindO
-s00000)000000O0O0O0OO0OO0OyODODOOO ypbind -s
dddddddoooooooooooooo

b. sysman nis0000000O0O0OOOOOOOOO (ypbindO -s
00000)00oDO00O0O0000dDyOODOOOODOOO 100
ooo0o0oooooooodo 4000000000

4. Jetc/sve.confU00O0O0O0O0O0OOODODOOOOODOOODODOOO
auth=1local, yp

5. /var/yp/ypxfr lperdayl /var/yp/ypxfr lperhourl
/var/yp/ypxfr 2perday 0000000000000 O0O00000O
ooood

ypxfr -a "$method" prpasswd
ypxfr -a "$method" prpasswd nonsecure

6. NISOOOOOOO

# /sbin/init.d/nis start
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A64 DDODOOOODODODOOODOOLOOOONSODDODOOODODO

NISOOODODOOOOOOOoOOOoOoOobOO0O0O0O /sbin/init.d/nis stop
oooooooOoNIsObOoooooooooooooooooooon
ooooobobooooooooboboooooNIsgoooboboooo
goooooo

1.

5.

gooooooobobobobobOoo0oooooouoooooooooo
gooboogooon

ogooooooooooooo0ooo0oooooooooooooono
oo

# edauth -dd default

gooooooboboooooo

d skip success login log:
d skip ttys updates:

sysman nis 000000000000

a. sysman nisO000000000000000000 (ypbindO
- 00000)000D0000D0000yOODODO ypbind —-s
oo poooooooo

b. sysman nis0000000O0O0OOOOOOOOO (ypbindO -s
O000O0)o0o0o0o0d0oOoU0O0OdyOOOO0OOOOOOO 100
0000000000000 4000000000

/etc/sve.conf OODODODODO0OODauth OO0 ypOOOOOOOQ
O0000D000auth=local,ypdO0OOOO

/sbin/init.d/nis start DO OO0 O0OOO NISOOOOO0OO

A6S5 DUOOODODOODOOOONSOODO

oooDoOo0OooooobboOooNISObODbbOooooooboooon
goooo

# edauth -Lg | edauth -NsC

A66 NISOODOOODOO

NISsOOOOOoooooooooNIsoboooooogoooooooogoo
goooooopooboboboboobobbbobDbbbbobooNIsSsOoooooo
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# edauth -gN | edauth -sLC
# sysman nis
<000000 rRemove JOODOODOODODOO >

O0000bO000bO0o00obO (hbo)ybbObOoobDbUOoobDbDOoOOONIS
goooooboboboooogoooooboboooooooobobooooog
goooooooo

A67 DUODOUODOOO

odddooooooooooobooobooboboooNIsOooooon

ddddddd0o0o0o0o0dddoNIsOdoooooooooooo
0000O00000DoObOO000O0 NIsOoooooooooo @a)yao
0000000000000 oboboboboOboOOoOD0OO0OpasswdaOQOQOQOO
O000000passwd0O000O0Osve.conf0000 ODO0OOOOO
(auth=local,yp OO OO0)OOOOOOOOOONISOODODODOO
dddddooooooooooDoooooooOoOoOoOoOOOObODOO
o000 @IoO)ooooooDooooDooooDoOoooDoOoooDoOOoo
dddddoooooooooooDoOooooOoOoOoODOOOODODOO

oodooooooooooooboooboobobobobooboobobobobbob
ddooo0ooooo0oO0oobobooooooogNISsOooooboooo
gojodooooooooooooooobDiioooooDbDooboDbDoboD
goooooooooooobobobbobbbbbboooooooon
ooooooooooobobobobobobbbbbbboooooooon
O00DOD0O0O00O000DO0ODO (sve.conf00O0O0O0O0O)ONIS
OypOOoOooOooONISOOOOODODOOOOOOOOODOOOO
ggoooooooooooooooooobboboboobobobbobbbb
ooooooooooobobobobobobbbbbbboooooooon
gooooboboooogooobobooooo

root OODODODOOOOOODODODODODODODODODODDODODODODOOOOO
O0000000 reot DOODOOODOODODOONISODOODO
UdddddUbOUreotOOOOOOOOOOOOOOOO00O0O0O
ooooobooooogooo

oodooooooooooooooobooboboboboobobobobobobbob
gojodooooooooooobooooooboobboobobobobobobbbb
obooooobooooNIsOooooooooboooobooobooon
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0000000000 O00OTrued4 UNIX Version5.1A0000000
0000000000000 d skip success_login logO OO
OO0000000000000 trued 00000000 O0ODOODO
0000000000000 000O0b000O0c0OOONIsOO0DO0
OO0o0o0oO0ooooo0OoOoOoNIsOo0ooOooobooboooDboD
oooodooooOooooOoogoooogo

gooooooooooobbbobbboobooooo

O00000O0000D0DbDD00prpasswd0O0OODODODODOOO
goodoooooooooobooooboooooooooooog
gooooo

00000000000 prpasswd00000000000000
00000000000 zrpe.yppasswdd 0000000000

O000000000000O0000000000000000

0000000000000 Oprpasswd 0000000000

O00O00C0O0CONISODO00O0000000O000ONoOonDO

NISOOODODOODOOO0O0O

oobobOboO0o0oooboooobobobooooooboog NIsoon
doooooooooboboboboboOoNIsOoooooooooooo
goodoooooooooooobooboobobobobobobobbobbbb
ooooooooooOoNIsOooooouoouooooogogoguo
ooooooooooooooboobobobobooooobbobobobb
gooooooooooobobbbboboboboboog

NISOODOOO0ODODOOO00OD000000000ndbm 0000 btree
OO0 hashOOOODODODOODOOOONISOODOOODOO ndbmO
oodooooooooooooboooooboboboboobobobobobobbob
ooooooooovuibooooooboboobobobobbDbDbDb 30,000
oooooboboooobooobouibbobogoooOoOoon 10,0000

goooobobooooooubb0Dndaem0 000000 ooOOOO

ooooooooooooobobobobbbbbbbbboooooo

U000 btreeOOOOOOO

NISOODODDDODDODDODDODODODODODOOOOOO0o0o0o0o0o0o0o0o0oogno
00000000 ODO0O0O0C0OC0OO0O0ODODOg (btreed OO
ndomO00) 000000000 OOOOOOCOOOODOODODOO
ooooooooooooobobobobbbbbbbbbooooooo
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goodooooooooooobbobobobobobooooooo 10
goooobobooooooobboboooon

 NISOOOOONISOOOOO ypserversNISOOOOOOOOOO
0000000 ooodooooooooo NI soooooooboooad
0000000000000 ooooooDooooooNIsOoOd
OO0 ypservers NISOOOOOOOO NISOOOOOOODOOOOO
0000000 oooooooooooooooooNIsoOoooo
do0o0oooooooooooooooooooan
# /var/yp/ypxfr -d ‘domainname‘ -h NISMASTER -c prpasswd
# /var/yp/ypxfr -d ‘domainname‘' -h NISMASTER -c
prpasswd nonsecure
O00000NIsMASTEROOOOO NISOOOOOOOOOOOOO
do0odboobooboooooooooobooooooooooo
gooobooooooooooboooood

- OJOOOODODODODDDDODOODODODODODOOOprpasswddOOGQOQOQ
ddddoooooooooDoooOoODODObObObOOOOoO0O0O0o00on
prpasswd 0000000000 O0O0DODOOOOOOODOOODDOOOO
prpasswd 0000000 yeopush OO OO ODODOODOODOOOOOO
00o0oo(@oOoOdO0)rpe.yppasswdd OO0 O0O0O0O0O0O000O0O
JdddoooO0opooooDooDoDoOoOODOOOd /var/yp/Makefile
00O wnNopusHOOOOOOOOODODODOOOOOO

e prpasswd 000000 NISOOOOOOOOOOOOO
NFSOOOOO /tcb/files O OO /var/tcb/files O 00O
000000000000 oOoobOoooooboooooaad
-root=clientl:client2:client3 000 -root=00O0 000000
OO0OOroot0 000000 0OOOODOOODOOOODODOOODOOO
O00O0D0exports@) 00000000 0O0OOOOOODODOODOOO
OOOONFSOODDOOOOODOODODDDOOOO

A68 NISOUOOOODOODLOOOODO

OA20000000NISOCO0O0O0OO0OODODDOOOO0OO0OOODODOOO
ooon
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OA-2.NISO00000D000000

gooooogo

oo
goo0oooo0oOooboooooooa
00000 NISOOO0O0OO0O0DoOoono
0000000 dxaccounts OO0 OO0
Joo0o00oo0ooooooooon
go0oooooooooooon
Oo0o0oDoDooOoOoon NIsOOo
0000000 prpasswd O0O0O
goooooooo
dxaccounts OO 0O0O0O [ODO]0O00O
000000000oaNIsOonoon
goo0oO0ooboOooooboooon
O ([NIS Users]d [NIS Groups]O [NIS

Templates]| 0 O0)00O00D0OOOO0O

/var/ypOOO0O000 makeOOOO
00000 0O0OMap 'ypslaves ' is
empty for domain ’‘domainname’
gobobobooooogooobbobooboo

/var/yp 000000 O make
go0b0o0dboodnboOdMap
'hosts.byname’ is empty for
domain ‘domainname’ cant

bind to master for domainname
hosts.byname no such map in
server’s domain will use slave
copy! UOOUODODOODOOOOOOO

ud

1. /Jetc/sve.conf OO OO0OO0OOO
U0 auth=local,ypUOooooong
ooooa

2. /Jetc/passwd 00 OO0OOO0OO
oobooooooooo "+.:"000o
oooooooo

/var/yp/ypxfr lperday[
/var/yp/ypxfr lperhour U U

O /var/yp/ypxfr 2perday 0000
oO00o0ooOooooooooooooo
Oo0oooDoogdo

ypxfr -a "Smethod" prpasswd
ypxfr -a "Smethod"

prpasswd_nonsecure

NISsODODODOOooooooDoooo
goboooobooog

gooobobbooooobobooo
goooooooooo

# touch /var/yp/src/hosts
# cd /var/yp

# make

A7 TruCluster U0 DO ODUOOOODODOOODOO

TruCluster 00O OD0OODOO0OOCUOOOOOOOODOODODOOOOCOO
O0000bLO000DbO00ODbO0o0OO0DbO0OO0DbO0ObD (ACL)ubobOooo
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gooooboboboooogooooobobooooooooboboboooog
oooooobooooogogooo

ljjdoodoooooooooooooooboobooboobbDbDboDbbDbboon
goooooooooooboobobooboobobobobobbbbbDbDbbbbobobn
ooooooooooooboooboobobobobbbbobbbbbbbobobono
goooOo0oooooobooo ACcLObobbooooobbooooobo
goooooooooobobobobobobbooooooooooooooon

goooooooooobobobobobobbooooooooooooooon

oooooobooooogoooo

A71 TruCluster DO OO DODOOOOOOOOODODODOOOOOO
gboooboboood

OO0 TruCluster OO OO OD0OOOOOOCOOCOOOOODOODODODO

goooooooooobobobobobbooooooooooooooon

obo0oobOb0ooobObooooOb0ooobOb0o0o0b0O0d /ete/passwd OO
U000 auth.db 0000000000000 /ete/passwdODOOOODO
goooooooooooboboobobooobbbbbbbDbDbbbbbobobn
telnet DO OD0DDODODDDODOOOOOOOOOOOOOOOO0O00000
ooooooooooooboooboobobobobobbbobbbbbbbobobono
O00O0OdtloginO0 00000 CDEOOOOOOOOOOOOOOOOO
goooooooooooboboobobooobbbbbbbDbDbbbbbobobn
000000 /ete/passwd OO ODOOOOOO0O0O0000000O0O
goooooopooobobobobobobobbooooooooooooooon

ooooooooboboobobobobDbDbbbDbbbobOO0oO00reotOODOOO
gooooooooooobooboboobobbbbbbbbbDbDbbbobn
ooooooooooobbbbboboooooooo

A72 TruCluster D00 O0OOO0ODOODOOODODODOODODOOOO
oo

TruCluster D00 0O0DOO0OO0ODOODODOODOOODOODODOOO
OOTruClusterServer 0000 O000D0OO0DOODOOOOCOODOODODOOO
goooooooooobobobobobobbooooooooooooooon
OO0D00O0O (OSFC2SECnnn 0 00O OSFXC2SECnnn )00 0O00OODODO
ooooo
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nnmn 00 Tru64UNIX OO OOODODDOOOOOOOODODOOOOOO
gooooboobooooobbobooooogoo

OCO00O0O00OODO0O0O0C0C0OO0O0o0oDODOoOoOOOOon TruCluster O
googoooobooogogooo

- JOO0OODOOOODODO True4UNIXOODOOODOOOODOOO
TruClusterServer U0 00000000 OOOOOODOODOOOOO
0d0o00d00obOO00oO0obOoOO0o0oo0obObO0oOooboOoOooboooooa
0o00000oooooboooooobbooooboooooboooooa
ooo0ooooooon

- OOODODODODDDOOOOOOODODOO TrueduUNIXOOOOOOOO
OO0OOTruClusterDO0 O OD0OOOODODOOODODOOODODOOODODOO
goooooooooooobobboobobobobobbbboboobbbbb

- ODOODODODODODDODODOOOOOOOOOOOOO0O00000004gyg
ggodoooooiliooooobooboobbbbbbbbbbbbboobooo
ooooooooooooooboobobobobobooboobbbbo

0000000000000 00o0oU0o0ooooDooDoooooon
O000000000D000D000000 UNIXO /ete/passwd 000

/etc/group 00 0000000000 OOOOODOOOOOODOODO

0000000000000 00000Osecconfigdonoonoongd

[Custom Setup] O O O O 0O O O Security ConfigurationOD OO OO OO0OO
Oopooooo

A73 DO00OO0ODOOOOO

/usr/sbin/sysman secconfigO OO OOOONO [Custom Setup] O
000000 Security ConfigurationD0 D 0000000 ddoooOoOoOO
goo0o0ooOoooooboOooOooOoboU0obocO0oboOoooooboOoDpOooOooo
goo0o0ooOoooooboOooOooOoboU0obocO0oboOoooooboOoDpOooOooo
00000000O0DOO0DOO0O0o0O0oO0oooooOooooACcLOOn
O000000000DO0ODO0O0O00 ACLOOODOOo(@mUuoooooo)o
O00000ACLOODOODODODOODOOOOCODOACLODOODOD
O0o0o0ooo0ooooooooo

NFSOOOOOOODODOOOOACLODODOOOOOOOD proplistd
googooooooboo
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A74 OOOOOOO NIS

oooooooooooooooooobobooobobooooobobobbbbo
oooooooopoobooobobobbooNISsO0ooooooooooooo
O000000o0O0ooOOoDOooOooOOooOoocO NIscooooboooDogoo
OO0o000o0O0obOO0oDOoO0ooooboOooooooo)o

NISODOOODOOOODODOOOd /Jete/passwd DO OOOOOOOOOO
0o0o0o00ooooooOoodooD(@ooooooooooooooooo
OO0)yoooooooooododdoddoddoodoooooooog NIsd
0o0000o0ooooooooooooooo0o000o0ooooooon
/etc/passwd 0 passwd 00000000000 OODOOOONO prpasswd
oodooooNIsOoooooooooood

dddddooo0oo0ooooooobob0oooooooNISsOooooooo
ooooobobboooogooobon

1. O0000O0O0O0O0O0O0Opasswdd OO /var/yp/srecO0O0O0QOgnQ
ooooobo0o0o0oooooboooooooooobooooo
oooooooon

2. convuser -McUOOOOO1000000000 prpasswdOODODO0O
0000000000000 convuser@UO00O00OO0OOO0O

3. 0DOb0OOO0o0oOoooboboboobooooooboooooboboboooo
NISODODODDODODOnissetup OOOO0OOOODO NISOOOOOO
goooobbooooodibDyppinda0 00000000000
U-sboooogooobobboboooobobobbo1oobbooog
ooboooooon

4. True4UNIXOOOOODOODDOOOOODDODOOOOOOOOO
O0000D0prpasswd JO0O00000OO0OOOO0OOODODOOOO
goooobboooog

od

ljjodddooooooooooooooooobDDbDDDD
OD0000DOTru64 UNIX Version 5.1A 0 0 O DIGITAL UNIX
00000 4xO000000D0O0OCO0O0O0OO0ONOTrue4 UNIX

Version5.1A00000000 NISOODOODOOOOOOCOO

A-30 OO0OO00OO0ODOOoOOoDbOOon



gbooobooobooboooboooboobboooboo
O000o0b0O04xO00000NISOO0DOOODOOOODOOOO

dxaccounts 0O OODOOO0ODOONISOOODOOODOOO
gooooobooboooobobbooooooobobobog
oooooboboooo0ooobbbooooooobobobobooo
oooooooooooooboboobboboooog

do0o0ooboooood /var/yp/sre/group OO0 O00OOO0O
O0000Ouseradd0O0000O0O0O0O0O0O

A7S5 OO0OO

gdodooooooooooooboobbobbbobDbb0D0D prpasswdd
OO0000o0ooO0oooOobOoDO02000000O0OOo(@OoD)yooOoboOoo
ooooooooooooboooboobobobobobbbobbbbbbbobobono
goooooooobobobobobobobobbooooooooooooooon
gogoooobboooodb/varo0oogogoooobbooooogo
goooooooooobobobooboobobooooooooooooooon
O000o0b0bO0O0000obbo00 prpasswdddO0000OD0ODOO0O0O
goooooooobobobobobobobobboboooooooooooooon
goooooooooobobobooboobobooooooooooooooon
googooboobooooooo

NISOOOOOOODODDODDODOoOOoOOOOODOOODODODODOODOOOOOO
NIS prpasswd 00 00 prpasswdd 000000 rpc.yppasswdd 00O
ooooooooo

As UDugboogod

goboooobobooobooboboobboobobooboboobooobooo
goooooooooobobobobbbbbbbbbooobbbbbboboo

ggodoooooooooooooooobooobobbooboobbobobbbbb
gbooo0obooobooboboobooobooboboobbooboon
gooo0oboooboobobooboooboobobooi100oobooo

goodooooooooooooboobbbbbbbbbbbboooooog
goooooo
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ggodoooooooooooooooooobobboboobobobobbbbb
gooooooooobobobobobobobbobobooooooooooooon
ooobooogooo

gooooooooooooooboobbbbbbbbbbbbooooooo
gooooooooobobobobobobobbobobooooooooooooon
gooooooooobobobobobobobbobobooooooooooooon
goooobobooboooogooooobboooooooboboooog
gooooogooo

A8l DULO0OUODbObOObObOOobO

ddoooooooooooooobooobobobobooboobobobobbbo

- OJOODODODODODDODODOOOOOOOOOOOOOOOOOOO004gg
oodoooooooooooobooooobooboooobooboobobbob
goodooooooooooooooooboboboobbobbobbbb

- ODOODODDODODODODOOOOOOOOOOOOOO0O0000040404gyg
gogooooooooooooooboobooboboobbobbbbo

- ODO0o0o0ooooboooo od

- D0DD0ODODOObObObOObOObOO000000000000oooooo
oo oooooooobobobobobobobobooboo

- ODO0oO0o0oOooooobbooo 200

ggodooooooooooooooobooobbbooobbobobbbbb
goooooooobobobobobobobobbooooooooooooooon
ooooooooooooboooboobobobobobbbbbbbbbbobobono
oooooooD /devOOOOOODODOODODODODDDODDDDDDDOOOO
ooooooDoDoDoboODoOboObODbDbDbDODbDbDDbO0 reotDODDODODODOOO
U0 tty00OO0OOO0OO0O ce200000000D00O00O

lsO000000ooObOboo0ooooooboooobobobooooooobooon
gooooobbooogoooobon

# 1ls —1g /dev/tty*
CrW---------- 1 root tty 0, 2 Aug 15 09:29 /dev/tty00

CYw---------- 1 root tty 0, 3 Aug 15 09:29 /dev/ttyo0l
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dxdevices U0 U UOO0ODODOOO0O0ODODODOOOOO0ODODOOOODODODO
O00000D0000O0OOaxdevicesODODODODOOOOOOODDODOO
gooooooooobobobobobobobboboooooooooooooon
dxdevices 0O DODODODODDDDDDODO XODODODDDDODDODDDDDDOOOO
googoooobooogogooo

A8.11 dxdevicesOOUODODOOOODOODODOODODOODODOOO

ODevicesDOOOOOOOOOOOODOOODOModify/Created 00O
O000OO00OO0ODOOSelectdevicessDOOODOODOODOOOODOODOOOO
goooooooobobobobobobobobbooooooooooooooon
OO0DOOO[FilelCODOOOOOODODOOOOOOOODDOOOOO
0000000000 O0DODOOOO0ODOOModify]OOOOOCODOOO
U000obobDibo0o0o00didbDdxdevicesODODOOOOOOODODO
oooboooooo

A8.1.2 dxdevicesODDOOOOOODODOOOOOODO

ODevicesOOOOOOODOODODOODOOOODefaultsDODOODODO
gooooooooooobooboboobobbobbbbbbDbbbbbobobn
O0OO0OOModify Terminal 0 00000000 O0OO0OOOOOODOOODOO
gooooooooooobooboboobobobobobbbobbbbbbbobobono
U000OdxdevicesUUOUOUUOUOOO0OoooooooooooOoO

A82 DULOOUODbObOOLObOOobLODbO
ggodoooooooooooooooooobobboboobobobobbbbb
goooooobbooobboobobbbbbbbbooooo

- JOOO0OOODDODODOODOOO /etc/auth/system/default
00o0o0o0oOoO0o0000boODOo0oooooobO@uoooooon
oo0ooo)yoboooooad

- JOOOOODOOOOOODOO /etec/auth/system/devassignl 00O
000000o0ooO00o0oooO00oooOoooooooo

e OJOOOOODODOOO /etc/auth/system/ttys.doO0 OO0 O0O0ODOO
ddodoo(@oooooooooooo)yooooooo

goooobobboooboooooooboobobooooooooobobo
ooooobbooo0ooooooobooboooouooobbooooog
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ododoooooo0ooooooooooooooooooon
0dododddoo0oooo000o000goooooDooooOoOoOooooo
/etc/auth/system/ttys.db 000 /etc/auth/system/devassign
0000oooooooD(@MO Xooooooooog)yoooooooooaod
odoooooooood

0000 XOooooooooooooooooooooooooooooo
goo0o000o0oo0obobo00o00bbi0d0dn st _login timeout#0: OO
goooooooooooooooooo xXxogooooooooooooao
Oooooooooboooooon

# echo \

\’*\:*:t devname=*\:*:t login timeout#0:t xdisplay:chkent:\’ \
| /tcb/bin/edauth -s -dt

# echo \’*\:*:v type=xdisplay:chkent:\’ | /tcb/bin/edauth -s -dv

A9 b0 obobooouoooboon

oooooooooooooooooobobooobobooooobobobbbbo
oooooooooooobobooboobobobobbobbobbbbbbbobobono
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goooooooooobobobobobbooooooooooooooon
gooooooooobobobobobobobbobobooooooooooooon
oooooboboooooogooo

gobooboboooboooobuooboboooobobooboooboobobon

A9l DOOOoOoooo

ggodoooooooooooooooooobobboboobobobobbbbb
oooooooooooobobooboobobobobbobbobbbbbbbobobono
gooooooooooobooboboobobbobbbbbbbbbbbobobon
gooooooooooobooboboobobbobbbbbbbbbbbobobon
oooooooooooobobooboobobobobbobbobbbbbbbobobono
oooooooooooobobooboobobobobbobbobbbbbbbobobono
OO000000oO0OOoDO0oOO0O0bC0ObOO0OOoDOoDODObO (oo so0)
goooooooooooboboobobooobbbbbbbDbDbbbbbobobn
gooooooooooobooboboobobobobbbbobbbbbbbobobon
ooooooobobobobobobobbbbbbbbboooogo
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gogodoooooooooooo

ooobooogooo

:t 00 00000000000000

ggodoooooooooooooooobooobbboboobobbobbbbb
goooooooooooboobobooobobbobbbbbbbDbbbbbobo
goooooooooboobobobobobbobobooooooooooooon

oooooobooooogogooo

/dev/console
/etc/auth/system/default

/etc/auth/system/devassign

A92 DUDL0OUbObOObObOo

goodooooooooooobobbbbbbobboboo

/tcb/files/auth.db
/etc/auth/system/ttys.db
/etc/auth/system/default
/etc/auth/system/devassign
/etc/passwd

/etc/group
/sbin/rc[023]s
/dev/console

/dev/tty*

/dev/pts/*

/sbin/sulogin

/sbin/sh

/vmunix
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A.9.2.1 /tcbffiles/fauth.dbo OO OO OO0

ggodoooooooooooooooooboobbooobobobobbbbb
goooooooooobobobobobbooooooooooooooon
goooooooobobobobobobobobboboooooooooooooon
goooooooobobobobobobobobboboooooooooooooon
goooooooooobobobobobbooooooooooooooon
ooooooooooooboooboobobobobbbbobobbbbbbobobno
ooooboobobbbbbbbobooooooooooooooooooo
googoooobooogogooo

root 000 000D0OO@CDO)OO0OODODOOOOODODODOOOOOO

/tcb/files/auth.db 0000000000000 OrootO0 0000000
gooooooooooobooobobooobobbobbbbbbbbbbbobobo
goooooooooobobobobbbobbobbbbooobobbbbbooo

goooobobooo0oogoooobobooooooobbobooooog
root000000COCO(@MO)ODODOOOOOOODOODOODOOO
goooooo

# edauth root

oo00OOOreot000O0O0ODOOOOOUOOO@WO)OOODOODDO
googoooboobooogogoo

root:u_name=root:u_id#0:\
:u_pwd=encrypted password:\

:u_minchg#0:u _pickpw:u nullpw:u restrict@:\
:u_maxtries#100:u_locke:chkent:

0000000000000 0O0prpasswd4) 00 0000000O0O0O0OO
ooooobobobooooooboboooogogooo

name root 00000000000

u_name root 00000000000
u_uid opo0oO0O0ODOOOoOOon
u_pwd 000000000000 00000000000

gooooooooooooboboboboobobbbo
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goooobbooooooobooooobon
ooooooooobobobobooooobobobobo

chkent 0000000000000000000 chkent
ooo00000000o0oooon

ggodoooooooooooooooobooobbbooboobobobobbbbb
gooooooooooobooboboobobbobbbbbbDbbbbbobobo
goooooo0ooooooDbobOb0reoctD00000O0O0OOOOOOOO
oooooobooooogogooo

A.9.2.2 Jetc/auth/system/ttys.db O 0O OO

gooboobobooboboooboobobooboboobooobooboobon
0000000000000 0O00000000000O0OCconsoleddO
goooooooooboboooobbbioooooobbUchkentdO
gooooooooobooooooobbbiooooonDn t_devname U0
console U0 0O0OO0OO0OODODOOOOOODODODDODODDDODDODOOOO

console:t_devname=console:chkent:

A.9.2.3 Jetc/auth/system/default O O O O

odooooooooobobobobbobobobobbobbDbib0 defaultddd
chkent 000000000 OO0O0OODOOOOODODOOOODO :t000OO
gooogooobobooooooo

oooooboboboooogo

default:\
:d_name=default:\
:d_boot authenticate@:\
:d_audit enablee@:\
:d pw_expire warning#3456000:\
:u_pwd=*:\
:u_minchg#0:u _maxlen#20:u_exp#15724800:u_life#31449600:\
:u_pickpw:u genpwd:u restrict@:u nullpwe:\
:u_genchars:u_genletters:u maxtries#5:u locke:\
:t_logdelay#l:t _maxtries#5:t_locke@:t_login timeout#60:\
:chkent:
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A.9.2.4 Jetc/auth/system/devassign O 0 0O O

A.9.25

A.9.2.6

A9.2.7

A.9.2.8

A.9.2.9

ggodoooooooooooooooooboobbooobobobobbbbb
O0000000000D0D00ODO consoled000000O0O0OOOOOO
OO0 chkent U0 00000000000 DO0OO0Ov typeODODOOOO

U0terminal 00000000 O00DODODOO

gooooooboooogoo

console:v_devs=/dev/console:v_type=terminal:\
:chkent:

letc/passwd O O 0O O

/etc/passwd 00000000000 DODO0O0O0O0ODOODOOOOOOO
goooooooooobobobobobbooooooooooooooon
ooooooboooooogooo

letc/group O O 0O O

/etc/group U0 0O0O0O0OOOOOODODODODODDODODODODODDODOOOOO
goooobobbooogooooboobon

[sbin/rc[023] 0 O OO

/sbin/rc[023] UO0O000init 00000000000 000000
goooobobooo0oooooobbooooooobobooooog
goooooo

/dev/console 0 O OO

/dev/console 000000 OO0ODOOOODOOOODOOOODOOOODOO
goooooooooboobooobbbbbbbbbbbbboo

[dev/pts/*0 0 0O /devitty* D 0 00O

/dev/pts/* 000 /dev/tty* 000000000 O0OO0OCODOO
ooooooboboooog

A.9.2.10 /sbin/sulogin O OO 0O

/sbin/sulogin 0000000000 D0ODODODOODOODODOODODODODODOO
Oood0OreotJ000000000O0O0O0OODODOOOODODODOO
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A.9.2.11 /sbin/sh OO OO

/sbin/sh0 00000000000 DODOOOOODOODOODODODOOOOO
gooooobbooogoooobon

A.9.2.12 /vmunix OO OO

/vymunix 0000000000000 OO000000O000000000
ooooooooooooboooboobobobobbbbobobbbbbbobobno
ooooobobobooooooboooogoooo

AS93 Do bobouobboooboboonod

Ooodoooooboooooooobooooooooboooooan
fverify 000000000 0O0O0O0O0ODO0O0O0OO0ODO0ODO0OO0OO0OO0O
O0000O0O00000O0O0O0000O0SFC2SECRIOODODODOODODOOOO
ogoooooooooooooooobobooboobobboboooo

# cd /

# /usr/lbin/fverify < /usr/.smdb./OSFC2SEC510.inv
goooooooooooooooOoOoooLoLobooboooog s 100
O authck —pf 00000000 OOO0OOOOOO

ggodoooooooooooooooobooobbboboobbobobbbbb
ooooooooooooboooboobobobobobbbobbbbbbbobobno
ooooooboboo0o A6 bDDOOOOO0OO0OOOO

dxaccounts DO 0 usermod 00 OO0 O0O0O0OOOOO
/etc/.AM is running0U00000O0O0O0OO0OOOOOO0OOOOOO
0000000000 oO00oo0oooooooooooonon
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oooooooooooooooooobobooobobooooobobobbbbo
gooooooooobobobobobobobbobobooooooooooooon
goo0oo0ooOooboobOoDoDOooOoOoboOoo/oboooUoboOopoooobooo
UB-10000000000000000000000000D0DDDOO
ooooobobooooogoooon

UB-10000000000DODODOO0O0O00O0ODOODOO0O0OO000

gpogoog
od gooooooo gboooboogooo
gpooooood good
gooo
ooooooo rsh ssh2
goooooog
D00000D000000000 rlogin OO0 ssh2

goooooooooboon

telnet

recp D OO ftp

scp2 U000 sftp2

oooooboboboooooooooooo

- JOOOOODDODOOOOOOODDOO

- JOOOODDOOOOO
- JOOO0OOODODODDOOOODODODOOOOOOO

- JO0O0OODOOOOODODODDODOOO0OO0O0O0O00O0O0O0OOOODDOO

gooog

- JUOOO0OooODOODOOOOOoODDOOD

- JOoOoooooboooooooo

- JOOO0ooODOODOOOOOoOO
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Bl UUbUUougoooodobooboboooyg

oooooooooooooooooobobooobobooooobobobbbbo
O000O00000bObOO00b0bb0O00 sshd2 0O OOOODOOOOOO
O0000oDO000ooooobo0oo0obDbo0o0oob0OooOonndTrued UNIX
O0000000O0ODOD0O0 Version5.1A000000000000O0CO0O
gooooooopoobobooboobobobbbbbbbbbobbobonoob BO
ooooooooooooooobobobobbbbbbbbbobobobono

ooooooooooooooooooboboooboboooobobobbbbo
goooooooooobobobobobobobooooooooooooooon
Oo0D0O000ooooDOoO0OTrue4UNIXOOODDOOOOOOODOD
Version5.1A000000000000DOO0OODOOODOODOOn
gooooboboooooooobbbooo

Od0d0o0o0oo0o0ooooooobobobobobobDDbDDOscp20sttp2000
Ossh20 000000000000 0OO0O0OOOODOODOOOOODOOO
gooooooooobooboboobobooooooooooooooon
ooooobobbo BOOOOOOODOOOOOOOOODODODOOOOO
ooooooboooogogooo

0000000000 TrwedUNIXODODODOOOOOOOOOOoooooo
O0000D0O000D000000OO0 Trued UNIX Version5.1BO 00000
ooooo0opDDbDbobObODbODsetldad00ooooooooooon
googoooboboogoooo

Configuring "Secure Shell Base Components" (OSFSSHBASEnnn)
Creating ./etc/ssh2/ssh2_config
Creating ./etc/ssh2/sshd2_config
Creating ./etc/ssh2/ssh _dummy shell.out
Generating 1024-bit dsa key pair
Key generated.
1024-bit dsa hostkey
Private key saved to ./etc/ssh2/hostkey
Public key saved to ./etc/ssh2/hostkey.pub
Creating /.ssh2/ssh2_config

Installation of the Secure Shell Base Components (OSFSSHBASEnnn) subset is complete.

B2 UUOUOUuoooogn

O0000O00O0O0OD0ssha20 0000 (@MODOODODOOO)OODO 220
gooooooooooobooboboobobbbbbbbbDbDbDbbbobobn
O00O0O0Osshd20000O0O0O0O0O0OO0O0OODODOODDODDODODODODODOOO
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0000000000 0bOo0ooooooooooooooooooon
0d00O000bO000doObOO0o00ooOoOoo0obOoDO0oOoooOooOoOooDo
0d0O0O0d000obO0o0dobOO0o0oO0obOoO0oO0ooDoOOoOoOoobOoDOoOooDoooOooo
/etc/ssh2/hostkey.pub 00000000 OOOOODO0O

0ddoddoooooooDbboooboooo@obooooooooO)yooo
O000000oDoDDoooOoOoOoOoOoOoOOoo0Ooo0o0o0o0o0o0o0oooooon
ooo0o0o0ooboooooooobobOoboooooooooooooon
O hostkeys 0O DODODODODODOOO0O0OO0O0O0O0O0OOOOOOOODODOO
00000000 DODOOOOOOOOO0OO0O0O0O0O00000ooooon
ooooobbooo0oogoooooooooooobbooooog
hostkeys UUO O UOUOODO key port servername.pub 0000000
0000000000000 0000D0O0 crange0 0O OOOOOOO
key 22 orange.pub 000000 DODODO0O

ggodoooooooooooooooobooobbbooboobobobobbbbb
goooooooobobobobobobobobboboooooooooooooon
goooooooobobobobobobobobboboooooooooooooon
gooooobobooooooooooboboooooooboboooog
googooobooboogogooo

- JOoooOO
- QOO0

- JOOOOOO(MUDODDOODOCODODOODOODUODODUODDO
OuNIXOOOOOOoooooooOobObObbhOooooooooooo
oooooooo)

ggodoooooooooooooooobooobbbooboobobobobbbbb
gooooooooooobobooboobobobobbbbobbbbbbbobobono
gooooooooooobobooboobobobobbbbobbbbbbbobobono
goooooooooooboobobooobobbobbbbbbDbDbbbbobobn
O0O0Osshd2 00000 DODDODOOOOOOOOOOOOOOO00

B3 UUUUuooboooouuoooobood

000000 O0O0oooooooooboooooooooo
O /etc/ssh2/sshd2 config O OOOOOOODOOOO
/etc/ssh2/ssh2 configOOOOO0OOOO0OOODOODOOOODOODO
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000000000000 $SHOME/ .ssh2/ssh2 configODOOOO0OONO
gooooo0OsgoMe 0000000000 0O0O0OOO0OO0OOOOOOO

sshd2 configODODODO ssh2 configOOOOOOO1000000
ooboO0obooobooboboooobooooooooobooobooDbOoooon
ooboO0obooobooboboooobooooooooobooobooDbOoooon
OoooOooooobOoooObOoob oooooooooooooo
obooooo
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/etc/ssh2/sshd2 configUO OO0 (OO0 sshd2 -£000000O00
00000)000ssha2 000000000000 OOOOOOOODOO
00000000000 sshda2 00000000 OO0OOODOOOOOO
O00000D0000 sshd2 configOOOOOOOOOOOOODOOO
000000000 DO00000000 ssha2O0OOOOOOQoOoOooOooOO
OO0 /ete/ssh2/sshd2 configO O OOOOOOOOOOO

sshd2 00 0O0O00O00000 sshd2 configOOODOO0OOOOOO

UO0Osshd20O0O0OO0OO0OO0OO0OOODODODODOOOOOOOOOOOOOOOO0
goooooooobobobobobobobobbooooooooooooooon

ssha2 00 0O0OO0O0O0O0O0O0OOOOO B61IODODDODODOODODOOOO

O B-10O /etc/ssh2/sshd2 configUO O OOODOOOOO
O0Osshd2 configO0OOOOO0OODOOOOODODOOOOO
sshd2 config4) 0 DD0ODO0OO0OOOOO

0 B-1: sshd2_config OO OO QOOd

## sshd2 config

## SSH version Server Configuration File
#HH#

## General

VerboseMode no
# QuietMode yes
AllowCshrcSourcingWithSubsystems no
ForcePTTYAllocation no
SyslogFacility AUTH
# SyslogFacility LOCAL7

## Network
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O B-1: sshd2 configOOOOOnO (O0O)

Port 22

ListenAddress 0.0.0.0
RequireReverseMapping no
MaxBroadcastsPerSecond 0

# MaxBroadcastsPerSecond 1

# NoDelay yes

# KeepAlive yes

# MaxConnections 50

# MaxConnections 0

# 0 == number of connections not limited
## Crypto

Ciphers AnyCipher

# Ciphers AnyStd

# Ciphers AnyStdCipher

# Ciphers 3des

MACs AnyMAC

# MACs AnyStd

# MACs AnyStdMAC

# RekeyIntervalSeconds 3600

## User

PrintMotd yes

CheckMail yes

UserConfigDirectory "$%$D/.ssh2"

# UserConfigDirectory "/etc/ssh2/auth/%U"
UserKnownHosts yes
# LoginGraceTime 600
# PermitEmptyPasswords no
# StrictModes yes

## User public key authentication

HostKeyFile hostkey
PublicHostKeyFile hostkey.pub
RandomSeedFile random_ seed
IdentityFile identification
AuthorizationFile authorization
AllowAgentForwarding vyes

## Tunneling
AllowXllForwarding vyes

AllowTcpForwarding vyes
# AllowTcpForwardingForUsers sjl, cowboyneal@slashdot.org
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O B-1: sshd2 configOOOOOnO (O0O)

# DenyTcpForwardingForUsers "2 [:isdigit:]*4, peelo"
# AllowTcpForwardingForGroups priviliged tcp forwarders
# DenyTcpForwardingForGroups coming from outside

## Authentication
## Hostbased and PAM are not enabled by default.

# BannerMessageFile /etc/ssh2/ssh banner message
# BannerMessageFile /etc/issue.net
PasswordGuesses 1

# AllowedAuthentications hostbased,publickey,password
# AllowedAuthentications publickey,pam-l@ssh.com
AllowedAuthentications hostbased,publickey, password
# RequiredAuthentications publickey,password

# SshPAMClientPath ssh-pam-client

## Host restrictions

AllowHosts localhost, foobar.com, friendly.org

DenyHosts evil.org, aol.com

AllowSHosts trusted.host.org

DenySHosts not.quite.trusted.org

IgnoreRhosts no
IgnoreRhosts no
# IgnoreRootRHosts no
# (the above, if not set, is defaulted to the value of IgnoreRHosts)

H H H H H

## User restrictions

AllowUsers "sj*,s[:isdigit:]##,s(jl|amza)"
DenyUsers skuuppa,warezdude, 31373
DenyUsers don@untrusted.org

AllowGroups staff,users

DenyGroups guest

PermitRootLogin nopwd
PermitRootLogin yes

H H H HF H H

## SSH1 compatibility

# SshlCompatibility
# SshdlPath

## Chrooted environment

# ChRootUsers ftp,guest
# ChRootGroups guest
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O B-1: sshd2 configOOOOOnO (O0O)

## subsystem definitions

subsystem-sftp sftp-server

B32 JUbO0OO0OO0OOOOd

/etc/ssh2/ssh2 configUOOUOOOODOOOOOOOOODODOOOO
0000000000000 bOO00bO0dOO0obOO0oO0ooDOoooDOoooDOoDO
00000 sHOME/.ssh2/ssh2 configUOUOUOUOO0OO0OODOOOOO
O0OsgoMEO OO OOODOOOOODODOODODODOO0OOOOOOOOO
/etc/ssh2/ssh2 configOD O OOO0OODODOOOO0OODOOOOOODOO
O000000000EnforceSecureRutils U0 OOOOOOODOOONO
000000000000 0000EnforceSecureRutils JOOOOO
0dodooOooB400O0O0OD0OODOODOO

0 B-20 /etc/ssh2/ssh2 configOUOOOOOODOOOOO
ssh2 configOOUOOOOUOOOOOOOODODODODODODO ssh2 _config(4)
oo0oooooooo

0 B-2: ssh2 config OO OOOnO

## ssh2 config
## SSH version Client Configuration File
##

## The "*" is used for all hosts, but you can use other hosts as
## well.

*

## True4 UNIX specific
# Secure the r* utilities (no, yes)
EnforceSecureRutils no

## General

VerboseMode no

# QuietMode yes

# DontReadStdin no
# BatchMode yves

# Compression yes
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0 B-2:ssh2 configQ O Ooodo (@a)

# ForcePTTYAllocation vyes
# GoBackground yes
# EscapeChar ~

# PasswordPrompt "$U@%H’'s password: "
PasswordPrompt "$U’s password: "

AuthenticationSuccessMsg yes
## Network

Port 22

NoDelay no

KeepAlive yes
# SocksServer socks://loginesocks.ssh.com:1080/11.12.0.0/16,19.74.23.0/24

## Crypto

Ciphers AnyStdCipher

MACs AnyMAC
StrictHostKeyChecking ask
# RekeyIntervalSeconds 3600

## User public key authentication
IdentityFile identification
AuthorizationFile authorization

RandomSeedFile random_seed

## Tunneling

+H

GatewayPorts yes
ForwardX1l1l yes
# ForwardAgent yes

+H

# Tunnels that are set up upon logging in

# LocalForward "110:pop3.ssh.com:110"
# RemoteForward "3000:foobar:22"

## SSH1 Compatibility
SshlCompatibility yes
SshlAgentCompatibility none
# SshlAgentCompatibility traditional
# SshlAgentCompatibility ssh2
# SshlPath /usr/local/bin/sshl

## Authentication
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0 B-2:ssh2 configQ O Ooodo (@a)

## Hostbased is not enabled by default.

# AllowedAuthentications hostbased,publickey,password
AllowedAuthentications publickey,password

# For ssh-signer2 (only effective if set in the global configuration
# file, usually /etc/ssh2/ssh2 config)

# DefaultDomain foobar.com
# SshSignerPath ssh-signer2

## Examples of per host configurations

#alpha*:

# Host alpha.oof.fi

# User user

# PasswordPrompt "%U:s password at %H: "
# Ciphers idea

#foobar:

# Host foo.bar

# User foo user

B4 ODUUOOOLOOODLDOOOLOOUOLOObDOObLOoObLOn
googboooogbg

rshd rloginrecp 0000000 remd() OOOOOOOOO
0000000000000 oooooooooooooo
000000 /ete/ssh2/ssh2 configO O OO0O0O0O0OOODOO0O
SHOME/ .ssh2/ssh2 config O OO OO EnforceSecureRutils 00O
000000000000 0000D00000EnforceSecureRutils
U0000o0o0o0o0oDDDDbO0OD0ODO /ete/ssh2/ssh2 configUOO0O0O0
EnforceSecureRutils 000000000 OOOOOOOOOOOO
SHOME/ .ssh2/ssh2 configUOO0OOOD0OOD0OOOODOOODOOODOOO
oooooooooDoDbDoboDbbDbODbDbDDDO /ete/ssh2/ssh2 _config
00000 EnforceSecureRutils 00D O0OODOOOOODODOOONO
O00000D00D00 $HOME/ .ssh2/ssh2 configO O OOOOOOO
O0DO0DoOD0oDOobOOoOooOoooa
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EnforceSecureRutils OO0 0O0OO0OO0OO0OO0OO0OO0O0O0OOOOOOOOOOO
oooaoa

- sshdOOOOOODODOODO sremd0000000000O0O0rshdO
rlogind0000000O0OOCOOOOO

e /etc/ssh2/sshd2 configO 0O 0O 0O OO0 EnforceSecureRutils
000000000 AllowTecpForwardingU OO OO OOOOOOO
O((@O0DO0O0O0)0EnforceSecureRutils D000 O0OOOOODOO
O00AllowTepForwarding O OO OO OOOOOOOODOOOOO

e r<shO0ODODODODrepOOOOODODOD remd() 00000O0OOOOO
ggooooooooooobobobbobbbbbbboooooooon
ooooboo0oOooooobbbOoooooooD BS3O0OOOOO
ooood

- rlogin00000000000000000O0OOOOOO0OOOOO
odoooooooooooooooooboboboboobobobobobobbob
gob0 BS3000000000O0ODOOOODObOOOOObOOOOnO
ggd Bs100000000000

BS DUOUOUboobooobboouobbogouono

oooooooooooooobbbbbbbbbbbbbboboogooo
goooobobooboooogooooobboooooooboboooog
gooooogooo

- JOoooOO
- QOO

- JOOO0OOOO(MUODOOODUOCODODOODUOODUODODUODODO
OuNIXOOOOOoOoooooooobbbobooooooooooo
oooooooo)

0000000000000 ooooooooooooon
O0O000000 /ete/ssh2/sshd2 configO OO OOO
O00D00O00 /ete/ssh2/ssh2 configOOODO (DODODO
OO00OQO $HOME/.ssh2/ssh2 configOOOO)O00O0OO0O
AllowedAuthentications U0 0O 0O0OOO0OOOOOOOOODOODOODOO
0O 0AllowedAuthentications OO0 OO0 0OO0OOOOOOOOOOOOO
O000O0hostbased0 00000 0OOOOOOO hostbased OO OO
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gooooooooobobobobobobobboboooooooooooooon
oooooobooooogogooo

B51 0JUbOOdboooogno

Oo0ooobooob0Tue4UNIXDODOODOOODODOOOOOODOO
gooooooooobobobobobobobbobobooooooooooooon
OooooboboOTrue4dUNIXOOOOODOODOOOODDODOOOO
goooooo

- BSD

- OJOOO0O0OODOOODODOO

< NIS (Network Information Service)

< LDAP (Lightweight Directory Access Protocol)

e Kerberos

O00000000000000 /Jete/ssh2/sshd2 configODOOOOO
O /etc/ssh2/ssh2 configO OO OO AllowedAuthentications OO
000000000 D0OOoOO0O00 passwordOODODODODO(DOOOOO)O

AllowedAuthentications password

O000O000oo0o0oboo0obooO0o0oboo0o0ooo0o 100000o00n0
U0000o0o0o0o0ooDbDDDbDDbDDO /ete/ssh2/sshd2 configDOOOO
PasswordGuesses U0 0O0O0O0O0O0OOOOOOOOO

/etc/ssh2/sshd2 configO D OOODOOOODOOOODOOOODOOO
00000000000 sshazOOOOOOOOOOOOOOOOOOO

# /sbin/init.d/sshd reset

dodooooooibobob0Ob0stderrjoooooooooOoO
O000o0b0b0o00000OOstderrd00o0oooOOo0oOoOooooOO
goooooooobobobobobobobobboboooooooooooooon
gogoooobobooog

True4d UNIXODODDODODOODODOOOOOOOOoooooooooooooo
gooooooooooobooboboobobobobbbbobbbbbbbobobono
UooooooDDoDooODbbObODbDbDbD sshaODODDDODDODDODDODODDOODOOO
ooooooobobobobobobobbbbbbbbboOooggo
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username’s password:
00000 sshaOOOOOOOOODOOOOOOoOobOOOOooboooono
goooobooboobogonoo

Password:

BS52 JUubDdoooon

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbbobobon
gooooooooooobooboboobobbobbbbbbbbbbbobobon
oooooooooooobobooboobobobobbobbobbbbbbbobobono
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goooooooboooboobobbbbbbbobboooooooooo

oooooooooooooobooboboboboooboobbobbobb

od

Ddo00o0o0ooooooooooooooooon

000 (/etec/ssh2/hostkey) DO OO OOOOO
(/etc/ssh2/hostkey.pub) D000 O0OOOOOOOODODODO
000000000000 o0oD0dooo0oUoooDooooogo
00000000 0O0ooO0oO00o000ooooDoooooOoo
0000000000000 D000DO00o0DO0OoooDogo
oo0ooooooooooo

B521 00000O0OOOO0OOODOOO

Trus4 UNIXODODOOOOOOOOOOOODDOOOODOOOODOOODO
googoooobooogogooo

1. /etc/ssh2/ssh2 configO O OO0 AllowedAuthentications
00000000000 O0O0OO0ODDO publickeyOOOooo (oo
0 0)o

AllowedAuthentications publickey, password

2 0000o0o0ooooooooooooooooooooooo
ssh-pubkeymgr OO0 0000000 0O0OOODOOOOOOOOODO
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goodooooooooooobbobbbbbbbbboooooo
goooogoo

S ssh-pubkeymgr

Setting host to hostname

Checking for publickey authentication to be enabled in the
client config..

Your client configuration is all set.

Checking for publickey authentication to be enabled in the
server config..
Your server configuration is all set.

Checking for existing user public keys..
Couldn’t find your DSA keypair.. I’ll generate you a new set..
Running ssh-keygen2... don’t forget to give it a passphrase!

Generating 1024-bit dsa key pair
2 000.000.000.
Key generated.
1024-bit dsa, username@hostname.fqgdn, date time -0500
Passphrase : secret passphrase
Again : secret passphrase
Private key saved to $HOME/.ssh2/id_dsa_1024_a
Public key saved to S$HOME/.ssh2/id_dsa_1024_a.pub
If you are logging in from this computer, you need to have an
identification file that defines what private keys will be recognized
when you login. By default, this should be id dsa 1024 _a.

Creating your identity file..
Creating your authorization file..
Creating your local host public key..

The next section allows you to add hosts that you wish to login
from using public key authentication.

Do you want to add any hosts to your authorization file?
(Default: yes) yes[2]

Type in user and hostname, press return after each one.

Add which user? username

Add which host? hostname

You added username at servername

as a trusted login.

Press return to continue or Ctrl-D to exit.

“D

All the new files are in your S$HOME/.ssh2 directory.

Now that you have your public keypair generated, you can copy your public
key up to remote hosts so you can login to them using public key
authentication. You also need to add this key,

username-hostname.pub,

to the ~/.ssh2/authorization file on the server.

Do you want to upload username-hostname key to a remote host? (Default: yes)
Upload to which host? hostname. fgdn

Which user account? username

Now running scp2 to connect to hostname.fgdn. .

Most likely you’ll have to type a password :)

Host key not found from database.

Key fingerprint:

goooboobooo B-13



xo0log-bivic-nomeb-behas-zanet-matuc-hedol-moliv-videl-melal-cixox
You can get a public key’s fingerprint by running

% ssh-keygen -F publickey.pub on the keyfile.

Are you sure you want to continue connecting (yes/no)? yes

Host key saved to SHOME/.ssh2/hostkeys/key 22 hostname.fgdn.pub
host key for hostname.fgdn, accepted by username date time -0 500
username@hostname. fgdn's password: password[:]

username-hostname.pub | 755B | 0.7 kB/s | TOC: 00:00:01 | 100%[5]

Press return to upload to more hosts or Ctrl-D to exit.

“D
godbboooobooobboooboooobno
gobbooooboooboboouobbooobooobboog

goodooooooooooboobobobbbbDbbDyesO OO0
0 authorization 0O DOODODODODODODODODOOOOOOOOO
ooooooooooobobobbobobbobooooooooooo
gooooooooooooboooobobooooooooooog
gooooobooogooo

vesOOOOODOODODDODDODDOOOOODODDDODODDDODOOOO
0dddddooOooooooooDooOoOoOoOoOoOOoOOoODOOOOOO
00dodoooopooooDooOoOoOoOOoOODODODODODOO (FDN) O
ooooooooooobooobobobooboooooooooog

orange 1000 0O0O0OODO0OODODODOOOO color.art.com
O000O0orange.color.art.com 0 OO0 OO0

authorization 0O ODOOOOOOOO0ODODOOOOODDODOO
goooooboooo

Key username-hostname.pub

yvesOUUOOOOOOODDODDODODOOODDODODODDODDODODDODDODDODDDODOOOO
goodoooooooooooooooboboboobobobbbbobbb
O00000yesOOOOODOODOODODODODOODODOOOO
ooooooooooooooboobobooboboooobobobboobb
0000000000 authorizationOOODOODODOOOO
ggodoooooooooooboooboobooboboboobbobbobbbb
oo0o0oobOboOoobobOoOoFEebN)DObObooboboooooog

gooooooooobobobobobbobbobooooooooooo
oooooooooooooobobobobbobooooooooogoo
goooooooooooobooboobobooooooooooogoo
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goodooooooooooboooobooooooooogoogoo
ooooooon

gooooooooobobobobobbobbobooooooooooo
goooooooooooo

ssh-pubkeymgr U0 0O 0O00000O0OD0ODODODOOODOOODODODOOO

Jdooooo0o0oooooDboDbDD sHOME/.ssh2 000000040040
dodddswoMEOOOOQOOOODOODOODOOOODODODODODODDOO

ooooooon

— $HOME/.ssh2/id dsa 1024 a000000000000000
000000000000000000000000000000
0000000000000000

— SHOME/.ssh2/id dsa 1024 a.pub U0 OO0
SHOME/ .ssh2/username-hostname.pub D 0O OO O00OOO0O
000000000000 username-hostname.pub 000000
000000oooooobooDooooooooboooooooon
oooobooboooooon

SHOME/ .ssh2/identification0 00000000000 O0COO0OO
O00oO0O0O0oOo0obooOoobooooooonoao

IdKey id dsa 1024 a
SHOME/ .ssh2/authorization 000000000000 O0O0OOO

goodooooooooooobobobbbbbbbbboooooo
gooobobobooooooobboboooon

B.522 000O0O0OD0ODOOOOOO

goodooooooooooooboooboboboobobobbbobbbb

1.

/etc/sshd2/ssh2 configO O OO0 AllowedAuthentications
00000000000 00000 publickeyOOGOGOQOQ (O
ooooa)o

AllowedAuthentications publickey, password

AllowedAuthentications U0 O UOOOOOOOOOOOOOOOO
Ogo0oooooo sshazO00ooooooooooooooooa

# /sbin/init.d/sshd reset

goooboobooo B-15



B.5.2.3

B.5.2.4

2. 000OOOO0OO0o0oOoOoOooObbbOoOoOoOoOobooOobDDbOoOoOoooo
SHOME/.ssh2a U0 0O0O0O0O0O0O0O0O0O0O0OsHOMED ODDODDODODODOO
ooooooooooobobobobobbbobboooo

3. ODO00OO00OO00OO0OD0OO00 sHOME/.ssh2UO0UOOODOO authorization
U000d0ddddtdUauthorization0OOOOODODDDOOOO
ooooooooooooobobobobbbbbbbbbboooooo
oodooooooooooooooooobobobobooboobobobobbob
goooooooooobobobbobbbbobooo

authorization0 OO OO0O0OOOODOODOOODOOOODOOOOO
gbooboooa
Key username-clienthostname.pub

4, J000OO0OO0O0O0OOO0ODOOOO0OO0ObODOOOobObOUOOoOobbOoOoOooObOn
gobobooobobooobbooobboobbooobbooooon

($HOME/username-hostname.pub) 0 0 0000000000000
00000 sHOME/ .ssh2 00000000 OODOOO0O

gooooboboboooogoo

0OB300000000000O0DODOO0OOOObObODDOOOOn
goooooobooood

OB-330000000000DODOOOOOO

$ssh server name

Passphrase for key "/home/user/.ssh2/id dsa 1024 a
with comment "1024-bit dsa, created by user@Local
date time +0200":

ooooobobooooo

dddddoooooooooooobobobobobobobbobbobobobObOb UNIX
gooooooooooobooobobooobobbbbbbbbbbbbbbobo
ooooooDoDooODODbODbODbDbDODDD authorizationOODOODOOO
OO0 keyOOOOODODOOOODODOOUNIXDOOOODODOOOOO
gooooooooooobooboboobobbobbbbbbbbbbbobobo
gooooobobbooogooob1sbbbboooooooobbooo
oooooboboooooooobbboooo
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B.5.25

Key username-hostname.pub
Command 1ls

gooooogooo

O0D000D0000D0000 TrusdUNIXOODOOODOODODOODO
goooooooooDobbboo0oo0oo0oogddd ssh-pubkeymgr U0 00O
gooooooooobobobobobobobboboooooooooooooon
ooooobboooooooooobooboooouooobbooooog
gogoooobboood

oodooooooooooooooooboboooboboboooobobobbbbo
gooooooooobobobobobobobboboooooooooooooon
gooooooooooobooboboobobbobobbbbbDbDbbbbobobo
gooooooooooobooboboobobbobobbbbbDbDbbbbobobo
ooooooooooooboooboobobobobobbbobbbbbbbobobno
gooooooooobobobobobobobboboooooooooooooon
goooooobooobobobobobobobooooooooooooooon
gooooooobobobobobobobbbbbbbbbboOoooo

goboooboooobooboboobbooobooboboobooobooo

1. OO0O00OO0O0OODbDbOOoOoo

2. 0DOO0OO0OOOO0OOOOOOOOUOOObOOOObDUOOODbDOOOD
ssh-agent2 $SHELL
0000 ssEeL,000000000DO00O0OO0DOO0O0ODOO0O0DOO0O0

OO000O00CD0O00O0C0OD0O0O000D ((leginOOODOOO)O
ssh-agent2 $SHELLU U UUOUOUOOUOOO0OO0OO0OO0OOO0OO0OOO0OOOOO
goooooooooobooboboboobobobbbbbbboobobbbo

oooooooooooooobooobooboboboboobobobobobbbob
goooooooooobobobobobbbbbooo

3. 0DOOOO0o0oOoooobbbooooooobobooooooooon
gooog

$ ssh-add2

ssh-add2 U0 0000000000 DOODOODODOOOOOOO0O0O
gooooobobooogogo

goooboobooo B-17



B53 UUOOOOOOoonboOoO

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooobobobobobobobbobobooooooooooooon
O000000 True4UNIXDDOOODODDODOOODOOODOOODOOO
gooooobbooogoooobon

ooooobobbooooooobbooooooo

Jetc/hosts 00000000000 OODOD(OOOOO0N)

00000 TruCluster 00 000000000000 00O00O000
000000000000000000000000000000

hosts@@) 000000 DODO0O

00000000000 0000 .rhostsOOO .shostsOOOOO
ddddddd000oOoOoOoOooooooooooOOoOOoOOOOODOOD
ddddddooooooooooooooooooooOooOooOoOoOn
000000000 .shestsOOOOOODOOODOODODODODOOOO
ddddddd000oOoOoOoOooooooooooOOoOOoOOOOODOOD
000000000 .rhostsOOODOOOOODOOOO .shostsO0O
ddddddooooooooooooooooooooOooOooOoOoOn
ddddddooooooooooooooooooooOooOooOoOoOn
0dodooooDooOoOooooooooooon

0000000 oOoO0o0boo0o0oobooo0ooooboooooboooooono
O000o000oO0o0boo0o0oboo0o0ooooooooobooOoooon
/etc/ssh2/knownhosts D0 0000000000 O0O0O0O0O

goooooooooooobobobbbbbbbbbbbbobooogooo
goooooooooboboboboobooooooooooooooon
gooooooboobooogoooo

/etc/ssh2/sshd2 configOUOOODOOOOOOOODOOOOO
ooooooooao

e AllowedAuthenticationsO0O00O0ODOOO hostbased (0 OO
o0oO0)o0ooObOOO0oO0oO0oOooOOoObDbOOoOoOoooUoooDbobooOoo
O0O0OD0ODOhostbased 000 O0O0O0ODODOOOOOOODODO
oooobooooooooo

AllowedAuthentications hostbased, password
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e IgnoreRhosts 0D ODO0O0O0OOOnoO0OOOOOOODOONO
0ooooooooOoOobooooOoooon

IgnoreRhosts no

/etc/ssh2/sshd2 configOOOOO0OO00OO0O0O0OO0O0O0OO0OO
0000000000 ssha20000oooooooooo

# /sbin/init.d/sshd reset

/etc/ssh2/ssh2 configUOOUODOOOODOODOO
SHOME/ .ssh2/ssh2 configU 00O 0O0O0000O0DODOOOOO
ogoooooooao

e AllowedAuthentications OO OO OO0 O hostbased OO
0o0d00oo0oDo0000odooooooOoOoooooooaoad
hostbased 00000000 OOOOODOODOOOOOOOO
ooooooon

AllowedAuthentications hostbased, password

e Defaultbomain OO OOO0OODOOOOOOOOOOOOOO
dd0oo00d0dooOOd0o0oooDoDO0ooboOoOoOoboOoOooooa
0000000000 color.art.comJ OO0 OO0 OOOQ
oooooo

DefaultDomain color.art.com

do0o0ooboooooooooobDoboboooooooooon
0000000 /ete/ssh2/knownhosts U OOOOOODOOOONO
do0o0o0obooooooooonooboobobooooon

# 1ln -sf /etc/ssh2/hostkey.pub \
/etc/ssh2/knownhosts/hostname. fgdn.ssh-dss.pub

hostname 000000000 0OO0OOO fgdn OO /etc/hosts
0o0ooooooooooooboooooooooobooooon
000000000 oo0boo0oooooboodn orange OO
00000000000 00000 color.art.comOd O OO0
orange.color.art.com.ssh-dss.pub 0000000

TruCluster Server 00 00000000 0OO0OODOODOODOO
/etc/ssh2/knownhosts D0 0 0000000000000 O0O0O0O
000000 O0oOO0ooO0oOo0o0ooooboooOoooooooooooon

# 1n -sf /etc/ssh2/hostkey.pub \
/etc/ssh2/knownhosts/cluster alias.fgdn.ssh-dss.pub
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cluster aliasU0D0U0O00OD00OD0ODOODO fgdnODO /etc/hosts OO
O0o000oO0ooOO0ooO0o0oo0ooooboooOoooooooooooon

TruCluster Server DO OO O0O0OODOOO TruCluster Server O O
0Jo0d0o0ooDo0o0o000o0oooooooOoooooooooa
/etc/ssh2/knownhosts D0 0 0000000000000 O0O0O0O
0000 (/ete/ssh2/hostkey.pub) DO O OOOOO

4, O000D0OODOOO0ODOOOOOOOOOO0ODODODOODOOOOOOg
OO .rhosts 00O .shosts U0 O0OO0OO0OOOOOODOOOOO
0o00000oooooboooooobbooooboooooooooa
0o00000oooooboooooobbooooboooooooooa
0d0o00d00obOO0oO0oO0obOoOO0ooo0oDbObO0oOooboDOoOooboooooa
orange 0O 00O0O0O0OO0OOOOOOOOONO color.art.comO
0o0oobooboooooon

orange.color.art.com

oooooooooDDDoObDDbDbODODDD .rhestsOOUOOOO
O .shosts 000D 0O0O0O0OOO0ODDODDODOOO0O0ODO chownO OO
UO00000000 .rhestsOOODOOODO .shostsOOOOODO
oo00bOO0OO0oOooobobbOOoe0cO(bOOOOOODDOOOO
ooOoo)ooobooooo

5, Jd0d0000d00d00dddddoooooooooooooooooooOn
0000 (/etc/ssh2/knownhosts/hostname. fgdn.ssh-dss.pub)
000000 0oo0odbooOgdn /ete/ssh2/knownhosts OO OO
ooooooooon

00000000000 0000 ssh-hostbased-setup 00000
000000 ssh-hostbased-setup U0 OO0 O00O00O0OOOO0O
0d0ddooooooooooooODODODbObObODbObObOOOOoO0o0Ooo
000000000000 o0ooOoDoDo0o0oOoooooooDoooad

/etc/ssh2/knownhosts D000 000000000000

ssh-hostbased-setup U0 0000 0OO00OO0O0OOODOOOO0OONO

ooooo
# ssh-hostbased-setup hostname | filename
hostname Oooooooooboooboodgoooon

goooooooooooooDbDDo
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filename 0000000000000 O0O000OO0O0n
0000000000 OOOOOO0O0O0O00
O0000000 .vthosts 0OOOOOD
.shost 000DODODOOOOO0O

O00000O00Ossh-hostbased-setup() DO OOOOOOOO

Boe UUUUUuooooooood

goodoooooooooboboboooooooooogg
- sshdi2U0UOU0OO0O000000000000000OOO
- JO0O0OOOODODODDODODOOO0OOO0OOO0O0OOOO

- JOOO0OODOOOO

- JOOOODODOOOOOOOTCPNIPODODOO X12OOODDOO
gooood

B.6.1 sshd2OUOUOUOOODODOOOOOOOOOODODOOO

sshd2 000000 @IDOOODOODO0OO0)000OO /ete/ssh2/sshd2 con-
figOOODODODOO0OOO00O0OO0O0OOsshd2000OO0O0OO0OOOOO
0000000000000 bOO00bOdOO0obOO0oO0ooDOooDOoooDOoDO
OO0O000 /ete/ssh2/sshd2 configO O OOOOOOOODODODOO
sshd2 000000000 O0O0OO0ODODODODODODODOOOOOOOOOn
0000000 /ete/ssh2/sshd2 configUUOOOOODOOOOO
/etc/ssh2/sshd2 configOOOODOOOOOOOO B31000O0O
ooooooad

e /etc/ssh2/sshd2 configOOOOO0OOOOOOOO sshd200O
000000000 oooooooooooo

# /sbin/init.d/sshd start

e J/etc/ssh2/sshd2 configUOUOOOOOOOOOOODOOOOO
sshd2 OO0 000000000000 O0O000O0O0000

# /usr/sbin/sshd keyword value
e sshd2 0O OO0O0OOOO0OOO0OO0ODOOO0OOOOOOO0O

# /sbin/init.d/sshd stop

goooboobooo B-21



e /etc/ssh2/sshd2 configUOUODOUOOODOOOO0ODOOO sshd2 00O
Oo000oO0O0oooOoooooooboooooooo

# /sbin/init.d/sshd restart
e ssha2O0OOOOOOOOOOOODOOOOOOODOOOOO

# /sbin/init.d/sshd reset

B62 UUULOOOOLOOUOLOOO0ODLOODOOOLOOOOLOOOn

0000 ssh20 000000 sftp200000000OOOOOOOOO
oooobobboooooooboooo0ogonnssh-chrootmgr U U
gooooogoo

ooooooooooooobobbbbbbbbbbbbbboooooo
goooo

1. DOOOoOOoOooooooObObODbObObObOoObObObOoObOOooooooogo
0 ssh-chrootmgr 00 00O OO0OOOO

# ssh-chrootmgr username username username

2. Jetc/ssh2/sshd2 configOOUOODOOOODOOOO 100000
00000 @O0O00D0OO0OD0O00)0 ChRootUsers0 OO0 (OO
ChRootGroups 0 OO DO)OOODODODODODODOONO

3. 0000000 ssha2OOOOOOOOOOOOO
# /sbin/init.d/sshd reset

4., Jetc/passwd OO OOOO0OOO /bin/ssh-dummy-shell 00O
1000000000000 00000000O0O000000000
ooooooao

00000000 ssh-chrootmgr(l) 00 0 ssh-dummy-shell(l) 0 OO
ooooooad

B63 UUUUOOLOOOLOOODOOLOOODOO

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbbobobon
goooooooboooboobobbbbbbbobboooooooooo
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gobooboboooboooboobobooobobooboooboobobon

1. 0000000 ssha20000D0DOOOOO
# /sbin/init.d/sshd stop

2 000O0OO0OO0OOO0OOCOODDbDOOOOoo
# ssh-keygen2 -P /etc/ssh2/hostkey

3. UD0D0O0O00O0Osshd2000O00O0O0OODDOOO

# /sbin/init.d/sshd start

gd

goodooooooooooobooobobobboboobobobbbobo
goooooooooobooobbbobbbbbbbbbbooo
O00o0o0o0o0o0oopooboooobobobODbDDDD hostkeys OO
gooooooopoobobooobobobobbbbbbbbbboo
goooooooooobooobbbobbbbbbbbbbooo
goooooooboobobobobbbbbbboboboo

B64 JUUDDODODOODUOOOOODOTCPIPOOOO X12100D0OO

B.6.4.1

gpoogbogno

O00O0O0O0o0ooobobOobDbOOoOoOooobobbooboo TePIPOOOO
Xi1ogooooooogo

TCP/IPOOOOOODODOOOOO

oo0oooooo(@ooobbh)ybbooooobooboboboooog TeP
gooooobobooooogoooobboooooooobobooogg
POP3O SMTPOHTTPOOOOOOODODOOODOOOODDOOOOOO
ooooooo

TCP/AIPOOOOOOOOOOODOOOODOOOODOODODOOOODOO

1. /etc/ssh2/sshd2 configO OO OO AllowTcpForwarding O O
00000000 yesOOOODO (ODOODOO)DO

AllowTcpForwarding OO0 OO0 OO0OODO0OOO0OODOODOOOOO
000000 sshd2 O OOOODOOODOOOOOOOOODOO
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# /sbin/init.d/sshd reset

2. TCP/iPODOOO0OOOCOOCOOOOOODOODODOTCPNIPOOOCOOO
oooobobboooog 200000000

- OOO0OOTCPIPOOOOOOOOOOOO(QOOOOOOO
oooo)

ooooTCePIPOOOODOOODOODOODOOODOOO TCPIIP
OoO0oOoOooboOoboboOoooooooooooo TePnPODO
goodooooooooooboooboboooooooooooog
(local port) D00 000O0O0OCODODOOOOOOOOODODO
OOO0O0000000 (remote port) D0 O00O0O0DOOODOO
goooooon

# ssh2 -L local port:remote:remote port user@remote

- JOOOTCPIPOOOOODOOOOOOO(OOOOOOO
0ooo)

oOooOoTCePIPOCODOOOOODOOOOOOODOOO TCPAP
OoO00oOoOooboOooboOoooooooooooo TePnPODO
0oOOooO0o0oodoOodoO0oooU0oooDUoooUoooDooo

O (remote port) D00 D0O0OO0O0OOODODOOOOOOOO
OO0O00O0O0O00000 (local port)JO0DOOODOOCODO
ooOooooooDOoo

# ssh2 -R remote port:local:local port user@remote
B.642 X11O0OOOOOOO
Xi1ogooooooooooooooooooooooooooo
1. /etc/ssh2/sshd2 configOUOUOODO ForwardX11OODOOOOODO

00 yesO00OO00O0((@QOOD0O0O)D

ForwardX11 OOOOOOOOOOODODODODODDDODDODODODOOODOO
Usshd2000D0D0ODODDDODDODODOOOOOOO

# /sbin/init.d/sshd reset

2. DbDO00O0DOO0OO0OO0ODOO0OO0ODO0OO0ODOO0OO0O0OO0ODXx11ooobOooo
goodoooooooooobboboD Xobobobooboooboooooo
ooood

xclock &
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XO0oOoOoooooooboooooouooXxnoogoooooo
oooooboboooog

oo

O000000DpIsPIAYUOODODODOOOODODOOOOOO
ooooobobbooo0ooobobooooooobooboobooo

gooooooooDobDD Xooooooooooooo

googoooboobooogooogo

By Uboubouoouogoobgogood

gooooooooooooooboobbbbbbbbbbbbooooooo
ooobooogooo
- JOOO0OOODDODOOOOOOODOOOOO

- JOOO0OOODDODODDOOOODODODOODOOOOO

od

oooooooooooooobooboboboboooobobobbbo
gooooooooobobooobobobobbbbbbbbbboono
goooooooooobooobbobobbbbbbbbbobon
U00000o0oDbDDDD nestkeysUUOOOOOOOODODOO
goooobobbooo0ooobbboooooooobobobog
ogoooobobboooooooboooo

B.71 JU0bbOOooboOouobooobbooobgogan

dd0o00d0d0obOO0o0O0obObOd0oo0obOoDO0ooobOoOoOobODOoOooon
e gcp20000
e gsftp20000O0

B.7.1.1 scp200000ODOO

gooooooooooooobboboobbobbDbDbbDbbO0 secp20 00O
0000 scp0 0000000000000 0O00O0O0O0O0OOscpOOO
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gboo0obo0ibDD secp20000000DOO0ODOOOODODODOODOO
O000000000scp2b00000000DDODOO0OODODOOOOOO

- JO0OD0ODOOOOODODODDODOO0OO0OO0O0OO0O00O0O0OOOOODOODOO
gooooboooooogooo

scp2 /directory/file user@system:/directory/file

- JO0O0OOOOOOODODODDODOOO0OO0O0OO0O000O0O0OOOODDOOOD
goooooboobooooogo

scp2 user@system:/directory/file user@system:/directory/file

oooooooooooooooooobobooobobooooobobobbbbo
googoooobooogoooo

scp00000000000O0Oscp2()000D0ODODODODOOO

B.71.2 sftp20 000000

oddooooooooooooooooboobobobobobon0oO sfrp200
O0000 sttp00000O0O0O0O0O0O0O0O0O0O0OD0O0OUOOOOOSsEtp O
U000oooopDDDoDoDD sttp200000000000000000
gooooooobooogoo

sftp2 00000 fepO0000O0OD0ODODDODODODODODODODODODOftp 00
O00 ftp0000000O00O0OO0ODODODOOOsftp20000000
ooooobobooooogogooo

sftp2 000 000O0O0O0O0O0O0O0O0OD0OO0ODDODODODODODODODODODODOOO
ooooooboooooggooo

sftp2 [options] hostname

sftp2 00000 scp20000000000000000000000
00 B.7.1.1 00 scp2()0 sftp2() 0000000000

B72 JU00OO0OO0OO0OO0OOUOOLOOO0DLODOODLOOOObOOOd

oooooooooooooooooobobooobobooooobobobbbbo
U000 ssh2000000D0 sshooooooooooooooo
U000sshJ00000000000DD ssh2a2OOOOODODDODOOO
oooooboboooooooobbobooo

oodoooooooooboboboboboboobobbbbOooogo
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ssh2 [options] server name [command]

ooooboboboooouoobbbbO0O0Osshda2000oooooOO

goooooo

1. 00O0oobooooooooo

2 000O0O0OO0OO0OO0OO0OobODbObObOOOO

3. 0DO00O0O0OO0OO0oOooobbbooouooobobonb
4. OO0OO0OO0OoObOObOOoOoogoo

ssha 000000000000 O0ssh2)00000O0OODODOO

goooboooo B-27






C

Single Sign On

Single Sign On (SSO) O O £tpO repl rlogind rshO OO O telnet OO
0000000000 KerberossOOOOODODOOOODOOOOODOOOOO
O0OKerberosOOOOOOOOOODOODODOODOOCDODOOOOCOOD
O0O0/o0000000obDooDoon

0o0oobooobooboooooon

e KerberosOOOOOGOOODODOOO

e KerberosOOOOOO

- SSOUOUOODOODODODOOOOOO

- SSOUOOODOODDODODODOOODDOOOOOO
e Tru64 UNIX O SsoOO0O0D0OOO

- JO0OO0O0OODOOODOOODOODO

- SSOOOOODOOOOO

- SSOUOOODODODDODODODOOODDOOOOOO

Cl KerberosOOD OO ooooono

Kerberos OO OO OKerberosO O OO OODODOOOOOOOODOODOOO
00000000000 0OKerberosOOOOODODODODOOOTrué4 UNIX O
000000000DooDoOooOoOoOoOoOoOoOoOoOODDDOO0dwindows
2000 Server 0000 KerberosO OO OO ODODODODOOoOooooooOoOO
00000000000 0OKerberosOOO0O0O0O0O0O000O0OOd

KerberosOOOOOOOOKerberosOOOOOOOOOOOODOOODOO
0000000000000 00000True4UNIXSSOOODOOOOOO
Tru64 UNIX Version5.1A0 000000000 O0OOODOOOODODOOO
0000000000000 000D0 KerberosOOOOOOOOOOOO
O0000000KerberosOOOOOOOODOOOOODODO £ftpd repd
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rloginOd rsh telnet DO O0O000 remdO OO KerberosOO OO OO
O0000000O0OKerberosO OO 0O0OOOOOOOOOODODODODOO

C.2 Kerberos OO QO OQOO

KerberosOOOOOOOODOOOOOOOODOOOODOOODOOOD
goooooooooobobobobobobbooooooooooooooon
ooooobobooooogoooon

gooooooooooooooboobbbbbbbbbbbbooooooo
o0ooo00o0ooO0oDO0ooDUOooOOooboOooooooO(@muoooooo
oboo0obO0o0oobO0ooobOooO0)oobooo @WobOo)yboooo
gooooooooobobobobobobobboboooooooooooooon
goooooooooobobobooboobobooooooooooooooon
00000000 O0DOO0ODO00O00O00000ODOU0OO0OOKerberosOO00O0O
oooooobooooogoooo

ggodoooooooooooooooobooobbboobbobobbbbb
gooooobbi1bo0o00goooobooooooooobobooog
KerberosOOOOOOOODOOOOOOOODOOOOODOOODOOOD
gooooooooooobooboboobobobobbbbobbbbbbbobobon
goooooooooobobobooboobobooooooooooooooon
goooooooooobobobooboobobooooooooooooooon
oooooobooooogoooo

True4 UNIXSSOOOODOOOOUODOODOOOOOOODODOOOOOO
000 KerberosOOOOOOODO SIA (Security Integration Architecture)
00000 00000oooooOoon

Trus4UNIXODODODOOOOOOOOOOODOOOOOOOODOOOODO
goooooooooboboboboboobobooooooooooooooon
o000o0bO000ob0o0oobO0oOoobUoobObOg (boo)ybooooo
gooooooooobobobobobobobboboooooooooooooon
gooooooooooboboboobbooooooooooooooon
gooooooooooboboboobbooooooooooooooon
gooooooooobobobobobobobboboooooooooooooon
gogooooboboooog
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c3ssouupgugogonoboong

SSOVersion1l.00O0O000OO0OOO0OOOOOODOOODOOODOOOODOOOD
gpoOossobobogobobooooooooboobobooossonoooOog
00000000000 0ODO0O0DO0OD0O0ODODOSsSO Version1.000000
0 (w2kssoi0o0)0ODOOUOODOOODOOODOOODOOODOO

# /usr/sbin/setld -d W2KSS0100

c4 Ssounuunuugoooonoobbonbd

OO0D0O0O0O ssoO0dOoOoDbDOO True4 UNIX O OOO QO Windows 2000
Server 0000000 D0OO0OOO0OOODOOODOO

SSOO00O0O0O0OO TrusdUNIXODODOOOOOODODOOOOOOO
0000 Windows2000Server 0000 O00O0D0O0O0DOOODOCODO
goooo

True4UNIXOOOODOOOOODODOOODOOOOOOO0O sSsoOd
000000 Windows 2000 Active Directory 0 0 OO0 QOO OOOO SIA
(Security Integration Architecture) DO OO O0OO0OO0OO0OO0OOOOOOOO

Windows 2000 Server 00 OO0 O0OO0OO0O SSOOOOOODOOO Active
Directory OO0 OOTrue4UNIXOOOOOOODOODODDODODODOOOOO
oooooooImbuibDooodoo Ib@b)pooooooooooood
0o000o0o0ooooooooooooooo0o0000oooooooon
Trus4 UNIXODOOOOOOODODDOOOODODDODODOOOOOODOO
oodoooooooooobooooooooo

ssOojfdfdfddddiddddooooooooooooooooooo

e ActiveDirectory 0000 O0O0O0O0O0OODOOODOOCOODOODOO
OO00OO0O0OD0OODO0O0O0C00OC0ODOOOActive Directory0O0D0OD0O
OCO00OO0D0ODOO0OO0OWIndowsOOODOODODOOOOODODOO

- SSOUOUOOUODOOOOODOOOOO(MCE)DOODOODOODOOD
O000O0O0D00O0O0O KerberosOOOOODOOOODOOODOOO
DCEODODODODODOOSSO00O0O0O0O00nooooouoooooooo

e ASU (Advanced Server for UNIX) Version 5.1A 0000000000
SSO Version200 000000000 Trus4UNIXODOOOOOODO
O0o00oooodDoDOoOoO0o0o0ooOoooooOoDoDOooooooo
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oooooobooo ASUd0OOoooooooooogn Asudoo
ooooobobOoooboOo@Wobooboooo)ossonogooooooo
OO0TruedUNIXOODODODOODOOOOUOOOOOOooooooooo
Active Directory 0000000000000 OOCOOCODOAsSUOOO
ooobboooooAsvubDogooooooossoooooogg
oodooooooooooooboobobobooossonoooboooobooono

ASUOOO0ODDO0OO0OO0OD0OO0OO0O0OLOOOoOoOoDD ASsUOOooOooo
000000000 DOASUOAdvanced Server for UNIXOO DO OO
0000 00000o0oobOooon

C.4.1 Windows2000OOUOOOO Ssodonoooooooogand
gogbogd

Windows 2000 000 O0O0O0O0OO0OOOSsSsoO0dOoOOoOoOoboOoOooO
gogogoossogooooobbobooooobobon

e ActiveDirectory 000000000 True4UNIXODODODOOODOODO
00000000000000ActiveDirectory00D000O0D00OO0O
00000000 Windows 2000 Server 0 O 0O 0O 0O O Active Directory
000000000 DODODOActive Directory 0 00O 0O 0O O Windows O O
oooooooooooooo

< MMC (Microsoft Management Console) 0 0 00000000 DODODOO
OO00O0O0D0O True4UNIXOOODOODOODODOOOODOO

True4UNIXOOOOOODODDOOOOOOODODDOOOOOOooOOD
OO0 Windows 2000 Server 00O 00O SSOOOOOOOOODOO
gooobobboooogogoossogoooobooooooono
MMCUOODOUOODOOODOODOODODDOODO Trued UNIX O
gooooobooboooogogo

C.4.1.1 ActiveDirectory 0000000

Windows 2000 0O OO O OOOOOOOO0O Active Directory 0000 OO0
O0000000oooooooon

1. Windows2000O0OOOO0OODOOOOODODO CD-ROMOODOOO Trub4
UNIXOOO CO-rROMOOOO0OOOO
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2. WindowsOOQOGOOGOOOOOOOoOOoOOoDOoOoOCD-rROMOODOOOOO
O000O0O0000 windows2000_sso DO OO Okit/windows kit
oooOoOoooooa

3. setup.exe00O0O0OO0OO0O0O0ODDOOOOOOOOOOOOOO
goooboooooo

4J single Sign On Active Directf: 0] x|

— Schema Extensions

E stends user object in active directory to include Lnis

attributes.
Install |

— Active Directory Uger Interface Extenzions

Extends active directary display specifiers to include
interface for managing uzer Unix attibutes.

Install |

ZK-1674U-Al

4. [0 Schema Extensions0 00000 [Installl] OO DO OOOOOOO
Active Directory OO0 OO 0O O True4d UNIXODODODODODDODOODOOO
0 O O Active Directory User Interface Extensionst O O O O O [Install]
ooooooooooMMCOODOOOODOOO True4 UNIXO OO
oo0ooo0o0ooooooooooon

oooooooooooooooooooboboboboobobobobobobbob
goodoooooooooobobobbbbbbbbboooooo
goooooboobooooggo

C412 MmMmCcOUOOGOGOooQg

Windows 2000 Server U0 MMCOOOOOOOODOTrue4UNIXDO OO
gooooooooooDobobobboboooooooo

1. Windows 2000 Server O CD-ROM OO OO0 True4 UNIX OO O
CO-ROM OO ODOOODO
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2. WindowsOOOQOOOOODOODODODOOOOCD-ROMOODOOOOO
O000O0O0000 windows2000_sso DO OO Okit/windows kit
O0O000OMMC setup OO OOOO0DODOODO

3. setup.exelUOUO0O00O0O0OOO0OO0OO0OO0OO0OOOOOOOODODOOO

C4.2 True4UNIXODOODOO SSsOUUoooouoboogooon
gogod

SsSOO00O0ODnDO0OOoDbOO True4UNIXODODOOOODOOODOOODO
ooooooooobobobbboooooooooon

SSO U000 0O 0 0 osrssow2knnnl Single Sign On for Windows 2000
(Network-Server/Communications) 0 0 0 0 0 0O 0O O nnn O 0 Trué4 UNIX
O0000DO000o00ooDo0oooooooooooooooooog g
oooooooDoo

ggodoooooooooooooooobooobbbooboobbbobbbbb
OO0 000 setlg®OOOO0OO0OO0OOOO

Trus4 UNIXODODOO SsoOO0oopOooobOoooboooosson
000000 KerberossSIAOOODOODOOOOOOQOOODOOO TruCluster
ServerJO0 Q0 SSOOOOOOOOOOOOOOOOOOOO

C421 ssoOOpoOoooooon

SSOO0000O0OOO0D0ODOOODNOO /usr/sbin/w2ksetup O OO OO OO
O00000000D000d /usr/sbin/w2ksetup OO0 O0O0O0O0O0O0O0OODOO
Oo0oO0oooooooooon

e Windows2000 0O OO OO0O0O0O0000000O0O0OO0OO0OOOO
Jdddd00d00d0o0ooooooooooooooooooon
Administrators(] DnsAdmins Domain Adminsd Domain Users(d 00 O
OUsersJO0O000O0OO0OO0OOOCDOOOODOOO

- Windows2000O0 O OOOOOODODOOOOODOOODODOOOOO
O@ONS)ODOooOOoobOoooooboooooooooooooo
goooooooooooboobbobbbbbbboooooooon
ooboooooon
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e w2khost.sso.corp.com OO OWindows2000 O O OO OOOOd
O000000d0ooooo0o0oo0oo0oooooooooooooo
O0o0000odDoOooooUooO0oooooooooon

ssOO0000000000O000O0UoOoDUooDUOoDooOO

1. Windows 2000 Server 0000000 /etc/hosts 000000 ODODO
OO000000O0ODOhests@OOOODOODODOO

2. 00000OO0OOOOoOssoO0O0UOOOUOOOOOOOOOOO0OOoOO
# /usr/sbin/w2ksetup
sso00000ooU0ooOooOooOooOooooooon

3. SSOUOU0U0UooobboOo0oouoOoobbbbooooooobon
OyesOOOOODOOO

Do you want to run the setup script now? [y/n]l? y
gbooboooboooo

Running /usr/sbin/w2ksetup...
/usr/sbin/w2ksetup[79] : 2598 Terminated

gd

ssOoffdfdfdfdfddddoooooooooooooo
000 0OnocO0OoOoOoOoOoOOODODODODDODDDDDDOOO
obooobooooooooossodbonoooooDoogoo
ooooobooboooogoo

# /usr/sbin/w2ksetup

Trus4 UNIXOOOOOOOODOODO Windows2000O0OOOOOO
oooooboooooogooo

4. O0OD0OOO0O[Enter]0000O00O0ODOOO0OOOOODODOOOODOO
OOO00O0O0DOD [Enter]OD0O0ODOO

Enter the name of the Windows 2000 domain. This is in
the form domain.com - Typically the Windows 2000 domain is
the same as the DNS domain.

Domain: [SSO.CORP.COM]
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Windows 20000 0000000 OCDOOODOOOOOOOOOOO
ooood

5. O0OD0OOO0OO[Enter]000O00O0O0O0OOCODDODDOOOOOO
O00D0OD0O00O000 [Enter]OO0OODOO

Enter the hostname of a Windows 2000 domain controller.
Domain Controller: w2khost.sso.corp.com

gd

Windows 2000 0 O 000000 OO0OODOOODOOO
000 /ete/hosts DO DO ODOODOODOO O Windows 2000
gooooooooobooboobbbbbbbbbobboo
goooobobbooooooboooooooobooboboo
goooooooooboooobobbbobbbbbbobooo
goooooooooboooobobbbobbbbbbobooo
gooooooooobooboobbbbbbbbbobboo
gooooobbooogoooobon

Windows 2000 0 OO O0OOO0OD0OOOO0ODOO True4UNIXODOOODODO
OO0O00O000O0OO0bObOOOob0OOwindows2000KDCOOODOOOO
gogoooooooooooboboboobooboobbbbbboobbbbo

gooooooboooogo

To create the machine account, you must be logged
in as root and have admin Kerberos credentials. For security
reasons Windows 2000 does not allow anyone to authenticate
through Kerberos using the Administrator account. Therefore
you must choose an account other than the Administrator
account that has admin privileges. The username of an account
must be in the Windows 2000 KDC

6. 00000 OWindows2000KDC O OO OODODODOODOOODOODO
gbooobooboobooon

Enter Admin principal: user
Password for user@SSO.CORP.COM:

gooooboboooogo

Adding unixhost.sso.corp.com to directory...

Extracting host/unixhost.sso.corp.com key...
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Updating /etc/ldapcd.conf...

The machine account has been set up.

You might need to set permissions in Windows 2000
to enable access to the UNIX information in the
user objects. Please see the Windows documentation
for further information.

Windows 2000 0 O OO0 O0OO0ODOOOODOOOODOOOO

7. 00000000000 00D0ODO000000D0bODbODyesODOO
gooog

Do you want to start the Windows 2000 services now? [y/nl?: y
gooobooobooood

LDAP caching daemon (ldapcd) started

8. XOOOOOOODODOOO

# /sbin/init.d/xlogin restart
C.4.2.2 TruCluster Server 0000 SSOOO0O0OoOoOoOoOO

TruCluster Server 000 SSOOOOOO0OOODOOODOOODODODO
goooooo

1. OO0O0OO0 TruCluster Server 0 0 00 /usr/sbin/w2ksetup 00
ooooooog (c4210)0

2. 0J00000O0O0O0O0OO0DO0ODO0OO0OU0OO0OO0ODOOO /usr/sbin/w2ksetup O
OOO0OO0OOO0DOOQ0DOO TruClusterServer DO O0O0OOODOODO
goooogo

# creacct -h fully qualifed cluster alias name -u

0000000000 DO0O0O0O0ObODODbOOOOooODoD Active
Directory O O0O0ODOO0OO0OOOOODOODDOOOOOOssoOO
gooooobobooog

C.4.23 KerberosOODO SIADDOOOODOOO(@MOOODOO)

Kerberos SIAODODOODOOOSIAOODOOODOOODO
(/etc/sia/matrix.conf) DO OOO0O0O0O0O000O0O0O0O0O0DOODOSSO
ooooobo0ooooboooooboobooobbooooDog siIAgoOon
O0o0ooboboO0o0o0o0oooobO0n /usr/sbin/siacfgO O ODOO
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O00O0OKerberosOODOOODOOOODOODOOOOOOOOODOOKerberos
O000000oo0o0ooo0oooo0oooooooooa

1. OD0O0D0O0OO0ODOOKerberosO0O00O0DOOOODOO
# siacfg -r Kerberos
2. DO00OO0ODOOOO0ODOOOOObDOOOOObCDOOC
# siacfg -a sianew /location
3. UDU0UOO0ODOUODODOKerberosOOOOODOOODOOO

# siacfg -a -P -g sci Kerberos /usr/shlib/libcsfsiad.so
C5 True4 UNIX O SsOUO U U Ooog
OC-100True4 UNIXDO SsOoOODOOOooOoooonOd

Oc-1sson0ngggon
oooog oo

krb.conf 0000000000000000000000000
0000000000 000000000000000
OD0D0O KerberosOOOOOOO0O0000

krb.realms 0000000000000O000

v5ssrvtab Kerberos 00 000000000000 000000
00000000000000

.k5login 000000000000000000000000
00000000000

ldapcd. conf 00000000000000000000000 SSO
0000000000000

ldapusers.deny SSOO000000000000000Trued UNIX O
000000000000 True4 UNIXOOOOOO
ooo

C.5.1 krbconfOO OO

/krb5/krb.conf 00 0O0O0OOKerberosO OO OOOOOOOOOOO

J000d00000ooooooooooOoOoooOooOoOoOoOOoOoODODOoOoOoOoOO
0o0o0oooopooooooooooooooooooooooooon

KerberosOOOOOOOOOOO
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00000000 (@UOUODOOOOO0ODOUODNSOODOOD)OODOO
KerberosOOOOOOODODOOODOOOODOkrb.conf 00O OO0ODOODO
goooobobbooooooooboooo

krb.conf 00 D0D0D0D0OD0O0O0O0O0OO0O0O0O0O0O000000000000
OooooooopooboboooboboOTrue4UNIXOOOOOOOOOOO
ooooooooooooboooboobobobobbbbobbbbbbbobobo
O000OD00OO00O0OOKerberossOOOOOOOOkrb.conftd0OODOOOO
O0000DO000D00o0oD0o0oD0oob0DO0OdTru64UNIXODODOO
O0D00O0D0OU0OO0DOKerberosOODDOOOODOODODOOO

krb.conf 000000 DDO0O0OD0OO0O0OOO0O0000000000000
o000o0ob0o0o0obOO0o0oOooObOOoOobObOOoOoOobUoUobobOoo WwOoOoo
(0odoooObbbOooooobOoobobOooUoUoobobobOo)yooooo
gooooobbooogoooobon

KerberosOOOOOOODOOOOOOOUODOkrb.contO0D0O0O0O0DOODO
O000O0D0OU0O0ODOKerberosOOODOOODODOOODOODODODOOO
OO0D0000D0001000000000000 KerberosOOOOOODO
gooo0ooooOo0ooO0ooOo0oooOooOdooOooooDooOo@Wouoooooo
O00000D0O0D0O0O KerberosOOOOOOOODOODOOOODOO
O0D00O)00O0O KerberosOOOOOOOOQOOO

OC-100krb.conf 00 0O00O0O0O0ODODOOO

O C-1: krb.confOOOODOO

BIZ.COM

BIZ.COM shoe.biz.com admin server [2]

BIZ.COM sneakers.biz.com

BIZ.COM boot.biz.com

FOOTWEAR.BIZ.COM leather.footwear.biz.com admin server [4 ]

oc-10000oobooooouooboooo

oooooooboboboboboboOoooooooouoooooooooo
ooooooooooooobobobobbbbbbbbbbobooooo
goodooooooooooobobobbbbbbbbboooooo
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goooobobooooooooobbooooooooboobobooo
oooO0 BIz.comdnO

20000000000 KerberosOOOOOOOOOOOOOOOOO
OFEDN)DODOOOOO C-100000O KerberosO O OO FQDN
0 shoe.biz.com OO

00000000000 KerberosOOOOOODOOOO FEGQDNOODODO
000 C-100000 KerberosOOOOOOO sneakers.biz.com
000 boot.biz.com OO O

0o000ooooooooooooooooooooooooooog
000000000oooooooooooOoooooooooooog
000000000000 000KerberosOODOO FEQDNOOODO
admin server D O0O00000OO0DO tep/port # 0000000

dooooooooubPOOO0OOOOOOODOOOOODODOOOOOO
0000000000000 O0OKerberosOOOOg TCPOOODOOO
0000000000000 tep0O0O00 TCPOOOOO port #0

ddddoooooooooooooOoObOOOO0OO0o00o00o0o0on

tcp/88 0 tep/kerbeross OO0 /ete/services OO ODOOOONO
ooooooooooooooo

O0C-100000000 FOOTWEAR.BIZ.coMO Kerberos O OO 0O
leather.footwear.biz.comO OO OO KerberosOO OO OOOO
gubpPOOOOOOOOOOOOOO

00000 0O0Okrb.conf¢) 0000000000

C.52 krbreams OO0 QOO

/krb5/krb.realms OO0 OO0 OKerberosOOOODODOOOOOOODO
O00000 KerberosOOODOOODOOODOOODOOOQOOOOOOODO
000000000 DbDDbDDDkrb.realms U0 O0O00O0O0OO0OOOODO
O00ooboboo0o0000bboboO0o00ooboDbbOObOOTrued UNIX O
gooooooooobobobobobobobboboooooooooooooon
U000o0bbDb0000Okrb.realms U000 0OD0O0O0O0O0O0O0OOOO
ogoooobboooog

O000000O0O0Okrb.realms 00000 OOOOOO10000000
gooooobi10o0bo0o00goooon
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ooooO0o0ooooooboobboOoo 20000

- JO0OOOO0ODODDOOODOODOOODODODOODODOUOOODOODOODOOO
00dddoooooo oOoooooooo0oo0dd*.biz.comd0O
footwear.exec.biz.comUO O Obiz.comOOOOOOOOOOOnO
oo0ooboooooooooooo

- JOOO0OO0ODODODOOOOOOODOODOOOOOODODOOO
dddddddddddgdgogooooo (ooooooooo
00 ???footwear.biz.com 0 0 bigfootwear.biz.com O 0O O
biz.comOOOOOOOOfootwearD OO DO 300000000000
oooooooooooooo

J00o0o0o0oo0o0oobobb0ODkrb.realmsJ0000O0O0O0O0OOOOOO
goooooooooooboobobooobbobbbbbbbDbbbboobobon
goooooooooooboobobooobbobbbbbbbDbbbboobobon
O0o0o0o0o0oO0oooobooboboDbDbDbODODDDOO krb.realms OODODODODO
goooooooobobobobobobobobboboooooooooooooon

gogooooboboooooooobbooo

krb.realms 000000000000 0OOO0O0O0O0OD0OOOOOOODOO
ooooooooooooboboboboobobobobbbbobbbbbbbobobon
oooboo0oOoooo20000000000D00OO

- JOO0ODDODOODOODODODDODDODOO0O0000000000OOOUDDOD
ggodoooooooooob 1o ou oo
oooooooooboobobobobooobobbbbbboo

- JO0OD0OODOOOODODODDOOO0OO0OO0O0O0O0O0O0O0OOOODOODOO
ooooooooooooobobobobbbbbbbbboooooo
goodooooooooooobobobbbbbbbbboooooo
gooobobbooooooobbobooooo

krb.realms 000000000 DOO0OOODOOODOOODO ®HM»OOO
goooooooooboboobobobobobbooooooooooooooon
oooooooobobobobobbobooooogoooooo

0 C200krb.realms 00 O0000O00OO
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O C-2: krboreaims D OO0 0O0OO

footwear.biz.com SERIOUS.BIZ.COM
.admin.biz.com ADMIN.BIZ.COM [2 |
* . biz.com BIZ.COM

0O c20000000000DO0O00O0000OO

footwear.biz.com O OO SERIOUS.BIZ.coMUOOOODOOOOO

admin.biz.comOJOOOOOOODOOO0OO0OOODO ADMIN.BIZ.COM
ooodoooooa

odooooooooooooboooooboboboboobobobobobobbob
odooooooooooooooobooboboboboobobobobobobbob
goodooooooooooobbobbbbbbbbboooooo

U03000000 admin.biz.comOOOOOOOO0O BIZ.coMOO
gooooooooooooobooboboboboboboobobbbbo

0000 biz.comOOOOOOODOOOODOODOOOOOODOOOO
00 BIz.coMmOOODOOOOODODOODODOO sales.biz.comO OO
00 support.teams.biz.comUO O OO0 BIz.coMOODOOOOO
ooood

000000 0Okrb.realms@UO0O0O00O00ODODODODO

C.5.3 vbsrvtab O OO 0O

/krb5/vEsrvtab DO 0000000000000 OKerberosO0OOOO0O
gbooo0oboooboobobooboooboobobooboboooboon
OO0D0O00O0OTrue4 UNIXDOOO KerberosOOOOOOOOOOOODOO
goooooooooooboobobooobobbbbbbbbbbbbboobobn
OO0 KerberosOOOOOODOOODOOOOOOOODOODOOOODOO
OD0D00O0ODKerberosOOOOOOODOOOODOOOODDOOOODOOO

O000000Owvssrvtab@ OOOOOO0O0OO0OOO /krb5/v5srvtab OO
O000o0O00o0o0o0ooooooboooooc740 00000oOoooa
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C.54 k5login OO QOO

/krb5/.k5login 0 000 000000O0O0O0O0O0O0O0OOOOOOODOO
gooooboboboooogooooobboooooooboboboooog

U0 .ksloginO00000o0ooooobobobobObDbbObObOObObOOOn
oooboooooo

KerberosOOOOOOOODOOOODOOOO .k5login0O0000O0O0OO
googooboboobooooooooobooboooooooboboboooog
k5login 00 0OD0DDOOOO0OO0OO0OOO00O0OO0OO0O0OO0OOOOODDODOO
gooooooooooobooboboobobobobobbbobbbbbbbobobono
ooooooboboooog

OodOd .kslegin00 00000000 O0OO0O0OOOD0ODODOOODODODOO
gooooooooooobooboboboobobbbbbbbbbbbbobobobn
googooboboooooobobooogoooo

k5login 000000010000 100000000000O00O00OO
goooooooobobobobobobobobboboooooooooooooon
gooooooooobooboboobbooooooooooooooon
gooooogoo

0 C-3000000jackeCOMPANY.COMODOOODOOODODOOODODO
000000 jack_hillegCOMPANY.COMOODOOOODOOOODOOO JackO
gooooooDDooboDbDbDbDO ksloginUUUOOOOOO0OO0OO0ODODDOO
Ojil@HR.COMPANY.COMO OO ODOOOOOOOOODOOOOOOOOD
ooooooboooogogooon

0 C-3: kbloginOOOQOQO4d

jack@COMPANY . COM
jack_hill@COMPANY.COM
ji11@HR.COMPANY . COM

000000000000 DO0O0DOJdackO JiNOODOODOOODODO
gooooogoo

# rlogin hostname -1 username

OO0000JackOOOOOOODOODOODserverlO0OO0OO0DOODOODO
ooooo
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# rlogin serverl -1 jack

C.5.5 Idapcd.conf O O 0O O

/etc/ldapcd.conf 0O SSOO0OOOO0OO0O0O0OO0O0DOOOODOOOON
OooooooopoobobooboboboboDbDbDD TruedUNIXOOOOOOOO
O0000Db000ooDoo0oooooooDoOoboDTUB4UNIXDOODODOO
U ldapcd.conf 000000000000 00000000000000O
00 Windows 20000 sSsOOOO0OOOO0ODOOOODOOODOOO

0O C4001ldapcd.conf 000 000O0O0OO0DODOOOOOOODODO
ooooO0(#)0000D000DO cCc2000D000DUOO0DDOCDOO
goooooo

0 C-4: ldapcd.confO O OO OO

configuration file for ldapcd

#

#

# format of the file is <id>: <values

# values that contain spaces, or : or # must be quoted
# if an id listed but no value specified the id will

# use the default value
#
#
#
#

max entries in cache, and number of seconds before entries
expire in the cache

connections: 4
pw_cachesize: 500
pw_expirecache: 900
gr cachesize: 100
gr expirecache: 900

usesasl: 1

directory: serverl

searchbase: "cn=users,DC=SS0O,DC=CORP,DC=COM"

machine acctname: emerald.ne.corp.com

machine dn: "cn=emerald, cn=computers,DC=SS0O,DC=CORP, DC=COM"
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OC2. 00000000000

gooon

oo

connections

pw_cachesize

pw_expirecache

gr cachesize

gr expirecache

00000000000 ActiveDirectory0 O OO0OQO
goooooooob

00O0D0OD0OO0O0O00DODOOgO Active Directory O 0O
O000o0o0oo0o0ooU0ooooooooooo
0000000000000 D00000O0O0OdActive
Directory 000 O0OQOQODOOO

gboboooboobobol1boboob400000
gobhil100000010oo0obboooooon

goobbooo4000D0O000

gooboOooooobOboooooobobbooon
goboobboooboobooooooboboobobg
gooboboogoseconboOonooonO

goboboooooobbooooooboboboooo

goobobbooooobbooooobboooooon
O0O000000000 TruedUNIXODODODOOD
goooooo

goobObbooooobboooobobboooooon
gooboooooobooooobobobooooobo
gooboooooobbOoooobbobbooon

gbobooobogeocoond

goobObbooooob ibbbogo

goooOimoobobooooobboboooobboo
OD000000 TruedUNIXOODOOODODOO
goood

goooooboogleond

gooboImibbobooooobobooooon
gbobooobogeocoonn

od

/etc/ldapcd.conf OO DOODOOO0OOO0OOODOOOOOOO
goooobobooo0ooobbboooouoooboboboboog
ooooobooboooogoo
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# /sbin/init.d/ldapcd restart

0000000 1ldaped.conf@) U 0000000O0O0O

C.5.6 ldapusers.deny 00 OO 0O

/etc/ldapusers.deny 00O QOQOSSOOOOOOOOODOOOOOOO
Trus4 UNIXOODOOOOOOOOOO True4dUNIXOOOOOOODOO
Oo0o00oOO0o0ooOooooooooooooa

1000000000 100000000000000000 /etc/passwd
oooooooobobobobobboboooooouooooo

ocoooopoOooooOooOooOoooo @UooOOooooboobOoDOooo
gooooooooobobobobobobobboboooooooooooooon
oooooobooooogogooo

0 C5001ldapusers.deny 00000000 OOO0O

O C-5: letc/ldapusers.deny O OO OO0

The following file lists account names that are not allowed to use
the Windows 2000 authentication information when it is enabled.
Account names must match exactly the user account name in the
/etc/passwd file.

Syntax: account_1

H oH H H H HHH HH

account n

nobodyV
daemon
bin
uucp
uucpa
auth
cron
1p

tcb
adm
ris
wnn
pop
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O C-5: letc/ldapusers.deny OO OO OO (O0O)

imap
Peter
Dave
Evan
Martha

00000000 ldapusers.deny@ 00D O0OODOODOO

Co bubuubouoouobonbd

Windows 2000 Server 00 0000000000 ODOODOOOOOOCOO
gooooooooobobobobobobobboboooooooooooooon
Windows 2000 Server U0 0O OO0 OOOOOOTrue4UNIXODOODO
O0000DO000oobO0o0o0obOO0oo0oDb0oo0ooboOoOoo0on0g Trued UNIX
goooooboboboooogooooobobooooooooboboboooog
Windows 2000 0 0 000 O0O0OODOOOOOOO

ooooobobboboooooooooooo
- JOOOODODDODOOO

- JOOO0OODDOOOOOOOOO

- JOOO0OODDOOOOOOOOO

- JOODOOOO

Cel UJbObOoobOobOOOO

Windows 2000 Server 0 0 00000000 O0DOOODOOODODODOO
ooooo

e Tru64 UNIX O creacct OO0
< MMC (Microsoft Management Console) 0 0 000 00O

C.6.1.1 Tru64UNIXO creacct OO OOOOOODODODODOOODODODODODOO

creacct U0 U00ODOO0O0O0O0O0O00O0OODODO0O0OOOOODODODOOO
oooboooooo
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# creacct -a username

ooooobobobooooooooobon
 Windows 2000 Server U0 0O O0O0D0OO0O0OODOOOODOOOCODO
- JOOO0OOOOODDOOOOOOOOO

- JOODOOOODODODODODDODODODODODOOO0O0 TruedUNIXDDODO
gooog

oo

oo000o0DoDooooooooDooooooooonO (oo
O0000o0o0oDoooDoOoOoOoOoOoOOOOODODODbOOOOO
0000 .profile000000O0 .cshreOOOOOOO
Trued UNIXOODOODOOOOOOOOOO /sbin0O0000
oooo0oooooobooooooboobbbbbboobooo
00000000D0DODODOoOOO O00d0dooooooooo
00000d0d0d01ls -1O00000O00O0DO0DOOO0O

- JO0OO0OD0ODDOOOO True4UNIXDOOOO

- JOODOODODODO True4UNIXODOODO ID (GID)O
- JOOOODOODOD True4UNIXODOO ID (UID)O
- JUOO0O0ooODOODOOOOOOO

Ob000000O0Ocreacct()0O0O0O0OOOODOO
Cc6.12 MMmCOOOOOOOOOOOOOOOOOOooooooOoO

MMCOUOOODODOOOOOOODOOOOOoOoooooboobooooooo
oooboooooo

1. OJOO0ODOOOActiveDirectory U0 0O0OODOOOODOOOODOOO
goooogoo

a (O00000OO0OOOOOODODOOO

b. 0O0JOOODODOOOOODODODOOOOO Active Directory
goooobboooooooooobboo
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O Active Directory OO0 O0O0OD0OOOOOOCOOOOOODODODOO
ooo

O0000000OuUsersD0000O0O0DODOOO0O0O0O0ODODDOOOOOO
ooooooooooooooobbbbobooboobooo

oooooooobbD —OoobObbbOOogoo (@ ecnHyooooo
goo

0DC-1: 0000000000 —0000000000—00000
#7375 I0b - 2 x|

g PERYIE: gzonecorp.ooms Uzers

bk (W3 IUser

B IF‘eter of Z i) il I—
b =L ILlser Peter

34— paAAU:

IUser I@Ssa.necarp.mm LI
I3 —H— OA R Whindows 2000 Llay (Gn:

ISEO¥ ILlser

czae [memy | seutn |

gooooobboo0 —0oobboooooobobooooon
coOoo[0oj]jobo0ooobDO0oobDOoooOooboOooboOoooooo
goooooooooooo

ooboooooobbobb0 —0Ob0ODbOOoOooobobD (b c2oboo
ooood
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0cCz20i0i0obobbooo0 —bOOooooobDDbO—000o

LA oo - 34— |

g PERYIE: gzonecorp.ooms Uzers

JEAT— RN Ixmmmm
JEAD— FEER A Tk I********

v 31—t (Lm0 AR AT - FREALEE (M)
[ 20 - FEEETERE

[T AT — FEERRRRIC 2000

[~ e HIE L (O

<mpE [ mem> | setn |

cOoooooooOOooOooO0ooO0ooOooboOooDOoDOooooOo@Eolo
oooooboboooog

oooooooooogoo

[DO0lj00000oobobboOoo0ooobobobooooooobbooo
[O0OO0O0]bOb0o0o0ob0o0oobooobDoOooobooobDoooo
gooog

O00O000O000OActiveDirectory OO0 OODOOODOOCODODO
goooobobooog

gooooobobooogoobobooooooon
ggoooooooooboobobboboboobbbbboboboboooobn
True4 UNIXOOOOOOODODOOO

True4UNIXODOOOODOOOODOOOODOOODOO (0 c-3)0
goooogoo
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OC-3TruedUNIXOODODOOODODOOODODOOOOOOOooO

Peter User Properties 7] x

Sessions I Remate contral I Terminal Services Profile I

General I Address I Account | Profile | Telephones I
Organization I Member OFf | Dial-in Trubd Urix | E resironment

r~ Unix Account Attributes

Usemame:

Uid:

Gid:

Uzer comment:

Home dirgctan:

Shell:

— Description

Unix specific attributes associated with the current uzer. IF left Blank no
unix attributes are aszociated with thiz user.

The uzermname may be the same az the YWindows uzemame, or it may be
different due to length restrictions of Unix usemames.

ak I Cancel | Apply |

ZK-1677U-Al

True4UNIXOODOOOOOOOOOOOOOOOOTrue4UNIX DO
000000000 o0ooDbbOO000o0ooDOTrue4UNIX OO
Oo0ooobooobobOodOTrue4UNIXDOOODOOODOODO
oodooooooooooooooooobobobobooboobobobobbob
OO0O00True4UNIXOOOODODDODODDOOOOODDODOOOOOOO
gooooboboooooooooboboooo

oo

O00000D0oO0ooooooDooooooooonO (oo
ooo0o0ooooooooooooboobobbobDbbobobooo
0000 .profile000000O0 .cshreOOOOOOO
True4UNIXOOOOOOODODDOOOOODO /sbinOOOO
ooo0o0ooooooboooooobobobbbbbboobooo
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goooooooooboooboobbbobobbbbbobboo
ooooo0obobOls -1O000D0OODODODODODODOO

0000000000 DO00OO0D0O0OO0DO0OQODescriptionDODOO0O
gooooboooooooooo

9. TruedUNIXOOOOOOOOOOOOODOOOOOO[oKIODOO
ooooooooo

OActive Directory 0000 0D000O0OD0OOOODOOOODOOOODOO

Ce2 JbUoubpoboobobooon

0ddddd0oooooooooDoDDODOMMC (Microsoft Management
Console) OO OOOOO True4 UNIX O creacct U0 O0O0OO0O0O0O0O

creacct U0 0 0D0O0O0O0O0OOO0OOODODOOOOOOOODODODOOO
goooo

# creacct -s principal

Windows 2000 Server 00 000000000 OODOODOOOOOCOO
gooooobboooogoooobobon

creacct UO0O00OO0O000O0O0O0OOcreacct()0O0OO0O0OOO0DOO

MMCOOOOUOOODDOOOOOOODOOOOoOoooODOOOoOo
Windows 2000 0 0 000 O0O0ODOOOOOOO

ce3 Ubooupobobonboobonbn

0000000000000 000000OWindows 2000 Server 00000
000000000 D000o0oooU0oU0oo0o0ooooooooooo
0000000 DODODOActive Directory 0O ComputerD D OO OO0OOOOO
O00d00oooooooooon

gojooooooooooooooooobobooboboobobbobobbbb

1. creacct00000000O0O0OOODDODOOOOOODODODOOOO
goooogo

# creacct -h computer name [-t keytable] [-ul
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- DDODO0O0OO0O0O0OD0ODOO0O0O0O000DOcreacct0gononooOOg
ooooooooooOoDNSOOObObODbODbODbDDbODbDDODODOOO

- td0d0d0fd0fd000ooo0oooooooooDboboboboboooo
0000000 (/krb5/vssrvtab) DO D OO0O0O0O0OO0OOO
goooooon

- —ugogbObO0O00oooOOObO0o0ooobOboooooDDbbOoo0on
OO0 /etc/ldaped.conf OUOOOOOOOOOO0OOOOOOO

Windows 2000 Server 0 0 O 000000000 OO0ODOODOOOO
0O000000b000o0o0oon

2 00bOO0OO0O0OO0OOoObODbDOOOoOooo

O0000D0O000DO00O0DO0O0O0ODOOOO0DOOg Active Directory
goodooooooooobooobobbobbbbbbboooooooon
goooobbooogoooobobogogo

3. UOooObObOooooooobooo
- DNSOOODODDOOOOOOODODOO

- JO0O0OODDODOOOOOOODODODODODOODODODODODODOOOOOO
ooooooooooooooboobobobobooooobbobbobb
ooODNSOODODDOOOO0ODOO0OO0OOOcreacctOOOOOOO
O Active Directory D0 00000 OD0ODOODNSOOOOOOO
oooooooooobobobobD bDNSOOOoooooooooo
goooooooooooo

O000000D0creacct()0O0O0O0O0O0DODODOO

Ce64 UOOODOODO

Windows 2000 Server U0 0D OO0 OOOOOOOMMCODOOOODOO
O000O0DO0O0O0D0True4 UNIXO OO Windows2000O0O OO ODOOOO
googoooboboogogooo

gooogoobobooooobbobooogoooo

1. OOOODOO0O0OActiveDirectoryJO0O00O0OOOOOOCOODOODODO
goooogoo

a (00000O0OOOOOO0ODODOOO
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b. DOOODOOCOOOOCOOCOOOQOOOOAODO Active Directory
ooooobbooo0oooooboobobooo

OActive Directory O 0O0OD0ODOOOOOOODOOOOOOOO
ooo

2. 0J000D0O0OO0OUsersDOO00O0O0OO0ODOOOO0OOODDOOOOOO
ggodooooooooooooobbobboboboboo

goooooobobD —0OD0OOObOObODbODbODbODbODbDbObDbOOoOO
3. J0O0O0OoOooboOoDpOg[oK]jobooooooooooo

O Active Directory D00 O0O0OO0OOOCOOCOCOOOOOODODODOO
ooo

4, O00OO0OO0OO0OO0OO0OODbOOODOOOOobObODbObOOOO
oobooobobooboooboobobooboooboooooooo
5 Tru6dUNIXOOOOOOODDODOO

000000000 TrusdUNIXODOOODOOOOOOOOOOOO
(0 c4)00000000
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OcC4 0000obobooboboobobooboobooo

Writers Properties

Generall Membersl Membeerl Managed By TruBd Linix |

— Unix Group Attribute:
Groupharme: Iwriters
Giid: (56
Group members: colin,dave lindd
— Dezcription
Ui specific attributes azzociated with the current group. [F left blank, no
unix attibutes are azsociated with thiz group.
The groupname may be the zame as the Windows groupname, or it may
be different due ta Unix uzerame length restrictions.

(14 I Cancel |

Trus4UNIXOOOOOODDOOOODO

OCO00O00D0OO0OD0OO0ODO0O0O0C0OOC0OD0O0ODODescriptiond 0000

oooooboooooogoooo

ooo

True4UNIXODOOOODOOOODOOOOD[OKIOOOOooDoOOoo

OActive Directory 0000 0000O0OD0OOOODOOOODOOOODOO

Cr ssouugnpnugood

oooooboboboooooooooooo
- JOOOOOO

- JOOOOOO

- JOOOODDOOOOO

- JUOOO0OOODOOOOOOODODOO
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C7rl1 00ooogn

/sbin/kinit 0000000000000 0O0O0OOOODO

doooodooooooooooooooooooon
# kinit [-c cachename]

oooooooboboboboboboOoooooooouoooooooooo
gooooobobooooo

# kinit
ooooooooooooooobobobobbbbbbbbbobobobono

# kinit -1 nwndnhnmns

obO0o0oo4s500300000000b0000bDO00o0DbDoooOg
oooooboboooog

# kinit -1 45h30m
0o0bo0o0oobooooboboooobboooobooooo
# kinit -d nwndnhnmns principal domain

OO0O0OO0O0OCOMPANY.COMOOOOOOOOOOmary/adminC OO
ggodooooooooiobooooobooboboobobbobDbbbbbo
oooooboboo0o0ogooooboooo

# kinit -d 1h mary/admin@COMPANY.COM

ooooooooooooobobDbDDDbDOO [ow] [nd] [nh] [mm] [ns] O
O00000Ow=00d=00h=000m=00s=0000000000O0
ooooooooobobobooobobbbDbDbDbO000 "1iw 2d 3h 4m 5s"
gooooooooooobooboboobobbbbbbbbbbbbboobobo
oooooboboboi10o0000go

cOoooooOOoDOOoO0o0ooOooOOooobDOoDOooOOooOobD@mWoboosno)a
goobooo0d-a00b0bO0OO0o0oOobObObOOoOo0obObOoOoOoobobbOoOoo
ooooooooooooobbbobbbobbooooo

oooooooooobobobbDbDkinit) 0000000000

Cr2 0Ooogooono

/sbin/klist 00000000000 DODO0O0O0O0O0DOODOOOOOO0O
ooooooboooo

C-28 Single Sign On



- JO0ODDODOODOODODDODDODDODOO0O000000000OoOoODDODOD
oooooboooooogooo

# klist -a [-c¢ cachename]

OO0oO0o0dgd/var/tmp/mycache OO0 OOODODODODODODDODODODODOO
gogoooooooooboboobobbbbobbooo

# klist -a -c¢ /var/tmp/mycache

- JOODDOOODODODODDODODODDDODDOOOOOO0OO000000000404
oooobooboooooooooo

# klist -a -f [-c cachename]

oodooooooobobDbobDDklisty000o0o0oogogg

cr3 0bouoboooboobaon

ggodoooooooooooooooooobobboboobobobobbbbb
ooooobobbooooooobon

# kdestroy [-c cachename]

00000 /var/tmp/mycache 00000000 D0DOOOOOOOODOO
00000000000 booooooonooboao

# kdestroy -c¢ /var/tmp/mycache

d0doooooooibobobDDbDDkdestroy) U0 0oooooog

C74 J0OO0bOoobobobon

/sbin/ktutil 0000000000000 O000O0O0O0O0O0O0O0O0O0O0O
ooooobbooooogooooboboobooooooobbobooooog
gooooobbooog

/usr/sbin/creacct 00 00 0O OO O Windows 2000 Server 0 0 OO0
0000000000000 0000O00d /usr/sbin/creacctO O OO
O0000000OWindows 2000Server0 000 000oooooooOO
odooooooooooooooooooad

odooooooooobobobobbobboOn /krbs/vssrvtab OO O root
goooooboboooogooboobooogoooo

- JO0ODDODOODOODODODDODDODOO0O00000000O0OoOoODDODOD
oooogd
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# ktutil [-t keytablel

gooooooobooboobobooooogooouooooooooon
oooooboooooogooo

# ktutil

= Windows 2000 Server OO Trus4UNIXOODOOOODOOODOOO
oooooooooooooobobobobobobooobobobbbo

# creacct [-t keytable]l -x host/fully qualified host name

00 0O00Oserverl.companycomd OO True4UNIXOODOOOOO
ooooboboooooooobobooooooobbooooooooDo
ooooooooo

# creacct -x host/serverl.company.com

e Windows 2000 Server U0 0O 0O0OO0O0O0OO0ODOOOODOOODOOO
ooooooooooobooboboboooobobobobooo

# creacct [-t keytable]l -x principal/fully qualified host name

0 0 0O 0O O w2kserverhost.company.com 0 0000000 userl 000
cOoooooooOooOoOoOoo0ooOooOoobDOoDOoDOooOooooo
cooooOooooooooooooooo

# creacct -x userl/w2kserverhost.company.com

- JOODDOOODODODODDODODODDDODDOOOOOO0OO000000000404
oooobooboooooooooo

# ktutil -t keytable -d principal

O0O00OO0OCOMPANYCOMOUOODOOOODO maryfadminOD OO OO
oodooooooooooooboooooboboboooboobobobobbob
goooooboboooogogo

# ktutil -t WFILE:/krb5/v5srvtab -d mary/admin@COMPANY.COM
e JO0O0O0OO0OO0OO0OO0OOOOOOOOOOOOOOOOOO0O0
# ktutil -D -t keytable

00000 /krbs/mytable 00000000 DODODO0O0OO0OOOO
oooooboooooogooo

# ktutil -D -t WFILE:/krb5/mytable

- JO0O0OO0ODODOOOOOODODODODODODODODODODODODODOOOOO

# ktutil -c from keytable -t to keytable
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UoboD0 /krbs/srvtable 0000000000000 DO0OO0O0OO0
O0oooooOooooboboboD /krbs/vesrvtab OO DODODODODOO
oooooboboo0ooooooboooo

# ktutil -c¢ /krb5/srvtable -t WFILE:/krb5/v5srvtab

0000000 ooobooooboo0obooodOktutil@ OO0
creacct(l) 0 O00O0OOOOOOO

cg ssouunuuuugoooogoobbonbd

ssOjdfdfdfdjddddddddooooooooooooobooooo
goooo0o c40 0ooooooooooboboobobobboOooooon
obooobooooooooboooobooooboossongooobooon
U000000o0o0o0oDbDDbDDbDbODinvalid login0O0OO0O0O0D0OD0DOOOO
gooogooossoopoooooboobbbbObbDbbObOOo0O0oOoUooo
gossonooooooooooodddddoooooooooooo

c8l ssolupuonooooonbod

/usr/sbin/creacct 0O OOOOO /usr/sbin/w2ksetup OO O OO0
0o000oooooooooooooooooooOoOoOOoOODODOoOOOO0
0000000000oOoOoOOoOOD0DD0O Windows2000OOOOOOOOO
0000 Administratorsdd DnsAdminsOd Domain Adminsd Domain Users[]
UsersOOOOOOODOODODOOOODODOO

Windows 2000 Server 0 Active Directory 0000000000 OoOoOoooOO
O00000000O0OKerberosO0O0O0O000OO00OOOOOOOOOO
000000000 D00000000U0o00o0o0oooooooooogon

C82 kintOOUOUODODOODODOO True4UNIXOOOODODODODOOO
gogbogd

kinit OOOODODDODODODODODODTrue4UNIXOOOOOOODODODOO
gooooboboboooogooooobboooooooboboboooog
ooooo

1. 000000000000 /ete/sia/matrix.conf0 000000
000000000 LDAPO KerberosOODOOOOOOoOoooOOd
O00Omatrix.conf 00000 LDAP O KerberosO OO OO QOQOO
ooo0ooooooon

Single Sigh On C-31



# more /etc/sia/matrix.conf

/etc/sia/matrix.conf D00 0000 0O0O0O0OO00O0O0O0O0OO
O00O0O0O0ooooooooon

siacfg -r LDAP > /dev/null

siacfg -r Kerberos > /dev/null

siacfg -a -g pg -P LDAP /usr/shlib/libsialdap.so > /dev/null
siacfg -a -P -g sci Kerberos /usr/shlib/libcsfk5siad.so
/dev/null

vV o HF HF

2. KDCOOOOOO /ete/hostsUODODODOOOOOOOOOOOO
goooobobooooooobobood

12.345.67.890 w2khost .mycompany.com w2khost

000 /usr/sbin/w2ksetup 00D 000000000 O0OOOOO0O
O00o0o00oo0o0booo0oobooooooobooooobooooooo
Oo00oOo0oO0ooooboooobooooooooao

ldap gssapi bind: Operations error

3. /krb5/krb.conf 0000000 /krb/krb.realms 0O 00O O
O00o00o0oO0o0oooooooooooood

krb.conf 0000000 D0ODOOO0O

MYCOMPANY . COM
MYCOMPANY.COM w2khost.mycompany.com admin server

krb.realms 00D OO0OO00OOOO0O
* . mycompany .com MYCOMPANY .COM

4, KDCUOOOOOODOOOODOOODOOoooDbOoooDb2b0 3000
gojodoooooosuooooooooooooooboobooDoo

5. 0000000000000 00000000000 vssxvtabUO OO
oooooboboOooobbbooooooobon

# kinit -k

O0O0o0o0ob0bDO0O0O000dOd /usr/sbin/w2ksetup 0O OO OOO
000000 /krbs/vssrvtab OO OOOO0ODOOOOOOOOO
gooboogoooon

# /usr/sbin/creacct -h mymachinename -u
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C83 True4UNIX O DO UODOOODOODOO

KDCOOOODOODOOOODODOOOOODOD TruedUNIXODDODOOOODO
gooo0oboooboobobooboooboobobooboboooboon

1. O0O0000OooOooOobObObOO0o0o0o0o0ooooooooooooo
goooobobooog

# kinit -S host/targetmachinename.mycompany.com

ooooobobobooo0oooobobooooooboboboooog
KerberosOOOOOOODOOOODOOOOODOODOOODOOO
gooboogoooon

# /usr/sbin/creacct -h targetmachinename.mycompany.com -u

2. /krbs/krb.confODOODODOOOOOOOODOOODOOOODOOODOO
oooooboboooooooboboooo

3. /etc/ldapusers.deny 00000000000 O0OOCDOOOOCOOO
OO0 .k5login 00000000 OOOOOOOOOOOOOOOO
gooog

4. Jetc/servicesUO OO /etc/inetd.conf 00O OOO0OO0O0OOOOO
O00o0oO0o0o0oOoOo0ooooOoooobooooooooao

e /etc/servicesOOOO

kerberos 88/udp
kerberos 88/tcp
kerberos master 749/udp
kerberos_adm 749/udp
kerberos_adm 749/tcp

e /etc/inetd.conf 00O OO

kshell stream tcp nowait root /usr/sbin/rshd rshd -K
klogin stream tcp nowait root /usr/sbin/rlogind rlogind -K

oo

- OJOODODODODODODODOOOdnetd.conf 00000 20
oood -xggooooo

e inetd.conf 000000000 0OO0ODODOOOO
gooooobboooooooboobooooogo
gooooo
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# rcinet restart

C.84 TruCluster DO QOO SssoOd0OOd

sSsOOO0D0O00O0O0O TruClusterD OO0 O0O0OCOODDOOOOOOOOO
googoooobooogoooo

1. 000ooooooboooogoooooboooooooboobobooog
/etc/ldapcd.conf DO DO DOOOOODODODOODODODODODODOOO

directory:
searchbase:
machine acctname:
machine_ dn:

0000000000000 o0o0o00oOo0o0oo0ooooooooono
000000 /usr/sbin/w2ksetup 00O O0O0O0O0OOOOO0O

2. 0bOoOobObOOoOooObOoOooObOoOoOobOoOooODbOoOobODbDbOOobODbOOn
gooooboboooogogooon

# /usr/sbin/ktutil

gooooooobooboobobooooogooouooooooooon
oooooboboooog

# /usr/sbin/creacct -h missingmembername -u
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D

LDAP (Lightweight Directory Access
Protocol)

LDAP (Lightweight Directory Access Protocol) 0 O TCP/IPO OO OO OO
00000o00o0OOoDOOoDOoOooOOo/o0ooDOdDOooDOooDOooooon
O0O000O00O0LDAPODOOODOOOCDOOCODOOODOODOOODOOO
00000000 LbAPOOOOCOOOCOOODOODODOOOODOODOO
LDAPOOOOCOCOOOODOODOODODOODOOOUOOODOOODOODOD
O00000oo0oDooooDoo

ooooobobooooooooooboooo

LDAP O OO

Tru64 UNIXLDAPOOOUOUOOGOGOOOoOoOooooooooo
Tru64 UNIXLDAP O DO ODOOOO0O0OOO0O0O0OOO
LDAPOOODODOOOOOOODODOO

goobooooon

D.1 LDAP OO O

LDAP O O OO NIS (Network Information Services) 0 0 00O 0O 0O O O NIS
O0o00o0oo0obDOooDbOoooog

LDAPOUOUOOOOOOOOODDDODODDDODODODODODODODO

LDAPOUOUOOOOOOOOOODOODODODODDDDODDODDODODODODODDDOD
goodoooooooooboobbbbbbbbboooooooon
gooooboboOOo0ooboboooooooobon

LDAPO O ODODOOOOOOODODOOOOO0OOOODODODOOOOO
oooooboooooogooo

oooooooooooooooooooboobobooboobobobbbb
ocoo(@OopOooOoo0ooO0ooOoobDOooDOoDOooobooo)oobooo
ooooooooooobobobobobobbbbbbboooooooon
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uibocibooooooooooodoooooo)boooooooo
goooobobooooooobboboooon

- OO0 LDAPOOOOOOOOO0ODOO0OOOOOODODDDDOOOOO
oodoooooooooooobooobooboobooobooboobbbb
gogodoo LbAPO0OO0O0O0O0O0O0O0O0O0O0O0O0O0DO0OOUOOUOOO
ooooooLbAPOOOOODOODODOODOODOODOOODODODODODOODDOO
oooooobo LbAPOODODODDOOODODDODDDOO

Tru4 UNIXOOOOOOLDAPOOOODOOOOD LDAPODOOOODO
oooooooopoooboOoLbAPODODDODDODODOODODOOOOOO
OO0O0OTrue4 UNIX DO LDAPOODOOOOOOOOOOOOOOOOOO
UOLDAPLODODODOOO0OOOOODDOLDAPOODODDODOOOOO
oooooogooo

Odo0d LbAPOOOOOODODODODODODODODO True4duUNIXOOOOOO
goooooopooobobobooooouooouuuouLbAPOODOODO
gooooobobooo LbAPOO0OOOOODODOOOOOOODDODO
LDAPOOD0OOUOOOOOOOOOO LDAPOOOOOOODODOOOGOOO
goooooooobobobobobobobobboboooooooooooooon
goooooooooobobobooboobobooooooooooooooon
goooooooooobobobooboobobooooooooooooooon
ogoooo0oo0ooboboboOoo0oo0oo0ooooouoouLbAPOOOOO
LDAPOODOOOOOOODODOOO

D.2 True4 UNIX LDAP LD U D OO ogoooboood
good

LDAPOOUOOUOUOUOOOOOOOoOooooooooooooobobobbo
LDAPO O (COODOODODOO/ODO)UODODOODO (OSFLDPAUTHAnn) 00O
O0000Db000oD00o0ooO00o0oD0oOoboDO0OOdTru64UNIXODODOO
ooo0oooooooooooboogo ecb-rROMOOODOOOODO

nnnO True4UNIXOOOOOOOOOOOOoOoOooOOODOODODOOOO
gooooooooobobobobobobbooooooooooooooon
goooooboboboooogoooooboboooooooboboooog
oooboooooo
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D.3 Truc4 UNIXLDAP U DO OOOUoooooooon

D.3.1

LDAPOOOODODOOODOOODODOOODOOODODOOO0ODbOOOLDAPOOO
gboooboooboooboboobooobooboooboooboon

- LDAPOOOOODOOODOQODO (/etc/ldaped.conf) DO OODO
goooobD LbAPOOO0ODODOO0OO0O0O0OODODDDOOOO
/etc/ldapcd.conf 0O OOOOLDAPOOOOODOOOODOOOO
ooooobobooooooooon

- LDAPODODODODODODODODODOOOOOOOOOOO

ldapcd.confO0 000000

/etc/ldapcd.conf DO OO O0O00O0O0O0ODOOOOOOOOODOOO
goooooopooooooboboboobbooooooooooooooon

oooboooooo

directory

searchbase

port

machine dn O 00O
machine password

gooooooooD LbAPDODDODDOOOOOO
gooooo

ooooooooboboobobobobbbbbobobooo
gojoooooooooooooboobooo

ooooooooboboobobobobbbbbobobooo
ooooooooooobooboboboooobobobobo
goooooboooo

machine dn (OO 0O) 0O machine password O[O
ldapcd 0000000 ODOOODOODOOODOOOO
ocooooooDOoOoOooOoocOooooboooDOoo
oO0o0o0oooDOooOoo0oo0ooooogoogo
oO0o0o0oooDOooOoo0oo0ooooogoogo
ooOoooOooOoOooOoOooOoooO0oooDOoo
OO00O0OO0OD0OD000 (sladpd.conf) JO0OOO0O
O0oO0ooOoooooooooooodg

/etc/ldapcd.conf D0 O O0OD0OO0O0ODOOO0ODOOOODOOOODO
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e SysManMenuOOOOOOOOOODODDOOOOODODOODOOOOO
O000O0O0D0DO OSetup LDAP ConfigurationOOOOOOOO
0000000000000 0O0LWDAP ConfigurationOOOOOO
ooddooooooobobobooboboooooD LbAPOOOOOOO
ooodooooooboobooooobbbbbboboooooooon
000o00bOoO0O0O00oOooooooo0ooOoooooooooa
oooooooon

[OK]OOODODOODODODODODODODODODODOLDAP Configurationd OO
000O0D0O0d sysManMenuOOOGOOdQO

- JUOO0OO0OO0ODDDODOOOO /ete/ldaped.conf OO OODODODODO
goo

0O D-10 ldapcd.conf 0000000 OOOOOOO /ete/1ldaped.cont
O000o0o0ooooOogooosysManMenuOOOOOODOoGOoOooOooog
0000000 1dapcd.conf OO0 OO0O0OO0OOOOODOODOODOLDAP
000000000000 DOO000O00O0O0DODoOOoOoLbAPOOODOO
00000 00oO0o00obooooooooo b4ad000oooOoOoooOoOO

0 D-1: ldapcd.confO OO OO0

#
# directory server and port, active ldap connections cached
# by the daemon, max worker threads started

#

directory: host .xyz. com
searchbase: "o=XYZCompany" \Z|
port: 389
connections: 6@

max_threads: 64[5 ]

#

# max entries in cache, and number of seconds before entries
# expire in the cache

#

pw_cachesize: 2000[ 6]
pw_expirecache: 120

gr cachesize: 100

gr expirecache: 600

machine dn: "cn=Directory Manager"
machine pass: "password"
#
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0 D-1: ldapcd.confO0 0O O OO (ODO)

# the objectClass name of a password entry
pw_oclass: posixAccount[8 |

# name mappings for password attribute fields

pw_username: uid[ 9]
pw_password: userPassword] 10 |
pw_uid: uidNumber
pw_gid: gidNumber
pw_gquota:

pw_comment : description
pw_gecos: gecos
pw_homedir: homedirectory
pw_shell: loginshell

# the objectClass name of a group entry
gr oclass: posixGroup[ 11 |

# name mappings for group attribute fields
gr_oclass: unixGroup[ 12 |

gr name: cn

gr_password: userPassword

gr gid: gidNumber

gr_members: MemberUID

O0o0oo0oooooo LbAPOOOOOOOOOOOOOOOO

ooooobobobooo0oooobobooooooboboboooog
gooooobobooooo

gogooooooooooooooooooboobboboobbobbbDbbb
ggodooooooooooooobbobobobobobooo

ldepcd 0000000000 DODOO0OOOOODODOOOOOOOO
oooooboooooogooo

ldepcd00000O0O0O0O0O0O0OOOODODODODDDOODODODODODODOO
ooooooooooooooooobobDiloooooooooooo
goodooouo LwbAPUO0O0O0O0O0O0O0O0OO0O0OOOOODUOOOO
gjodooooooooooooooooobobboboobbobobobbbb
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O{@Eooooooooo)boooooooooo@EuooooooDo
oo0o0oob0)bbOoOob0ObUOO0Ob0DMbO0Ob0DbOOb0DbDOOOb

6] pw cachesize 0O 0O0Opasswd 00O 0OO0O00O0OOOOOOODO
O00pw expirecache 0000 ldapcd DO0O0O0O0O0OODODODOO
passwd OO0 DO0O0OO0OOOOODOOOOOOODODOOOOO
pw_expirecache UOUOUOO00OOO1ldapcd0 00O ODOOOO0O
passwd 00 0O0O0OOO0OOOOOOOOOOOOODOOOO

gr cachesize 000 gr expirecache UUO OO0 pw cachesize
U000 pw expirecache 00 DO0000000O0group 00
oooooboooooo

machine dn 0000 1dapcd 00000000000 O0O0O0O0OO00O
oddddoooooooooboooboooooooooooobDbo
ddddddoooooooooboooooooooooDNDODDODOOO
dddddoooooopooooDoDooooOooOoOoOOOOOODODODO
dddddoooooopooooDoDooooOooOoOoOOOOOODODODO
ooodoooooobobobooooobbbbbboboooooooon
ooooobooooooogo

goodooooooooboobbuNIXOOooooooooooDoDo
oooooboooooogooo

[o]

LDAPO OO (UO)0OD0Ogetpwent OODODOOOOOOCODODO
passwd 00O O0OO0OOOCO(@OO)OODOOOOODODOO

userPassword U0 OO O0O0O0OO0O0OOOO0OOOOOOOOO0O
ooao

=
o

gddddoooooooooooooobDbDuNIXOoooooooo
oooooboboooooooboboboooo

=
[N

[N
N

LDAP 000 (D0)0Ogetgrent@® 0000000000000
group 00000 DOOD (00)00O0OODOOOOOO

D32 LDAPLOUOOOODOODOODOO

/etc/ldapcd.conf DO OO0O0O0O0O0OO0OO0DOOOLDAPOOODOO
goooooooooooDbooobbobobDbDbDbDbD LbAPODDODOOOO
googoooobooogogooo

# /usr/sbin/rcmgr set LDAPCD CONF yes
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goodooooi1b0b00b00b00b00b0000000 /ete/ldaped.conf 000
gooooooooobobooobobobobobbbbbbbbbooo

D4 LDAPLUOLOOOODODOLODODLDOOO

LDAPODOOO0ODODOOODOOODOOOODODOODOOOODOOODbDOODO

# /sbin/init.d/ldapcd start

LDAPLODODOO0OO0OO0O0O0DODODDOO0OO0OO0O0O0oobOoOoOoooooon
oooo

e J/etc/sia/matrix.conf 000000000 OLDAPOOODOOOO
oooooobog (stAadobbooobobooog

= J/etc/inittabOOOO0OO0OO0OO0OO0O0OOOCDOOOCOOOCDOOOODO
LDAPOOUOOOOOOOOOODODODODDDODODODODDODODODDOD

ldapcd:34:respawn: /usr/sbin/ldapcd -D > /dev/console 2>&1

LDAPOOUOOOOUOOO0OOOOOUOOOOOOO0O0OOOOOOObOOOn
# /sbin/init.d/ldapcd stop
LDAPOUOOOOOOOO0OOOOOOOO0OOOOO0OOOOOOOOn
oooa

# /sbin/init.d/ldapcd restart

D5 U000 ogood

ddddddooooOoLbAPODODDODODODOOOOOOOOOOODODODOOO
0000 LbAPOOO0OO0OO0OO0OO0OO0O0OO0O0OO0OOOOOOUOOODODODOOOO
J000d00o0oooooooooooOoOooOoooOoOoOoOoOODODOoOoOoOOO
/etc/ldapusers.deny 00O 0O /etc/ldapusers.allow OO0 OO0 OO0

D.5.1 ldapusers.deny OO 0O O O

/etc/ldapusers.deny OOLDAPOOODOOOOOODO Trued4 UNIX OO
0000000000000 00D0000000DO0O0l1dapusers.deny 00O
00000000D0DDooOoOOOO0O0000000000d Truéd4 UNIX OO
000000ooopooooooooOoLbAPOOOOODODOOOOO

0000 /etc/ldapusers.deny U0 O OOOLDAPOOOOOODONO
0000000000000 00000000000o00100 10000
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00 /etc/passwd U DD DODOO0OO00OO0ODDODOOOOOODODOOO
oo0ooO0oooooobboOoboOoooooooDoODwoOooooooobo
gooooooooobobobobobobobboboooooooooooooon
gooogooooboooogooo

O D-200000 /ete/ldapusers.deny 00 OO OOOQOQOO

0 D-2: 0000 Idapusers.deny O OO0

ldapusers.deny - list of users who area not allowed to authenticate on
this system via LDAP authentication (libsialdap.so & ldapcd)

Account names must match exactly the user account name in the
/etc/passwd file.

Syntax: account_1

account_n

F o3 3 I FE FE o I o o o o

nobodyV
daemon
bin
uucp
uucpa
auth
cron

1p

tcb

adm

ris

wnn

pop
imap
ftp
anonymous

D.5.2 ldapusers.allow O O 0O O

0000000000000 oooooooooooon
/etc/ldapusers.allow 000000000 OOOOOOO0O
/etc/ldapusers.allow OO LDAP O OOOOOOODOO Trubd
UNIXODODOOOODODOOoOoOoooooooooboooooooao
/etc/ldapusers.allow 0000000 0OO0ODOD0OOOOOOODOOO
0000000000000 000DOD0OO0o0O LbAPOOODOOOODO
0000 /ete/ldapusers.allow OO0 OO0 000000 OO0OOooOOoOoAd
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goooooooooobobobobobobbooooooooooooooon
goooooo

gbooo00010010000000 /ete/passwd DD OOOOODOOO
goooooooooooboobobooobbobbbbbbDbDbDbbbbobn
#HOOO0o0O00obUOoOob0oO0bOO0bOO0bDU0oOobOobObUobOUOoOoDbOoboDbOoo
ooooooooooobbbbboboooooooo
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BookDOODOODODO)OODDOOODOUOODOOOOOOOOOOOODOOO
O0ooo00o0oo0c2000bO0OoDUOOoDUOOoODOobobDOobobOOoOoDOO
0000000000000 000D0ODO0DOOrangeBookO OO ODOOO
000 http://nsi.org/Library/Compsec/orangebo.txt 00O OO0
ooogo

Tru64 UNIX O O O Information Technology Security Evaluation Criteriall
(ITSECQ)UOUOODOOO0OOO0OOFRC20000000000O00DOODOOOO
Oooogo

obooooboobooooboobceczoooboooboooooobooobon
ooooooooobobobooobobbbbbbbbceczoobobbObDObDOO
O0O000 True4UNIXOODOOOODODDODDODODDDDODDODDDODODODOOO
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- ODOo0oOoogoobooo

- ODOo0ooogoobobbooo

- ODOoO0o0oogooooo

- ODOo0oOoogoobooo

- J0O0O0O0ODODOO0O0O000 (login uname) 00 OOOODODOO
goooooooooooobooooboooooooooooog
goooobbooooooobbobooooooobobbooo
ooooooboooo

O0O00o0obO0o0o0ooDoOoooboo(@boboooooo)o
O000OD0uwask OO0 (22000000000000)O

oooooooooooooobooooobooboboobooboobobbob
ooood

O0000000do00do0oooooouooooo (@Muood
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oooooboooooogooo

ooooooooooobooboboboobobobbbbbbboboboboobo
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- 0DO0O0ObObObOObObOOO000000000oooooooooo
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- 0DoOoODODbObObObObObO0ObO000000000000o0ooooo
oooooboboooooooobon
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oooooboboboo0oooooboboobooooooboboboooog
ooood

gooooobboooogoooboobon
OOooOoOoOoOg oot O0O0O0)ODODOODOOOODODODODOODO

goooooooobooboboboooooooouooooooobooon
goooobboooloobobooogooooboboooooobon
(Doooooboboboog)ybbooo

/usr/skel 0000000000 DODOOOOOODOOOOODODOOO
oooooboboooogogoooon

gooooooooooooobooobbbobooboon
goooooooooooo
goooobobbooooooobooooooo

ubooOoO cibO00O0O0OOOoO0o0oOoooobooooooooooO
goooogo

goooooooooobooobbboobbbbbbbbobooo
goooooooooooobobobobooboobbbbbboboboooobb
gooooboboooogooooboo
goooooooooboobooboobbbbbbbbbboo
goooooooooooooboboboobobboboobooo
gogoooobbooogoooboooogo

OoOO000O0O0CDOO0CO0O0OO00O0O0obOonDOooDOg (eepb
telnet O00)0 OO0
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oooooooooobobooobobobobbbbbbbbobooo

oo0oOboO0oooooo(@obbooooooboobbobbbooooo
ooooOboOoooooooo)o

ccibooooboboboobOo E-38



- JUOO00ooobobObOODOOO0O0OOooobbObODOOo0oooooDbDbODO
oooooboboooog

- JO0O0OODOOOOODODODDODOOO0OO0O0OO0O0O00O0O0OOOODDOOD
ooooooooooooooobbbbobobobooo

- JUOOO0OOODOODOOOOODODOO

odooooooooooooooooboboobobooboobobobobbbbob
gooooooooooobooboboobobobobbbbobbbbbbbobobono
goooooopoooobobobboobobooooooooooooooon
goooooopoooobobobboobobooooooooooooooon
oooooobooooogogooon

/usr/skel/.profile
/usr/skel/.cshrc
/usr/skel/.login
/var/yp/<domain>/auto.master
/var/yp/<domain>/auto.home
/var/yp/<domain>/auto. ###
/etc/auto. *

/etc/auth/*

/etc/dumpdates

/etc/ethers

/etc/exports

/etc/fstab

/etc/ftpusers

/etc/group

/etc/hosts
/etc/hosts.equiv
/etc/inetd.conf

/etc/motd

/etc/netgroups

/etc/passwd

/etc/profile
/etc/csh.login

/etc/logout gooOooooa
/etc/remote
/etc/resolv.conf
/etc/rc.config
/etc/rc.site 00000 /ete/re.config OO OOOOOOO
/etc/screend.config
/etc/services
/etc/sec/site events
/etc/sec/audit_events
/etc/sec/auditd_clients
/etc/sec/event _aliases
/etc/sec/auditd cons
/etc/sec/audit_loc
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/etc/securettys
/etc/sve.conf

/tcb/*

/usr/adm/messages

/var/spool/uucp/Permissions yuce DOOOODOOOO
/var/spool/uucp/Systems uuce DOOOOOOOO

/var/spool /uucp/remote.unknown uuce 0O0OO0OOOOO
/var/adm/cron/at.allow

/var/adm/cron/at .deny

/var/adm/cron/cron.allow

/var/adm/cron/cron.deny

/var/adm/crontab/ gdoddoooooodooooooood
/var/tcb/*

/var/yp/src/*

E2 D0O0O0O C200
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oooooobooobob e3200000000000
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- JOOOOO0ODDOODOOOOOODODOACL(DOOOOOOONO)
00000O00doOO0O0oDOO0OO0ODOACLOODODDODODOODOOO
230 0000000000000 0000O0O 3200000)000d
/usr/groups DO O OODOOODOOOO

- ODODODDDDDOOOOOOOxhestOODODODODODODODODDDODOOO
gooooobooboooogogo

- JUOOO0OO0OO0ODDDODDOO0OO0OO0O0OO0DOO0O0O0OOsecconfig
ddoooooooooooobobbbbbbyesObOOOOoOO
ooooooooo
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gogodoooooooooooooooooboobboboobbobbobbbb
oooooooooooobobo sboooooogoo

oooooobOoOoobooboboooobooe)boobobOoOooO
ooooooooooobobobobbobobobobbbO0o0o0gg fverify
U000d0dbaauthekDODOOOOOOOOOOOO0O0O0O000O

E3 DUOUOO

Tru4UNIXOOODOOOOODOOODO(@OODOOobDODObOOobDOooDbOo
goo0o0ooboooOooOooOobo0ooOoooboooDpOo)yoooooooDoo

gbooobooobooboboobooobooboboooboooboon
ooooooooooooboooboobobobobbbbbbbbbbbobobno
ooooooooooooboooboobobobobbbbbbbbbbbobobno
gooooooooooboboobobbbobbbbbooobbbbbbobon

E31 ODO0OOOO

gooooobobooooobboboogoooo

000000 /tmpld /var/tmpO 000 /var/spool 0O O OO (/)
000000000 /usr000000O0O0DOOCODOOODOODOOO
O0o0o0ooooooon

JAVAO OOOOO Netscape Navigator DO OO OOOOOoOoO0OO
0o0o0o0o0bOo0o0o0oooobOoo0oo0ggooJAVvADOOOd
goooooo

goooooboooboobobooboboobooobooooooon

E3.2 secconfigl D OO UOOOOOODOOOOOOOOOOO

oooooooooooooooooobobooobobooooobobobbbbo
obo0oobO0ooooDoooDno A220 000O0OoOoOooOO

00000000 0D00D00(@MOoDbDO0O0Db0O0 /etec/auth/sys-
tem/default 0O O0O0O000O0D0O0O0DOO)O

oooooboboboo0o0oooobobooooooboboboooog
gooboogoooo

- ODO0O0O0OO0O0O00D0OO0OD0O0O0 (/ete/auth/system/default
O00D000uw pickpwOOOOOOO)ODODOOOOS8ODO
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(u minlen#8) OO O0OOODO 8000 (umaxlen#80)D 00O
oooo

— ODOD0D0OO0OO0OO000D000 (/etc/auth/system/default 00
O000vupickpwOOOOQOOO)DOOOOOOOODO
(uminlen#0) D0 O0O0O0O0ODO 1000 (u maxlen#10)d 000
OO0000O00O000000OTrue4 UNIX O O Green BookO O O
O0000o0odoOoooooo0ooooooooo

O0000D0000D0O0O0D000D0 (unullpwe)d
O000O0O0O0O0O0O0DO 1800000000 (u_exp#15724800)0
O000O0O0O0O0O0OO0DO 300000000 (u life#31449600)0

00000000 000o00oDoO0OO0ooge9nouooono
(u_pwdepth#9)0

0000000000000 00000000ooooooong s
OO0O0000 (u maxtries#5)0

0000000000 O0DODO0O000C000 (u_lock)d

ooooooo0oooobooo0ooooooooboo0oooooooO
OD0O0000 (t_maxtries#10)0

O0000D0O0O0DO0O0 20000000 (t_logdelay#2)d

0000000 (urestrict)JOODOOOODOOOODOO
(upolicy)y DOOODOODO

00000000000 (dxaccounts) D00 edauth 000 0o oagdad
O0000000O0D0DooDOoon

E33 OO0ODOOO

gooooboboboooogooooobbooooooooboboooog
gooooooobooogooo

secconfig 0 OOOOOOODOODN yesOOOOOOQooAon
oooooooon

oo0obooooooobbO(@bbbooooobobbbooo)yooo
ooooboboo0o0ooooobobboooooooobobooooo
(/usr/shlib/*.so) 00000 root D0 O0O0O0OOOOODOOODO
0ooodb0ls -1LO0OD0O0O0O0O
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E34 UDO0OOODOOODOOODOOODLOODLDbOOODbDODO

0000000000000 0b00o0o0ooo0ooobooobooobooooonon
00000000004 /usr/skel/.loginl /usr/skel/.cshrcOO
00 /usr/skel/.profile O OO

ooooobobOoooOboo@Woboobobooobooobooo)yooo
0000000000 (axaccounts) UOOO0O000O0O0O0OOOOOO

goooooooooobobobobobobobooooooooooooooon

goooooooooobobobobobobobooooooooooooooon

O000000o0b0Ob0defavlt OooooooOoOOODDODODDDDO

U0000000000 /etc/auth/system/default DOOOOO0OO

O0000DbO000Db000bO000Dd /usr/teb/bin/edauth OO0

ggoooobobooood

ooooobobobooooooobooooooo

- OJOODODODODODDODODOOOOOOOOOOOOOOOOO0O0O004gg
gogoooooooooooboobobobobbbbbboo

e umask [0 /usr/skel/.login0 000000000 HPODODODO
Ogoo2700)d

- JO00OOODODODODOOOOCOD (Rsh)dDOO0OOO

- JOO0OODODODOOOODODODOOOO @EDOOOOOD)
000o00DbO0O0O0O00O0ooO0Dn /home/.profiledOOOOO
/etc/passwd U0 0000000O0O0OOOODODODOODODODOOOOO
gododooooooooooooboooooobobboboobbobobobbbb
oodooooooooooooooooobobobobooboobobobobbob
oooobobooooogoooo

- OO0OD .profiled0000O0O0O0OOODODODOOOODODODODODOO
cOoooooOooOOooOOoOoOoocOooDOoDdcerilcoboonoOooOooOo
gobobobooooobbboooobbboooobbiboogg trap
oooobobooooogoooo

E35 U0OUOOooooboono

oooooooooooooooooobobooobobooooobobobbbbo
gooooooooooobooboboobobbobbbbbbbbbbbobobon
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00000000000 000000 sysman auditconfigO O OO
O0000o0o0o0opoDoDoDoOooOoOoOOOOODODODODODODOOOOO

e 0000 (/var/audit/auditlog.nnn) OO OOOOOODODODODOO
oo0ooo0oo0oooooooooooooooooogo (Hooo
/usr 0000000000000 O00O0O

e /etc/sec/auditd locUOUODO0OOODOOOODOOOOODOOOODOO
ooooooooooooooboboboboobooobbbbo

e auditdJO0OOOO0OOOODOO (/dev/console)UODOOODO

- JO0D0OO00OO0DOO0O0OO0DOO00O0OCtrusted eventsJO0O0O0O400O0O
ooooboboo0o0ooooooboboo0oooooobooooo
gooooboboooog

doooooooooooooooboobobobobobobooobobobobbbb

# /sbin/init.d/audit start

ooooooooooooooo 3o bbbbbbooooo

E36 UOUODOODOOODOODO

oooooooooooooobbbbbbbbbbbbbboboogooo
O000O0Ofverify OO0 authck OO OODODODODODODDODODODODOOO
oooooogoo

E37 UDO0O0O0ooobooobooobon

oooooooooooooooooobobooobobooooobobobbbbo
goooooooooobobobobobbooooooooooooooon
gooooogooo

e NIS(OOOOOOOOOOOOOOOOOOO Network Information
Services) DO OO root 00000000 DOOOOOOOOOOO
000000 A0 0O0O0DOOOOOOO

- NISOOOOOOOypserv@® OOOOOOOOOOO
/etc/yp/securenets 0000 OO0OOOO

e ypbindO-ypset JOOODOO —ypsetme DO O00OO00OO0OOO0O
—-sO000DoDo00o0ooooo(@ooooo)o

- JO0O0OD0wepbOODODODODOOOOODOODDODODODODDODOO
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uwwepUDO0DD0DO0OO0O0DODOOO0ODODOODOOOOODODOOO
ooo0ooboooobbwep 0000000 DO0OODOOODOO

/var/spool/uucp/Permission 0000000 O0O0O0OO
O0oobooooooooo

/var/spool/uucp/Systems 0 00000000 OOOOOOO
oooooooood

- JOOODOOODOODO(GRTAOOODOODODOOOOODRODOO
oooooo FTPODOOOODODODDODDDOOOOOOOOO FTPO
oooooboboooobbooooooobon

FTPOOODODOO0OOOOODOOOO0OO0OOOODOODOOO
"moooooo

FTPOODODOOOOODODD /usr/ftpO0ODOOOOODO
U0 /usr/ftp 000000000000 0O0O000 /binOO
O /eccOODOOOOO

0o0o0oobobO0o0o00o0boDfep000oooboOOOOO
goon

goooooOoobobobobobobobbobboooooooooooo
ooooboO0/usx/ftp000000DO0OOO0O0OOODODO
000 ftp000000OO0O0OOO0ODODOODOOOOOOODDOO
oooooooooo

00000000 ftp00000000DO000 ~ftp/etc/passwd
gooooboboooo

/etc/sia/bsd matrix.conf 00 OO0 ~ftp/etc/sia/ma-
trix.conf OO0 000000

/sbin/ls 0 ~ftp/bin/ls 00000000
ftp000000O0O0O0O0OOOOOO0O /sbin/sinkO OO

- ODOOODOOCOOODESOODOOODOCDOO(MOODOD)
000000000000 bobbobo0o0oOogobDbbdtlogin@) O
XDM-AUTHORIZATION-1 OO OO0OOOOOOOO

= /usr/bin/X1l/xhost U0 OO0D0ODODO0OOOOODODODOOOOO
goooobobooobobooooogobon
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# xhost
access control enabled, only authorized clients can connect

#

E38 UDUOO0OOOOboOoboobooood

ddoooooooooooooobooobobobobooboobobobobbbo

E381 ODDOOOOOODODODO umask

E.3.8.2

E.3.8.3

0ddoddooooo0ooO0O0ooooooDo0oOoOoOoOooooo
/etc/csh.loginl /etc/profiled 000 /etc/init.d/inet 00 umask
0000000000 (/ete/init.d/inet 00 000000000000
0o0o0oooooooooooooooOoooOooOooOoOoOODO0)d

gooo

/usr/tcb/bin/dxdevices U0 00000 0OOO0O0OOOOOOOOOO
goooooooooooooboboboboboboboobooboooo

oodoooooooooooooooobobooboboooobobobobbbbo
ooooobobobooooooooobon

/etc/profile 000000 O0OODOOOODODOOOO

case "STERM" in

none) ;;

*) /usr/bin/setacl -b ‘/usr/bin/tty‘ ;;
esac

/etc/csh.login 00 00000D0O00OO0DOOODOO

if ($?TERM) then
if ("STERM" != "none") then
/usr/bin/setacl -b ‘/usr/bin/tty"
endif
endif

goooo

gooooooooooooobooboboboboboboobbooog

e ODOOOOODODOOO (fusr/bin/X1l/dxaccounts) OO OOO0O
000000000 /usr/usersO0OODOOOODDOODDOOOODOO
00000000000 bo0ooooboOoooooo
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O000000000000000 noexecnosuidd OO O nodev
Oo000oO0O0oooOoooooooboooooooo

ooobOboooooooboocbE0OODOODOOOOoObDbOOOoOoOn
oooooboboo0oogoooobooo

# grep extension.lockTimeout \
~/.dt/sessions/current/dt.resources

00000 o0doOO0oO0oOooO0obDO0ODOobOOobOOooOoooonoo
/etc/passwd 0 00O /var/tcb/files/auth.db 00000000

ooooobobooo0oooooobboooooooobobooooo
ooboooooon

ooooooboboooooooboooooooboboooog o
ooboooooon

E.3.84 root 0O OO

rcot 00000000 0O0O0OOO0ODOOOO0O0OOOODODODOO0OOO
oooooobooooogooo

oooooooooooooobooobooboboboboobooboobbbob
goooooooooobobobobbbbbbooo

gojodooooooooooooooooobooboboboobobbobbobbbb
OOrot0O0O0O0O0O0OODOOO

oo0bDO0O00o00ob0obbO00o00obobbOoo0o0O0ddsulogin(8) U
ooboooooon

su0 0000000 rcotOODODOOOOODODODODODODODODOO

UO00000 setuid o000 setgid oO0O00O0O0O0O0O0OO0DOOOCOO
OOoooOOooOoogog (roo0 700000 7110

root0 000000000 /var/spool/cron/crontabs 00O OO0
ooooooooad

root 0000000000000 0O0O0O0O0O0O00OOOOODODOOO
OOrot0 00 00000O0O0O0O0O0O0 su0O0O0OO0O0O0O0OO0OOO
UO0b00o0O0b0000b000O0securettys@ U 0D0OOO0DOOOO
goooobobooog

goooobobvuibbooboboooooooobooboboooooooon
(ulockOODOOOODO)WODOOOODOOODOOODOOO
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uiD

gobooooboboood

root
daemon
bin
sys
uucp
nobody
adm

1p

goog

oo

gno

oo

goog

gno

oooo

o

E39 UOUOOOOOOn

/etc/sve.conf OO0 OO OOOOOONISOOODOOOOOOOOO
000000 O0bOO0O0DOOoOoooNIsO0ooDoooooooooon
0000000 o00noOonog /ete/rec.configl OO /etc/rc.site
ONISDOMAINOOOOOOOODOODOODODODOODOOOOooOooOoo

ooooo

ggodoooooooooooooooooboobboboobbobobobbbb

gooao oooo

/etc/exports 0000000000000 0O0D00O0n
O0-reoot=000000000000O03
gdoo0obooooooboooooooag
O0000000-access=<hostnames> 00
0 -rocd0000D0OODOOODO

/etc/hosts

/etc/services

/etc/protocols

/etc/inetd.conf

/etc/hosts.equiv 000000000O0O0oooooo
gooooooag

/etc/ethers

~username/.rhosts 0 00O gooooooooooooobo-100000

~username/ .shosts O000Orlogindd rshdaOOODOODOO
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E4 DUODOODOOO

gooooooooobobobobobbbboboboooooooooooooan
goooooooooboboboboobobooooooooooooooon
goooo

gododoooooooooooooobooobobobooobobbbobbbb

gooooooboobooboboboooooooouoooooooboon

oooooooooooboobobobobbbbbbbbbobooooo

goO/o0000ob0b0o0o0ob0o0ob0bOooOobOoOoobDboOooDbOoOoo
goooboooooo

goooooobobobobboooooooouoooooooboon
goodoooooooooooboobooboobobobobobbbbbb

>>> show

oodoooooooooooooooooboboboooboobobobbbb
oodoooooooooooobooooobobobobooboobobobobbb
goodooooooooooobobobbbbbbbbboooooo
goooobobooog

goooooooobooboboooooooouoooooooboon
ooooooooooooooobbbbobobobooo

oodoooooooooooooooooboboboooboobobobbbb
oooooboooooogooo

EsSs DOUgnoogod

ggodoooooooooooooooooobobboboobobobobbbbb
goooooobbooobboobobbbbbbbbooooo

setuidJ 00000 setgidO00O00OO0O0O0OO0DOOOODO
root 0000000000 0O0DOO0OO0OO0O0DOO0ODOOO0ODbOO0On

oooooboboboo0o0oooobobooooooboboboooog
oooooooooobobooboboboooobobobobooo

screend 00000000 O0O0OOODOOSscreend@UOO0OOO0O
oooooooooog
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gogodoooooooooooooooooboobboboobbobbobbbb
oooooboboooooooboboooo

Eo UUDUOOLOUDLDOOLOUOOOoooobgn

oooooooooooooooooobobooobobooooobobobbbbo
goooobobobooogooobobooooon

gooooooobooboobooobbbbbbbbbboo
gooooboboooooo
goooobobbooogooobooooooon

fverify 000 authck U0 O0O0O00O0O0OD0ODODDOOOOOOOO
O00OOcops 000 tripwire OO OODOODODOOOODODODODODOO
ooooooooooooooobooobobooooobobobobobbo

oobooobobooboooboobobooboooboooboboooo

gooooooboboboboboboOoooooooouoooooooooo
gooog

0000000000 odooond setuidd 00 setgidl
Oo00ooo0oooodOreotO000Oo0ooOoOoooooooonOon
# find / \( —perm —4000 -0 —perm —2000 \) -1ls

/etc/exports DO O0O0O0OO0DDODDODO0O0O0OOOODODOOOO
goooobobooog

gooooooooooobbobobobbobooooo

- Jetc/passwdUUOUOUOUOOO0OO0O000O0O0O0OO0OOO0OOOOODOO
oooooboooooogooo

- D0D0D0ODODODODODODODOD0OO0O0000 Jete/passwdUOOOGOOO
0000000000 D0O0O0D0d (prpasswd D0 0OO)DOOO
goooooon

# /usr/tcb/bin/convuser —dN

- 0DoOoODODbObObObObObO0ObO000000000000o0ooooo
oooooboboooooooobon

- 0DD0ODODObODbObObOObOObOO000000000000oooooo
oooooboboooogooobooo
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goo0oo0ooO0oooooboOooOooOOooOoOooU0o(@Oooboooo
0)Ooooooooboboooo

U000 .rhosts 000 .netrecd0000O000OO0O0OOO
O000000 .exxceODODODDODODO .netre000Q0O0oOoQOQOO
goodooooooooooobboboboboobbbbb

hosts.equivUO0O0O0O00OD0ODODODODODOOODOODOODODODOOO
gopoooooo

ddooooooooboboboboooboobobobobobobobboobooon
gooyss000000000o0booooboooooooon
.profile

.login

.cshrc

.kshrc

.logout
goboboooobooooboboouobbooobooobbooog
gboooooobooon

# grep umask /usr/users/*/.*

oooobobobooooggoooz222o00n

/dev 0000000000000 0O00OOOO0ODOOO

oooooboooo0ooooobboooo

memO kmemO D00 swap 00 000000000000 0000O
0000000 (440)0

ooooooooooobbbbbboooo

goooooopooboboobobobbobbobooooooooogoa
goooooboooo

goodooooooooooooobooobobobooboobobbbobbbb

goooooobobooooouiboogooooooooooo
O0oO0DD00000000 /ete/passwdODODOOO NISOOODO
oooooooo

# ( ypcat passwd ; grep —v '“[-+]’ /etc/passwd ) | \

sort —t:-k 1,1 -k 3,3n —u | \
awk —-F:’{if (n == $1) {print p; print}; \

n=$1; p=$0}' | \

more

gooooobooobobo



goobobooooooobbouibggoobbooooobbboooon
00 /ete/passwd OO OOO NISOOOOOOOOOOOO

# ( ypcat passwd ; grep —v '“[-+]’ /etc/passwd ) | \
sort —t:-k 3,3n -k 1,1 —u | \
awk —F:’BEGIN {u=-1} {if (u == $3) \
{print p; print}; u=$3; p=%$0}’ | \

more

ob2000000000D0000DOODOOODOOODOOO
goooooNIsOoObooooooooooooogoo

# sort —t:-n /etc/passwd | awk —-F:’$2 == "" print’
# /usr/tcb/bin/edauth —g | sed —f sed file | egrep —v \
’:u pwd=[":]|:u istemplate:’

sed fileOOOODODOOOOOOODDOO

: top
/:\\$/ {
N

b top

!

s/:\\/:/g

s/: [<tab><space>]*:/:/g

s/: [<tab><space>]*:/:/g
ogooooooooooooo0oo0oooooooooooooooo
ooo

# find / \( -name ‘.*’ l-name . ! ! -name .. \) -print
00000000000 /devO00D0O0OO0OOOODOODOOOOOOO
O0ooboo0oooooooooa

# find / \( —type b —o —type ¢ \) —print

000000000 o0oooooo0oooboooOoo0oooooooon
00o00oboOOo0ooooooooooon

/sbin/inittab

/etc/init.d

/sbin/rc?.d > 000000

Oo0oodooooobooOood /var/adm/crashOO OO OdOOdoOO
O00000o0cOoOb0o0ddd0recot 00 adamO0OO0ooononOona
ooooo

U0000o0ooDDO0DD crack00000000000000O000O
goodooooooooooboobbobbbbbbboooooooon
ooood
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- JOODOOOODOODODODODDDODDODODOO00000

- ODOODODODODODDODOOOOOOOOOOOOOO0OO000004004gyg
oooooboboo0oogoooobooo

gobooo goooon goo goog
/ 755 root system
/bin 755 root system
/dev 640 rootd0 OO bin System
/dev/null 666 root system
/dev/ttys 666 root system
/etc 755 root system
/etc/rc.config 755 bin bin
/etc/exports 644 root system
/etc/passwd 644 root system
/etc/resolv.conf 644 root system
/etc/screend.config 755 root system
/etc/sec 755 root system
/home 555 root system
/1ib 755 root system
/opt 755 root system
/sbin 755 root system
/sys 755 root system
/tcb 755 root system
/tmp 1777 root system
/usr 755 root system
/usr/bin 755 root system
/usr/lib 755 root system
/usr/ucb 755 root system
/usr/ucb 755 root system
/var 755 root system
/var/adm 755 root system
/var/adm/crash 700 root system
/var/adm/cron 755 root system
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goooon goooobo ogono gooo

/var/spool 755 root system
/var/spool/cron 755 root system
/var/spool/cron/atjobs 755 root system
/var/spool/cron/crontabs 755 root system
/var/spool/cron 755 root system
/var/tcb 755 root system
/var/tcb/audit 755 root system
/var/tcb/bin 755 root system
/var/tcb/files 755 root system

E7v OU0booboooogogogoobd

ggodoooooooooooooooooobobboboobobobobbbbb
ooobooogooo

O Site Security Handbook (RFC 1244) 00000000000 0O0O0O
0ddodoooooooooo (eETRHODODOOOOOOODODODODOO
0000000000000 ooooooooobooOooon
0000000000000 ooooooooobooOooon
0000000b0O0o0booo0oOoboOoOdnhnttp://www.net.ohio-
state.edu/hypertext/rfcl244/toc.html OO O OO OOOOO

True4 UNIXDODOOOOOOODODOOOOOO
True4UNIXOODOOOOOOOOO0O000 —0000000

O Trusted Computer System Evaluation Criteriall (U.S. Department
of Defense, National Computer Security Center, DoD 5200.28-STD,
19850 120)0 0000000000000 O0ODOOOODOOOrange
BookODOOOOODODODOOODODOODOODOOODOODODOODO
0000000 oooooooooooooooooooon
O000D00000000OCrangeBookD OO OOODODOOOODO
http://nsi.org/Library/Compsec/orangebo.txt 0O 0O OO
oooono

O Password Management Guidelined ( U.S. Department of Defense,
(CSC-STD-002-85),1985 0 40 120) 000000 OCOO0OO
OOOD0OOO0DOOOGreenBookD OODOOODOOODODODOO
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goooobobooooooooobbooooooooboobobooo
00000000000 DOOO0O0O0O0DbODDOOorange BookOD O
O0O0DOO0O0O0O0O0OOGreenBookODODODOOOOOOOODO

http://www.radium.ncsc.mil/tpep/library/rainbow/CSC-
STD-002-85.htm1 0O O O0O0O0000OO

oooooooooooooobobbbbbbbbbbbbbooogooo
goooooo

e [0 Computer Security Basics(O (O'Reilly and Associates, Inc.)O
e [ Practical UNIX Securityll (O'Reilly and Associates, Inc.)O]

< [0 UNIX:Its Use, Control, and AuditD (249 Maitland Avenue, Altamonte
Springs, Florida 32701-4201 O Institute of Internal Auditors Research
Foundation O OO OO0 0O0O)O

googooboboooooobboboogoooo

- crackU0000O0O0O0O0O0O0O0DODOOOO0OOODODODODOOOOO
gooog

e tripwire DO UNIXOUOOODOODOOODODOOOOO tripwireO
dddddoooOoooooooDoooOoooOoOoOoOOOOOODODOO
dddddoooOoooooooDoooOoooOoOoOoOOOOOODODOO
dddddoooooooooobobooboobooooooooobobDbo
dddoooooooboboboooooooooobobobDbo

e CoPs [0 O Purdue University 0 Computer Oracle and Password System
OOooO0oOooocopsOO0O0OOODODODOOOOOOOOOD
00000000000 000oooUoooooooocoPsoOOd
OoOoooooDoDoooooo

- saTANUOU0O0O0O0O0O0O0O0OoOoOooooOoDoODDDDODODODODbODDOD
ddddo0o0o0o0ooooooooooooOobOSsATANDDDOODOO
oodoooooooooooooooooboboboboobobobobobobbb
OO0OOOSATANDOOODODOOOoDOOOoooDooooooooooo
goooooooooobobooboboboboobbbbbbboo

doooooooooooooooooboooboboooobobobobbobbo
oooooooobobobobobobbbbbbbbbOooogo

#!/usr/bin/ksh —ph
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# Script to return summary of login/logout activities on the
# system since the last time it was run.

export PATH=/usr/sbin:/usr/bin:/usr/ccs/bin:/sbin

# where this script should run
Bdir=/var/adm/local

# where to find audit log files
Adir=/var/audit

Ofile="${Bdir}/lasttime"
Nfile="${Bdir}/newtime"
Afile="${Bdir}/lastdata"
Tfile="${Bdir}/lastmsg"

Events="-e trusted_event"
umask 077

# ensure the output format we need from date.
export LANG=C LC_ALL=C

export TZ=:UTC

if [ 1 —f "${0file}" ]

then

print 700101000001 > "${Ofile}"

touch -t 197001010000.01 "${0file}"

fi

date +%y%m%d%H3M%S > "${Nfile}"

curfile=$ (auditd —q)

auditd —dx

sleep 20 # give time for compression of the old log

while [ —f "$curfile" —a —f "Scurfile".z ] || [ —f "Scurfile" \
—a —f "Scurfile".gz ]

do

sleep 2 # wait some more
done

> "s{Afile}"

for af in $(find "$Adir" -name "auditlog.*" -newer "${Ofile}" \
—print | sort)
do
audit _tool -b -t $(<"${0file}") -T $(<"${Nfile}") >> \
"${afile}" -o —Q $Events "${af}" 2>/dev/null

# the suppressed errors are for the {un, }compressed messages
done

coiboobDoooobobDnD E-21



TZ=:1localtime

if [ -s "${Afile}" ]
then
audit tool -B —Q "s{Afile}" > "${Tfile}"
if [ —s "${Tfile}" ]
then
Mail -s ’'login/out audit summary’ root < "${Tfile}"
fi
fi

mv —f "${Nfile}" "${0file}"
rm —f "${Afile}"

OO00O000OO0DOODOOoOO0C0obCOOOOcerontabd0OO0O0OO

0 9 * * * /var/adm/local/lreport
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