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This guide contains the following sections:
e Section 1, Getting Started

e  Section 2, Enabling Traps

e Section 3, Secure Sockets Layer (SSL)
e Section 4, Troubleshooting Tips

e  Section 5, Appendix

e  Section 6, Trademarks

1 Getting Started

Installation instructions are included on the web pages at the following URL:

http://www.hp.com/products/openvms/managementagents/

After you complete the installation, you can start using the Management Agents to monitor devices
on your system.

Follow these numbered steps:
1. Enter a URL to view the device data through the web browser:
https://host:2381
Replace host by the machine name, for example:
https://atst02.zko.dec.com:2381/
Where “atst02” is the system to be monitored.

The number 2381 following the URL is the port that the Management Agents use to
communicate with the browser. If you do not specify this number, your browser might try to
connect to another web page if the managed server is running a web server.

2. Ifyou are using the default self-signed certificate, your browser will display a Security Alert
message. If you get this alert, click on the Yes button to proceed. The Login page is the first
screen displayed after the certificate is validated and a secure connection has been established
with the server.

3. Before you can view the Device Home Page, you need to provide a valid user name and
password. The login page contains the following information.

Item of Information Description

Login Account Enter your OpenVMS user name here. User accounts that have been
assigned the WBEMS$ADMIN identifier get administrator privileges.
All other accounts are treated as regular user accounts. Users with
administrator privileges can change the default system options, set
thresholds, and so on.

Password! Enter your OpenVMS password.

1 please note that the secondary OpenVMS password is not validated.



After successful login, the Device Home Page is displayed. The Device Home Page contains
the following information:

Item of Information Description

Login Account Either “user” or “administrator” is displayed. If you click on this
link, you are prompted to enter a User Name and Password. Enter
your OpenVMS username and password to log in as a new user.

Refresh...Options... Click each choice displayed at the top left to do the following:

Devices...Logout Refresh Update the screen with the most recent information.

Options Configuration Options:

List general options such as Anonymous Access, Local
Access Type, Auto Delete Users, Logging, IP
Restricted Logins and Trust Mode.

Trusted Certificates:

Specify the certificates for management applications
on trusted servers.

Customer Generated Certificates:

Extract a PKCS #10 certificate request and import a
PKCS #7 generated certificate.

Devices List Systems Insight Manager servers and HTTP Auto-
Discovery devices.

Logout Log out of the Device Home Page.
On the left are one or Click the Management Agents for OpenVMS icon to display the
more product icons initial (summary) view of the Management Agents for OpenVMS.
Troubleshooting Tips At the bottom right, click to display system and browser

requirements as well as troubleshooting questions and answers.

When you click the Management Agents for OpenVMS icon, a Summary page is displayed. On
the left are the following choices:

e  Configuration
e  Mass Storage
e NIC

e  Utilization

e Recovery

Note

The fact that a condition icon does not precede an option does not
mean that the option contains no data, but rather, that the data
displayed is static rather than dynamic in nature.

At any time, you can click the question mark next to a page heading to display more
information and instructions for using the Management Agents for OpenVMS software. The
help available for the Summary page includes browser requirements and a description of
security measures.



In general, the pages accessible from the Summary page contain the following information:

e  Configuration data, which includes:

Option

Description

Software
Version Info

System Info

System
Board

System
Resources

Versions of the system software installed on this computer.

Includes the following types of information:

General Type of computer, operating system, type of
informati expansion bus, and so on.

on:

Descripti Name of the computer, network up time,

ve contact name and location, IP address, and so
informati on.

on:

Asset Serial Number comes from the console on
Control Alpha Server systems. The Serial Number is
Informati blank if it is not set, except GS series

on: AlphaServer systems, for which the system

Serial Number is always filled in.

Includes general system board information such as ROM
version, time in service, serial number and bus type; CPU
information such as processors, coprocessors, system slots,
actions, and cache; memory; diskette drives; and serial and
parallel ports.

List of hardware resources in use on the computer, including
names, buses, port/controller, and memory addresses for
related data structures.

Help for this page contains more detailed descriptions of the data displayed on the page.

e  Mass storage data includes:

Option

Description

File System
Space Used

Diskette
Drives

IDE Devices

SCSI
Controllers

Fiber
Channel (FC)
Controller

Smart Array
Controller

Lists each volume with total size in megabytes, including
space currently used and unused. The percentage of total
space used is also shown. See Section 2, Enabling Traps, for
instructions for setting thresholds for disk space usage.

Lists diskette drives, including device controller and
capacity.

Lists any IDE devices (such as a CD-ROM) installed on
your system.

Lists any SCSI controllers installed on your system.

Lists any FC controllers installed on your system. Separate
links are provided for each FC controller of a Fiber Channel.
(The Adapter is connected to the system)

Lists Smart Array Controllers installed on your system.
Separate links are provided for each Smart Array Controller.
Subsequent links are provided for Physical Devices, Logical
Volumes and Storage Enclosures.

e Network Interface Card (NIC) data includes Ethernet Controller Information, Interface
Information, and Interface Ethernet Statistics. Separate links are provided for each NIC
known to your system.

Help for the NIC page includes detailed descriptions of the data displayed.

e Utilization data includes information about the system’s CPU and Physical Memory
utilization over time. Refer to Help for details.



e Recovery data is described in the following table:

Option Description

Power-On Messages logged when the computer is turned on. Refer to the

Messages computer documentation for a listing of possible Power-On
messages and their meanings.

Environment Data from temperature sensors and fans is displayed.

Power Supply Information displayed for each power supply includes its

location, and status (OK, failed, degraded, or unknown).

2 Enabling Set and SNMP Traps

Enabling Sets allows the user to set information like File system Threshold, CPU and memory
utilization threshold on the Management Agents.

SNMP Traps allow the Management Agents for OpenVMS to signal when a computer you are
monitoring exceeds a threshold that you have set. Beginning with Version 2.2 of the Management
Agents for OpenVMS, you can enable the setting and discovery of traps. Currently, the
Management Agents for OpenVMS support traps for disk file space used, environmental
parameters, CPU utilization, and Memory utilization.

You can enable traps on any of the following software versions:
e  Compaq TCP/IP Services for OpenVMS Version 5.1 or later
e  MultiNet TCP/IP for OpenVMS Version 4.3 or later
e  TCPware TCP/IP for OpenVMS Version 5.5 or later

For more information about generating traps when using MultiNet or TCPware, refer to the
MultiNet Installation & Administrator's Guide and the TCPware Management Guide.

This section contains the following subsections:

Section 2.1, Steps for Enabling SNMP Set and SNMP Traps when Using HP TCP/IP
Section 2.2, Steps for Enabling SNMP Set and SNMP Traps when Using Multinet
Section 2.3, Steps for Enabling SNMP Set and SNMP Traps when Using Tcpware
Section 2.4, Common Steps for Enabling Sets and Traps

Section 2.5, Steps for using different write Community Name

Note

TCP/IP Version 5.1 ECO-1 or later must be running as you complete
these steps.

2.1 Steps for Enabling Set and SNMP Traps when Using HP TCP/IP

If you did not enable traps while installing TCP/IP, you can enable traps now by following these
steps:

1. Enter the following command after the DCL prompt:
$ TCPIP SET CONFIGURATION SNMP/FLAG=SETS

This command allows you to set threshold values. In other words, the command lets the
master agent process SET commands from SNMP clients.

2. Enter the following commands after the DCL prompt:

$ TCPIP SET CONFIGURATION SNMP/COMMUNITY="elmginkgo" -
_S$ /TYPE=(WRITE, TRAP) /ADDRESS=127.0.0.1



$ TCPIP SET CONFIGURATION SNMP/COMMUNITY="elmginkgo" -

_$ /TYPE=(WRITE, TRAP) /ADDRESS=ip_address
Where ip_address is the address where you want the trap message to be delivered; for
example, 16.32.80.97.

You can send SNMP Version 2 traps by adding a line to the
SYSS$SYSDEVICE:[TCPIP$SNMP]TCPIP§VMS_SNMP_CONF.DAT file for each Version 2
trap destination using the following format of the trap option:

trap v2c community ip-address]|:port]

Where, communi ty specifies the community name, ip-address specifies the ip-address of
host that is listening for traps and port specifies the port number. The default port number is
162.

If your system management tool does not understand SNMP Version 2.0 traps, you need to
explicitly enable Version 1.0 format SNMP trap packets. Do this by following these lettered
steps:

Note

If you use Systems Insight Manager to manage SNMP events on your
network, you do not need to enable SNMP V1.0 traps as described below.

a. Set the default to the directory where you want to create the file:
$ SET DEFAULT SYS$SYSDEVICE: [TCPIP$SNMP]

b. Create the TCPIPSVMS_SNMP_CONF.DAT file, and edit it to include the following line:
trap vl elmginkgo <ip_address>

Where ip_address is the port where you want the trap notification to be sent; for example,
16.32.80.97.

c. Set the owner and protection on this file as follows:

$ SET FILE/OWNER_UIC=[TCPIPSAUX, TCPIPS$SSNMP] -
_$ /PROT=(W:RE,G:RE, O:RWED, S:RWED) -
_$ TCPIPSVMS_SNMP_CONF.DAT

To verify that your configuration is correct, review the output from the following command:
$ TCPIP SHOW CONFIGURATION SNMP/FULL

The display must be similar to the following:

SNMP Configuration

Flags: Sets

Contact: test

Location not defined

Community Type Address_list

public Read 0.0.0.0

elmginkgo Read Write Trap 16.32.80.97, 127.0.0.1
Enter the following pairs of commands to stop and restart SNMP:

On systems using TCP/IP, enter:

$ @SYSSMANAGER:TCPIP$SNMP_SHUTDOWN

$ @SYSSMANAGER:TCPIPS$SSNMP_STARTUP



7. Next, follow the common steps for enabling sets and traps in the section 2.4.

2.2 Steps for enabling Set and SNMP Traps when Using Multinet
To Enable SNMP sets and Traps on Multinet follow these steps:

1. Add the following write community to the file MULTINET:SNMPD.CONF for Insight
Management Agents to set the SNMP data:

community elmginkgo 127.0.0.1 READ
community elmginkgo 127.0.0.1 WRITE
community elmginkgo <ip address 1> READ
community elmginkgo <ip address 1> WRITE
community elmginkgo <ip address 2> READ
community elmginkgo <ip address 2> WRITE

community elmginkgo <ip address n> READ
community elmginkgo <ip address n> WRITE

Where “IP address 17, “IP address 27, . . ., “IP address n” is the IP address configured on the
OpenVMS system on each of the NIC interface.
2. Ifyou want to send a Trap to a system, you need to do the following
a. Add the following line to Multinet: SNMPD.CONF:
community elmginkgo <IP address of target system> TRAPS

Where “IP address of target system”, is the system, which receives the Traps. If the trap
needs to be received on the local system, then add the following line:

community elmginkgo 127.0.0.1 TRAPS

b. Add the following line to
SYS$SYSDEVICE:[TCPIPSSNMP]TCPIP§VMS SNMP_ CONF.DAT

config trap vl elmginkgo <IP address of target system>

where “IP address of target system”, is the system, which receives the Traps. If the traps
needs to be received on the local system, then add the following line:

config trap vl elmginkgo 127.0.0.1
3. Add the following lines to SYS$SYSDEVICE:[TCPIP$SSNMP]TCPIP$SNMP CONF.DAT:
community elmginkgo 127.0.0.1 write
4. Stop the HR_MIB process by executing the following command:
$ STOP HR_MIB

5. Restart the Multinet SNMP services as described in the Multinet Install and Admin Guide
(Configuring Multinet SNMP Services section).

6. Start the HR_MIB process by executing the following command:
$ RUN/PROCESS=HR_MIB SYS$SYSTEM:TCPIPSHR MIB

7. Next, follow the common steps for enabling sets and traps in the section 2.4.



2.3 Steps for enabling Set and SNMP Traps when Using TCPWare
To Enable SNMP sets and Traps on TCPWare follow these steps:

1. Add the following write community to the file TCPWARE:SNMPD.CONF for Insight
Management Agents to set the SNMP data:

community elmginkgo 127.0.0.1 READ-WRITE
community elmginkgo <ip address 1> READ-WRITE

community elmginkgo <ip address 2> READ-WRITE

community elmginkgo <ip address n> READ-WRITE

Where “IP address 17, “IP address 2”7, . . ., “IP address n” is the IP address configured on the
OpenVMS system on each of the NIC interface.

2. Ifyou want to send a Trap to a system, you need to do the following
a. Add the following line to TCPWARE:SNMPD.CONF:
community elmginkgo <IP address of target system> TRAPS

Where “IP address of target system”, is the system, which receives the Traps. If the trap
needs to be received on the local system, then add the following line:

community elmginkgo 127.0.0.1 TRAPS

b. Add the following line to
SYS$SYSDEVICE:[TCPIP§SNMP]TCPIP$VMS_ SNMP_CONF.DAT:

config trap vl elmginkgo <IP address of target system>

Where “IP address of target system”, is the system, which receives the Traps. If the traps
needs to be received on the local system, then add the following line:

config trap vl elmginkgo 127.0.0.1
3. Add the following lines to SYS$SYSDEVICE:[TCPIP$SNMP]TCPIP$SNMP_CONF.DAT:
community elmginkgo 127.0.0.1 write
4. Stop the HR_MIB process by executing the following command:
$ STOP HR_MIB

5. Restart the TCPWare SNMP services as described in the TCPWare Installation and
Configuration Guide (Configure SNMP Services section).

6. Start the HR_MIB process by executing the following command:
$ RUN/PROCESS=HR_MIB SYS$SYSTEM:TCPIPSHR_MIB

7. Next, follow the common steps for enabling sets and traps in the section 2.4.

2.4 Common Steps for Enabling Sets and Traps
Regardless of your TCP/IP product (TCP/IP, MultiNet or TCPware), complete the following steps:

1. Edit the file SYS$SSPECIFIC:[WBEM.WEB.IM.WEBAGENT]WEBAGENT.INI. In the last
line of the file, remove no from the word noelmginkgo, so that the line reads as follows:

IDS_SNMP_WRITE_COMMUNITY=elmginkgo



Note

The user should have SYSTEM privileges to edit the WEBAGENT.INI file.

If you are running the Management Agents for OpenVMS, enter the following command to
stop the application:

$ @SYSSSPECIFIC: [WBEM]WBEMSSHUTDOWN.COM

Start the Management Agents for OpenVMS application by entering the following command:
$ @SYS$SPECIFIC: [WBEM]WBEMS$STARTUP.COM

From a web browser, connect to the system as described in Section 1, Getting Started, and then
do the following to set thresholds:

a. Click User.

b. To set a trap, login using an OpenVMS account that has WBEMS$ADMIN
identifiers granted to it, and click OK.

c. Click the Management Agents for OpenVMS icon.
d. Click File System Space Used, CPU Utilization or Memory Utilization.

e. Click Help for instructions on how to set thresholds for traps.

You can view a trap in any one of the following ways:

If you are using Systems Insight Manager, at the top of the window under Uncleared Events,
click the event displayed in red.

If you are not using Systems Insight Manager and would like to view the traps on the
OpenVMS system with HP TCPIP stack, run the following program:

$ RUN SYSSSYSTEM:TCPIPSSNMP_TRAPRCV.EXE

To view a system from the Systems Insight Manager, follow these steps:

a. In the Systems Insight Manager window, select Options => Discovery => Automatic
Discovery and add the IP address of the system into the IP address Inclusion range.

b. Click Save to save the Changes, or Save and Run to make the change immediately.

2.5 Steps for using different write Community Name

The default write community name is elmginkgo. If for some reason, you want to use a different
community name, follow the instructions listed below.

1.

Shutdown the Insight Management Agents:
$ @SYSSSPECIFIC: [WBEM]WBEMSSHUTDOWN.COM

Edit the last line of the file
SYSS$SPECIFIC:[WBEM.WEB.IM.WEBAGENT|WEBAGENT.INI, replacing new_name
with the new name you choose:

IDS_SNMP_WRITE_COMMMUNITY=new_name
If you are using HP TCPIP:
a. To remove the “elmginkgo” community use the following command:
$ TCPIP SET CONFIGURATION SNMP /NOCOMMUNITY="elmginkgo"

b. Follow the “Steps for Enabling Set and SNMP Traps When Using HP TCP/IP” and
“Common Steps for Enabling Sets and Traps” sections of the user guide, by replacing
the name “elmginkgo” to the new name you choose.



c. Refer to the “HP TCPIP Services for OpenVMS Management Manual” for further
instructions, on SNMP configuration and “HP TCP/IP Services for OpenVMS
Management Command Reference Manual” for Instruction on using “TCPIP SET
CONFIGURATION SNMP” command.

4. Ifyou are using Multinet:

a. Follow the “Steps for Enabling Set and SNMP Traps When Using Multinet” and
“Common Steps for Enabling Sets and Traps” sections of the user guide, by replacing
the name “elmginkgo” to the new name you choose.

5. Ifyou are using TCPWare:

a. Follow the “Steps for Enabling Set and SNMP Traps When Using Multinet” and
“Common Steps for Enabling Sets and Traps” sections of the user guide, by replacing
the name “elmginkgo” to the new name you choose.

6. Start the Insight Management Agents:
$ @SYSSSPECIFIC: [WBEM]WBEMSSTARTUP.COM

7. If you are using System Insight Manager, to monitor the OpenVMS system, you also need to
specify the new write community in System Insight manager, On System Insight Manager,
Select All systems and Select the OpenVMS system. Use the Tools & Links Tab -> System
Protocol Settings and change the “SNMP settings” write community, to the new write
community name.

3 Secure Sockets Layer (SSL)

This section contains the following subsections:

e Section 3.1, Introduction to the Secure HTTP Server for OpenVMS
e Section 3.2, Device Home Page

e Section 3.3, Configuring the Device Home Page

e Section 3.4, Security

e Section 3.5, Configuring Users and Groups

3.1 Introduction to the Secure HTTP Server for OpenVMS

The Management Agents for OpenVMS allows you to view subsystem and status information from
a Web browser, either locally or remotely. Version 3.4 of the Management Agents for OpenVMS
uses security features for the HTTP Server, including OpenVMS account login using Secure
Sockets Layer (SSL), certificates, and Operating System authentication.

To view data locally, use one of the following URLSs:
https://127.0.0.1:2381/

or

https://localhost:2381/

To view data remotely, use this URL:
https://host:2381/

For host, substitute the name of the machine or the IP address.



Note

Notice that the URL is followed by “:2381”. This is the secure port or
socket number that the HP Management Agents for OpenVMS uses to
communicate with the browser. If this number is not specified, your
browser might attempt to connect to another Web page if the managed
server is running a Web Server.

3.1.1 HP HTTP Server First-Time Initialization

During first-time initialization, the HTTP Server creates a private key and a corresponding self-
signed X.509 Certificate.

Note

This initialization occurs only during the first time the HTTP Server
initializes or after an administrator deletes the private key and
corresponding certificate.

This certificate is a base64 encoded PEM file named CERT.PEM. The certificate is stored on the
file system in the following location:

$ SYSSSPECIFIC: [WBEM.WEB.IM]CERT.PEM

The subdirectory SYSSSPECIFIC:[WBEM.WEB.IM] also contains the private key. To protect the
key, only administrators can access this subdirectory.

If, for any reason, you feel that the private key has been compromised and you want to generate a
new private key and certificate, an administrator can delete the file
SYSSSPECIFIC:[WBEM.WEB.IM]CERT.PEM and then restart the server. This causes the HTTP
server to generate a new certificate and private key.

3.1.2 Logging in to Servers

The Login page allows you to access any of the available Web-enabled services. You can access the
desired Web-enabled services by following the steps in either section 3.1.2.1, Internet Explorer
Version 5.0 or later or 3.1.2.2, Netscape Version 4.73 or later and Mozilla Version 0.96 or later.

3.1.2.1 Internet Explorer Version 5.02 or later

1. After you enter the URL https://devicename:2381, Internet Explorer displays the Security Alert
dialog box shown in Figure 1 every time you connect to it. If you enter port 2301, the port used
in previous versions of the Management Agents, you are directed automatically to port 2381.

Note

The Security Alert dialog box is displayed as shown in Figure 1. You
are required to accept certificates to log in.

If you want to implement your own Public Key Infrastructure (PKI) or
install your own generated certificates in each managed device, you
can install a Certificate Authority Root Certificate in each browser to
be used for management. If you do this, the Security Alert dialog box
shown in Figure 1 is not displayed. You can refer to your browser's
online help for more information about installing the Certificate
Authority Root Certificate.

2 Internet Explorer 6.0 or later is recommended for best results.
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Figure 1: Security Alert Dialog Box

Security Alert E

Information you exchange with thiz site cannot be viewed or
changed by others. Howewver, there iz a problem with the zite's
zecunty certificate.

& The zecurity certificate was izsued by a company you have
not chogen to trust. YWiew the certficate to determine whether
you want to trugt the certifying authority.

g The security cerificate date iz walid.

& The name on the securty certificate does not match the
name of the site,

Do pow want to proceed?

Wiew Certificate |

2. Click the Yes button. The Login page is displayed as shown in Figure 2.

Figure 2: Login page

ﬁﬁ] Management Agents for Opervis

Login Account: anonymous Bostiames domalnioom
16.138.71.110
Refresh Device Home Options Tuesday, March 18, 2003 3:28:15 PM

Account Login

This is a private system. Do not attempt to login unless you are an authorized user. Any
authorized or unauthorized access and use may be monitored and can result in criminal or
civil prosecution under applicable law.

‘fou are being prompted ta provide login account infarmation for hosthame.domain.com Use your Open'yiS
login account for this system

User:
Password:

]

Please provide the infarmation requested and press the OK button to complete the login pracess.

A successful login will bring up the original system management infarmation requested, or the Device Home
Page if this login was manually initiated

@ Capyright 1997-2003 Hewlett-Packard Developmert Campsny, LP. &l Rights Reserved.

3. Enter the OpenVMS user name in the User field.

The accounts of the system you are logging into map to the system's OpenVMS accounts. See
Section 3.5, Configuring Users and Groups, for more information.

4. Enter the OpenVMS password? in the Password field.

3 Secondary account passwords are not supported. Only the primary password will be used for authentication,
even if a secondary password has been defined for the user account.
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5.

Click the OK button. The HP WBEM Device Home Page is displayed.

3.1.2.2 Netscape Version 4.73 or later and Mozilla Version 0.96 or later

1.

2.

After you enter the URL https://devicename:2381, Netscape or Mozilla displays the New Site
Certificate dialog box shown in Figure 3 the first time you connect to it. If you enter port 2301,
the port used in previous versions of the Management Agents, you are directed automatically to
port 2381.

The steps in this section apply in general to Netscape and most implementations of the Mozilla
browser. However, there may be minor differences depending on the specific version of
browser you use.

Note

The New Site Certificate dialog box is displayed as shown in Figure 3.
You are required to accept certificates in order to log in.

If you want to implement your own Public Key Infrastructure (PKI) or
install your own generated certificates on each managed device, you
can install a Certificate Authority Root Certificate in each browser to
be used for management. If you do this, the New Site Certificate dialog
box shown in Figure 3 is never displayed. Refer to your browser's
online help for more information about installing the Certificate
Authority Root Certificate.

Click the Next button and follow the on-screen instructions to accept the New Site Certificate.

If you choose Accept this certificate forever (until it expires), this dialog box is not displayed
the next time you open Netscape and attempt to view this page. You will be directed to the
Login page instead.

Figure 3: New Site Certificate Dialog Box

Hew Site Certificate - Netscape

4 New Site Certificate

hostname.domain.com is a site that uses encryption to protect transmitted
information. However, Netscape does not recognize the authority who
signed its Certificate.

Although Metscape does not recognize the signer of this Certificate, you may
decide to accept it anyway so that you can connect to and exchange
information with this site,

This assistant will help you decide whether or not wou wish to accept this
Certificate and to what extent.

Mext> Cancel

After you accept the new site certificate, the Login Page is displayed.
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Figure 4: Login page

@ [ﬁﬂ] Management Agents for OpertvMs

Login Account: anonymous hesthame.domain.com
16.136.71.110

Refresh Device Home Options Tuesday, March 18, 2003 3:28:15 PM

Account Login

This is a private system. Do not attempt to login unless you are an authorized user. Any
authorized or unauthorized access and use may be monitored and can result in criminal or
civil prosecution under applicable law.

‘fou are being prompted to provide login account information for hostname.domain.com Use your Open'viS
login account for this system

User:
Password:

|

Please provide the information requested and press the OK buttan to complete the login process.

A successful login will bring up the ofiginal system management information requested, or the Device Home
Page if this login was manually initiated.

® Copyright 1997200 Hewlett-Packard Development Company, L.P. All Rights Reserved

3. Enter the OpenVMS user name in the User field.

The accounts of the system you are logging into map to the system's OpenVMS accounts. See
Section 3.5, Configuring Users and Groups, for more information.

4. Enter the OpenVMS password? in the Password field.

5. Click the OK button, and then click Device home. The HP WBEM Device Home Page is
displayed.

3.2 Device Home Page

The Device Home Page is the first page displayed when you access the device at port 2381 after you
login. This page displays available Web-enabled services.

Anonymous access to information is available without logging in if the administrator turns that
option on in the Device Options web page. To go to the Device Options web page, select the
Options link.

To log in as a different user, select the Login Account link, which will display “user”,
“administrator” or “anonymous”. The login screen is displayed. See Section 3.4, Security, for more
information about user accounts.

4 Secondary passwords are not accepted.



Figure 5: Device Home Page

Management Agents for OpenVMS

LOgm Account:m hosthame.domain.com

16.138.71.110

Refrest: Options Devices Logout Tuesday, March 18, 2003 3:25:01 PM
Device Home Page

Management
Agents o HP Management Agents for OpenVI3 provide device information for all managed subsystems. Aleris are generated by SNME traps

w OpenYMS

This is a link to the OpenVh3 Availability Manager.
Availability

Manager

This is a link to the OpenVM3 Management Station.

Maragement Agerts for OpenyMS ¥3.0 ® Copyright 1937-2003 Hewiett-Packard Development Company, L.P Troubleshocting Tips

The following options are available on the Device Home Page:

Note

Other web-enabled options may appear depending on your specific
environment.

e  HP Insight Management Agents for OpenVMS

Select this link to view Subsystem and Status Information about a device that is running the

Management Agents for OpenVMS.
e OpenVMS DCL Show Commands

Select this link to view the DCL SHOW page, which provides information about the current
status of the system, as well as the users, memory, cluster, CPUs, devices and Virtual I[/O

cached memory on the system.
e  Availability Manager

Select this link to view more information about the Availability Manager.
e OpenVMS Management Station

Select this link to view more information about the OpenVMS Management Station.

e Login Account

CLINT3

Select the corresponding link (“user”, “administrator” or “anonymous”) to change the Login

account.

e  Refresh

Select this link to reload the device information displayed on the Device Home Page.

e Options

Select this link to set attributes for the Management Agents for OpenVMS access and the

HTTP server.
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e Devices

Select this link to display the Device list.
e Logout

Select this link to log out of from the Device Home Page.
e  Troubleshooting Tips

Select this link to view Troubleshooting Tips.

3.3 Configuring the Device Home Page

Options Page

The Options page allows you to change various Management Agents for OpenVMS settings. The
Options page is accessed from the Device Home Page by clicking the Options hyperlink. The
available options are divided into three groups under Page Sections, as shown in Figure 6:

e  Configuration Options
e Trusted Certificates

e  Customer Generated Certificates

Note

If you have administrator privileges, you can click the Save
Configuration or Default Configuration buttons. If you have user
privileges, then you will have Read access.

Figure 6: Page Sections

Login Account: user hostname.domain.com

16.138.251.67
Refresh Device Home [ ogout 01/23/2003 17:39:23

Page Sections:

Configuration Options The list of general options such as anonymous access, local access type, and
mare
Trusted Cerificates A way to specify the certificates for management applications on trusted

SENErS

Customer Generated Cerificates A way to extract a PKCS #10 cerificate request and import a PKCS #
generated cerificate.

Configuration Options
The Configuration Options section allows you to select the appropriate settings:

— Anonymous Access

Anonymous Access is disabled by default. Enabling Anonymous Access allows a user to access the
Management Agents for OpenVMS without logging in.

To enable Anonymous Access:
1. Select the Anonymous Access checkbox on the Configuration Options page.

2. Click the Save Configuration button in the Configuration Options section to save your
settings. The Configuration Options page will be refreshed.



— Local Access

Set up the HTTP Server to automatically configure local IP addresses as part of the selected group.
This means that any user with access to the local console is be granted full access if Administrator is
selected, or is granted limited access to unsecured pages if Anonymous is selected, without being
challenged for a username and password.

—  Auto Delete Users

Select the checkbox to automatically delete user directories that are not accessed in a given time
frame. This allows you to retain information on active users, and delete old information about
inactive users.

To set the Auto Delete Users option:
1. Select the Auto Delete Users checkbox.

2. In the field provided, specify the number of days you want to keep information before deleting
the cached data for an unused login.

Note

The cached data referred to in this step is not needed and will
regenerate automatically if it is ever needed in the future.

3. Click the Save Configuration button in the Configuration Options section to save your
settings. You can click the Default Configuration button to return all options to their original
settings.

— Logging

Logging allows you to specify the types of log entries you want to record, and whether or not you
want to write to the log at all.

To set the Logging options:
1. Select the Logging checkbox to record information in the log file.
2. Select the types of logs to be recorded.

3. Click the Save Configuration button in the Configuration Options section to save your
settings.

— IP Restricted Logins

The HTTP Server can restrict login access based on the IP address of the machine from which the
login is attempted. These restrictions apply only to direct login attempts and not to logins attempted
as part of a trusted Systems Insight Manager server's Single Login or Secure Task Execution
features.

IP addresses can be explicitly excluded or explicitly included for each type of user. If an IP address
is explicitly excluded, it will be excluded even if it is also explicitly included. If any IP addresses
are in the inclusion list, then only those IP addresses will be allowed login access. If no IP addresses
are in the inclusion list, then login access will be allowed from any IP addresses not in the exclusion
list.

IP address ranges list with the lower end of the range followed by a hyphen followed by the upper
end of the range. All ranges are inclusive in that the upper and lower bounds are considered part of
the range. IP address ranges and single addresses are separated by semi-colons.

Enter IP address ranges in the following format:

122.23.44.1-122.23.44.255;172.84.100.35;127.0.0.0-127.0.0.255
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—  Trust Mode

The Trust Mode option allows you to select the security required by your system. Some situations
require a higher level of security than others, so you are given the options shown in Figure 7.

The following Trust Mode options are available:

e Trust All
e Trust By Name
e Trust By Certificate

Figure 7: Trust Mode

Secure Trust Modes:
& Trust By Cenificate:

Setup the HP HTTP Server to only accept Secure Task Execution requests and Single Login
reguests that have been signed by a Systems Insight Manager server with a Trusted Cedificate.

Other Trust Modes:

Niote: These trust modes are considered less secure than certificate based trust modes. HP strongly
recommends using Trust by Cerificate

C Trust Al

Setup the HP HTTP Server to accept Secure Task Execution reguests and Single Login
requests from any setver.

Trust Mode

C Trust By Name:
Setup the HP HTTP Server to anly accept Secure Task Execution requests and Single Login
requests from servers with the following Systems Insight Manager server names (separate
server names with commas or semi-colons).

Note
You can click the Default Configuration button located in the
Configuration Options section to return all options to their original
settings.

—  Trust All

The Trust All mode sets up the HTTP Server to accept certain requests from any server. You might
want to use Trust All if you have a secure network, and everyone in the network is trusted.

Note

Trust All mode leaves your system vulnerable to security attacks.

—  Trust By Name

The Trust By Name mode sets up the HTTP Server to accept only certain requests from servers with
the Systems Insight Manager names designated in the Trust By Name field. The Trust By Name
option is easy to configure, and prevents non-malicious access. You might want to use Trust By
Name if you have a secure network but your network has two groups of administrators in two
separate divisions. Trust By Name would prevent one group from changing settings on the wrong
system. This option does not verify anything other than the Systems Insight Manager server name
submitted.

To use the Trust By Name option:

1. Select the Trust By Name option.



2. Enter the name of the server you want to allow access. If you want to trust more than one
Systems Insight Manager server, you can separate the server names with a semi-colon.

Note

Although Trust By Name mode is a slightly stronger method of
security than the Trust All mode, it still leaves your system vulnerable
to security attacks.

Trust By Certificate

The Trust by Certificate mode sets up the HTTP Server to accept only certain requests from
Systems Insight Manager servers with Trusted Certificate as shown in Figure 8. This mode requires
the submitted server to provide authentication by means of certificates. This mode is the strongest
method of security, because it requires certificate data before allowing access.

Figure 8: Trusted Certificates

Trusted Certificates

Certificates are used to establish the trust relationship between Systems Insight Manager and the HP HTTF
Server. To add a cedificate to the Trusted Cerificates List, cut and paste the baseBd encoded cerificate
into the text box and press the 'Submit Cert’ button.

Systems Insight Manager Certificate Data:

Subrnit Cert |

HPF Systems Insight Manager certificates can also be retrieved through HTTP requests. To retreive the public
cetificate, enter the servar name in the text box below.

Systems Insight Manager Server Name: Get Cert |

To use the Trust by Certificate option:

3. In the Systems Insight Manager Server Name field, enter the name of the server from which
you want to receive a certificate.

4. Click the Get Cert button. The certificate data is displayed.

5. Click the Options hyperlink. The bottom of the page should display the Systems Insight
Manager servers you currently trust. You can click the View Certificate hyperlink associated
with the Systems Insight Manager server to view certificate information related to that server.

Note

If Systems Insight Manager is reinstalled or has regenerated a certificate, you must
remove the trusted servers and start again with Step 1.

Customer Generated Certificates

The Customer Generated Certificates option allows you to use certificates that are not generated by
HP. If you select this option, the self-signed certificate that was originally generated by the HTTP
Server is replaced with one that was issued by a Certificate Authority. The first step of the process
is to have the HTTP Server create a Certificate Request (PKCS #10). This request utilizes the
original private key that was associated with the self-signed certificate and generates the appropriate
data for certificate request.
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Note

The private key never leaves the server during this process.

After the PKCS #10 data has been created, you need to send that data off to a Certificate Authority.
After the Certificate Authority has returned PKCS #7 data, you need to import this into the HTTP
Server. After the PKCS #7 data has been successfully imported, the original certificate file
SYSSSPECIFIC:[WBEM.WEB.IM]CERT.PEM is overwritten with the device’s certificate from
that PKCS #7 envelope. The same private key is used for the new imported certificate as well as for
the previous self-signed certificate.

Figure 9: Customer Generated Certificates

Customer Generated Certificates

The HTTP Server can create Cerificate Request (PKCS #10) data which can be sent to a Centificate Autharity
(CA) at a later time. This data is baseBd encoded. The CA will process this request and return a response file
(PKCS #7) which can be imported into the HP HTTP Server. Use the button below to create the PKCS #10
Certificate Request data.

Create PKCS #10 Data

The HP HTTP Server imports baseB4 encoded PKCS # data which a Certificate Authority returned based upon an
earlier Certificate Request (PKCS #10). Cut and paste the PKCS # information into the text box below and press
the button below to impaort it into the HP HTTP Server.

PKCS #7 Data:

[—|

Import FKCS #7 Data

To use the Customer Generated Certificates option:

1. Click the Create PKCS #10 Data button. A screen is displayed indicating that the PKCS #10
Certificate Request data has been successfully generated.

2. Copy the certificate data by copying the data.

3. Send PKCS #10 certificate request data to a Certificate Authority and ask to have the certificate

request reply data sent in PKCS #7 format. Request that the reply data be in base64 encoded
format. If your organization has its own PKI/Certificate Server, send the PKCS #10 data to the
Certificate Authority manager and request the PKCS #7 reply data.

Note

The selected certificate signer generally charges a fee.




3.4 Security

The Management Agents for OpenVMS allows SNMP SET’s for some system parameters. This
capability requires you to configure OpenVMS user accounts to map to the Management Agents
administrator and user accounts. See Section 3.5, Configuring Users and Groups, for more
information.

There are two types of data: Default (read only) and Sets (read/write). The WEBAGENT.INI file
located in the SYS$SPECIFIC:[WBEM.WEB.IM.WEBAGENT] directory specifies the level of
user who has access to data.

The "read=" and "write=" entries in the WEBAGENT . INT file set the user accounts required for
access, where: 0 = No access, | = Anonymous, 2 = User, 3 = Operator, and 4 = Administrator.
Changing these entries changes the security of the Web-enabled services.

3.5 Configuring Users and Groups
You can configure access to the Management Agents for OpenVMS by using the SYSUAF utility to
grant identifiers to users for Insight Manager groups.

You must grant the identifiers WBEMS$ADMIN, which map directly to the HTTP server's
Administrator accounts. Every user who has access to the system, including the SYSTEM account,
automatically has user access to the Management Agents running on that system. Anonymous
access is disabled by default.

Note

Do not use a semicolon (;) in the username field.

To configure access for specific users and groups:
1. Login as SYSTEM on the OpenVMS system.

2. Grant the WBEMS$ADMIN identifier to users who have administrator privileges. In this
example, the SYSTEM account is granted administrator privileges.

UAF> GRANT/IDENTIFIER WBEMSADMIN SYSTEM
3. All other users have the user privilege, even if it has not been explicitly granted

Note

On a cluster, you will need to perform this step only once for OpenVMS user accounts
that are visible across the cluster. The privileges are automatically
available to all nodes on the cluster.
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4 Troubleshooting Tips
This section contains the following categories of troubleshooting tips:
e Section 4.1, System Requirements for Browsing a Device
e Section 4.2, Browser Recommendations
e  Section 4.3, Browser Requirements
e Section 4.4, Known Browser Issues
e Section 4.5, Viewing Cluster Agents

e Section 4.6, Troubleshooting Questions and Answers

4.1 System Requirements for Browsing a Device

The system requirements for the Management Agents for OpenVMS are the following:

e HP Secure Sockets Layer (SSL) Version 1.2 or updates to this version on OpenVMS V7.3-2,
V8.2 and V8.2-1 and Version 1.3 or updates to this version on OpenVMS V8.3.

Note

For more information about HP Secure Sockets Layer (SSL), refer to the HP
SSL Installation Guide and Release Notes.

e Compaq or HP TCP/IP Version 5.1 or later for OpenVMS Alpha and Version 5.5 or later for
OpenVMS 164

e A supported web browser

Process Software's MultiNet TCP/IP Version 4.3 for OpenVMS or later and TCPware TCP/IP
Version 5.5 for OpenVMS or later are also supported.

4.2 Browser Recommendations

Recommendations of browsers to use with the Management Agents are the following:

e Microsoft Internet Explorer 5.0 or later
e Netscape Navigator 4.73 or later
e HP Secure Web Browser for OpenVMS Alpha 0.96 or later (Mozilla)

Note

If you are using HP Secure Web Browser, you must install the Java
plugins SDK Version 1.3.1-2 or later for OpenVMS Alpha and 1.4.2-
3 or later for OpenVMS 164.

For more information about HP Secure Web Browser, refer to the
following URL:

http://www.mozilla.org/releases

Additional browsers, or the browsers mentioned if used with different operating systems, might or
might not work correctly, depending upon their specific implementations of the required browser
technologies.



4.3 Browser Requirements

The browser you use with the Management Agents for OpenVMS must have the following features
supported and enabled:

e HTML tables

e HTML frames

e JavaScript

e Accept all cookies

e  Full Java Development Kit 1.1 (JDK 1.1) or later support
e Dynamic HTML

4.4 Known Browser Issues

The following are some known issues in using a browser with the Management Agents for
OpenVMS:

e Ifyou use a proxy server to access the Internet and you are unable to access a machine that has
web-enabled agents installed with a URL such as https://127.0.0.1:2381/ or
https://125.12.18.36:2381/, try adding the address to the No Proxy list in the browser.

e Internet Explorer does not print background colors and images by default.

e When switching from a web agent browser window to another application, you might see the
colors in the browser window change or flash. This is not specific to the web agent window but
might happen when you look at other pages with a browser under the same conditions.

e  Frame sizes are optimized for "medium" fonts. If you switch your browser to use larger or
smaller fonts, you must use the mouse to manually adjust the frame layout.

e A JavaScript error can occur when you resize the browser window in Netscape Navigator.
e A JavaScript error can occur when you try to print certain pages in Netscape Navigator.

e Ifyouuse HP Secure Web Browser (Mozilla) or Netscape Version 6.2 and later and attempt to
log in with a different user name, the login screen may reappear with the new user name listed
instead of the Device Home Page. If this happens, click the "Device Home Page" link displayed
on the page to manually switch to the device page.

e  With Internet Explorer 5.5 and update version SP1;Q288993; Q290108; Q299618, manually
refreshing the utilization pages may cause the WBEMS$SERVER process to hang. Upgrading to
Internet Explorer 5.5 SP2 solves this problem.

4.5 Viewing Cluster Agents

To view OpenVMS clusters from Systems Insight Manager, you need to perform the following sets
of steps:

On an OpenVMS Cluster

1. Ensure that the Management Agents for OpenVMS are running by executing the following
DCL command:

$ SHOW SYS/PROC=WBEM*

Verify that the process WBEM$SVRCLU is listed.

On Systems Insight Manager
1. Add the IP address of the OpenVMS Cluster to the address range for Auto detection.

2. Select Menu => Options => Security => Users and Authorizations tab and add a New
Authorization Entry to the users, for the cluster system.

3. Each user will obtain access to the cluster, which can be monitored using the Cluster Monitor
(Tools => System Information => Cluster Monitor).
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Refer to online help on the Systems Insight Manager pages for details.

4.6 Troubleshooting

Problem: I cannot delete the operator.log and create a new operator log when Insight
Management Agents is running.

Solution: Shutdown the Insight Management Agents for OpenVMS before
deleting/recreating the operator log file. The Insight Management Agents for OpenVMS
can be started, after the new operator log is created.

For example:

$ @SYSSSPECIFIC: [WBEM]WBEMSSHUTDOWN
$ | Delete/recreate the new operator.log
S @SYSSSPECIFIC: [WBEM]WBEMSSTARTUP

Problem: [ can access the Device Home Page, but I can't access the URL pointed to by
the "Management Agents for OpenVMS" logo.

Solution: Check the "Language Preference Window" in your Internet Explorer setup (Tools =>
Internet Options => Language). The Management Agents for OpenVMS expects your first
language selection to be "English."

Problem: Why does the "Version" display indicate Version 5.5?

Solution: Version 5.5 is the MIB level that the HP SNMP subagents support. The version of the
Management Agents for OpenVMS kit you are using is not the same as the version of the MIB that
is supported. You can find the version of your kit at the bottom of the Device Home Page, next to
the copyright notice.

Problem: One of my subagents (MIBs) is not running.
Solution: Define a foreign command and use TRACE to give an indication of failure. For example:

$ STORAGE :== $SYS$SPECIFIC:[WBEM.AGENTS]CPQSTORAGE_MIB.EXE

$ STORAGE -TRACE
If this does not help you debug the subagent, mail the output of these commands to HP Technical
Support. (The address is provided at the end of this section.)

Note, however, that the wBEM$ SVRCLU subagent runs only on clustered systems.
Problem: I can access the Device Home Page, but no links to agents are on the page. Why?

Solution: This occurs if JavaScript is not supported or enabled. If you are using a recommended
browser, ensure that JavaScript is enabled.

Problem: When I try to login, I get a Java error, and I am not prompted for account and password.
Why?

Solution: This occurs if the browser does not fully support JDK 1.1 or later Java applets or if Java
support has been disabled. Ensure that Java support is enabled in the browser. If it is not, upgrade to
a browser that fully supports JDK 1.1 or later Java applets.

Problem: Is there an easier way to access the local device with my browser without having to find
out its IP address?

Solution: Yes. You can access the local device at https: //localhost:2381; for example,
https://127.0.0.1:2381. Also, if you have a proxy server configured in your browser, you
might need to add the host (for example, 127.0.0.1) to the list of addresses that should NOT be
proxied.

Problem: I can successfully access some web-enabled devices, but I cannot access others. Why?



Solution: If your browser has a proxy server configured, you must enter the address of the web-
enabled device in the list of addresses that should NOT be proxied.

Problem: When I access a device, | am prompted many times to accept cookies. Why?

Solution: Browser cookies are required to keep track of user state and security. Enable cookies in
the browser, and disable prompting for acceptance of cookies.

Problem: I entered a valid account and password to change my access level. It was accepted, but
the web page still indicates that [ have only Anonymous access. Why?

Solution: This can occur if browser cookies are disabled. Enable cookies in the browser. They are
required for security.

Problem: Leaving my browser undisturbed for a while prompted for login. I entered a valid
account and password, but still the login was rejected. Why?

Solution: This can occur if browser cookies are disabled. Enable cookies in the browser. They are
required for security. This will allow you to log in to your system.

Problem: The Management Agents appear to hang on the Summary page or sometimes on the
Device Home Page; at other times, I keep getting a login prompt even after I enter login
information.

Solution: You must have a public read community defined. Here is how to do that:
First, determine your SNMP settings:

TCPIP> SHOW CONFIGURATION SNMP
You should see a display similar to the following:

SNMP Configuration
Flags:
Contact: test
Location not defined
Community Type
public Read
If you do not see a Community "public" with type Read, set one up by entering the following:

$ TCPIP SET CONFIGURATION SNMP -
_$ /COMMUNITY="public" /TYPE=READ

Problem: Sometimes I cannot get the agents to run; at other times, I get a login prompt even after I
enter login information.

Solution If you have the Version 1.0 product installed and you enter a POLYCENTER Software
Installation (PCSI) PRODUCT REMOVE command, PCSI does not remove all the files that the
V1.0 product created. You must delete the files and reinstall the V3.3 or later kit as follows:

1. Stop any running agents from the account in which they were started. For versions prior to
Version 2.0, enter the following command:

$ @SYS$SPECIFIC: [WBEM]STOP_WEBAGENTS
For Version 2.1 and later, enter the following command:
$ @SYS$SPECIFIC: [WBEM]WBEMS$SHUTDOWN
Use the DCL command $ SHOW SYSTEM to make sure the agents are stopped.
2. Delete everything in the SYS$SPECIFIC:[WBEM...] directory.
3. Reinstall Version 3.3 or later kit (refer to the Installation Guide).

Problem: I keep getting Java errors or other display errors even after [ make the suggested fixes.
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Solution: Follow these steps:

1. Clear the cache in your browser. Do this by selecting the Settings option in Internet Explorer
(View or Tools, Internet Options, Settings, General, and View Files) and deleting any files that
might have been saved.

2. Delete the references of cookies from the browser. This is especially necessary if other changes
in your environment were made and you have not exited from your browser since those
changes were made.

3. Verify that you are running a current or supported browser, or both, that supports dynamic
HTML. The Management Agents work with Microsoft Internet Explorer Version 5.0 or later
and with Netscape Navigator Version 4.73 or later.

Problem: I am getting a PCSI error part-way through my installation:

The following product will be installed to destination:
COMPAQ AXPVMS V72_MGMTAGENTS V2.0-16 DISKSALPHASYS-72: [VMS$SCOMMON. ]
Portion done: 0%... 10%...20%...30%...40%
%$PCSI-E-READERR, error reading

$S6SDKA300: [SYS0.] [SYSUPD] COMPAQ-AXPVMS-V72_MGMTAGENTS-V0200-16-
1.PCSI;1

-DDIS-E-TNF, invalid element syntax
%$PCSI-E-OPFAILED, operation failed
Terminating is strongly recommended. Do you want to terminate? [YES]

$PCSI-E-CANCEL_WIP, termination resulted in an incomplete
modification to the system

%$PCSI-E-S_OPCAN, operation cancelled by request

%$PCSIUI-E-ABORT, operation terminated due to an unrecoverable error
condition

Solution: You probably have a corrupt kit. Please copy a new kit to your target machine and try
again.

Problem: I enter everything to start the Management Agents for OpenVMS, but it does not run.
Solution: Make sure that SNMP is running.

Problem: Importing certificates created with certain SSL tools to the Management Agents for
OpenVMS results in one of the following error messages:

e The certificates are not of base64 encoded format
e  Unable to add certificate

Solution: Certificates created using most SSL tools can be used with the Management Agents for
OpenVMS. To add a certificate to the Trusted Certificates list, cut and paste the base64 encoded
certificate into the text box and press the "Submit Cert" button. Take care to copy and paste the
entire contents of the certificate including the "--Begin Certificate--" and "--End Certificate--" lines
before pressing the "Submit Cert" button. If the certificate generate d by your tool does not contain
the "--Begin Certificate--" and "--End Certificate--" lines, you need to add them yourself.

Problem: Upon using Internet Explorer version 5.5 Service Pack 1 or later with Management
Agents Version 3.3 or later Kit, Internet Explorer generates an error message occasionally that
indicates that the page could not be displayed.

Solution: Please refer to Microsoft Knowledge Base Article - 305217 titled "Page Cannot Be
Displayed Error During SSL 3.0 Server Session Timeout" to know more on the cause and refer to



Microsoft Knowledge Base Article - 183110 titled "INFO: Winlnet Limits Connections Per Server"
to know more on the work around of the problem.

Problem: I cannot get into agents from Systems Insight Manager application or directly through a
browser. If connect to the 2301 port I get the security alert, then the redirect and "Page cannot be
displayed" message on the browser?

Solution: Check if DSNLink is installed on the system. DSN_Tunnel process uses port 2381. Edit
the dsn_services.dat file and change the dsn_tunnel port from 2381 to 12381. Rebuild Worldwide
configuration. Restart WBEM.

Problem: Inspite of configuring SNMP and Management Agents on a TCPware or Multinet stack
correctly, I find Management agents don't work correctly?

Solution: Check for public community entry in SNMP configuration file on TCPware or Multinet.
The public community entry in the file snmpd.conf should read as follows: The entries in the file
tepware:snmpd.conf or multinet:snmpd.conf should be as follows (Assuming IP address of the
target system is 192.168.0.18)

! Communities:
! community
!
community public 127.0.0.1 READ-ONLY

Problem: When trying to login to the Management Agents using either Mozilla or Netscape after [
hit OK with a valid username/password, I don't get directed to the Device Home page?

Solution: After you click the Ok button, click Device home to get directed to the Device Home
Page.

Problem: I have a disk configured as a shadow disk. The Management Agents provide false alarm
(TRAP of Disk/Memory/CPU utilization) with the Management Agents V3.3 or later Kit.

Solution: This is due to the solution provided in the Management Agents V3.3, which displays all
the disks connected to the system, irrespective of it being a member of shadow set or not. To
overcome this, perform the following:
1. Delete the SYS$SYSTEM: UCX$MGT_THRESHOLDS .DAT and

SYS$SYSTEM: UCX$MGT_THRESHOLDS . BAK files

$ DELETE SYSS$SSYSTEM:UCX$SMGT_THRESHOLDS.DAT; *

$ DELETE SYSS$SYSTEM:UCXSMGT_THRESHOLDS.BAK; *

Note

Deleting the files will reset all the thresholds (Disk/CPU/Memory Utilization).

2. Re-start the Insight Management Agents
$ @SYS$SPECIFIC: [WBEM]WBEMSSHUTDOWN
$ @SYS$SPECIFIC: [WBEM]WBEMSSTARTUP

3. Reset all the threshold values in the Insight Management Agents.

Note

When you enter a problem report, the development engineers will need
your configuration and the output of some of the following commands:

$ PRODUCT SHOW HISTORY/FULL
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SHOW SYSTEM

SHOW PROCESS/QUOTA/ID=(the id for the WBEMS$SERVER process)
SHOW PROCESS/ACCOUNT/ID=(the id for the WBEMSSERVER process)
TCPIP SHOW CONFIGURATION SNMP/FULL

INSTALL LIST SYSSSHARE:PCSI$SHR.EXE

DIR/PROT SYSSSPECIFIC: [WBEM...]*.TPL

DIR/PROT SYSSSPECIFIC:[000000]WBEM.DIR

DIR/PROT SYSSSPECIFIC: [WBEM]*.DIR

TCPIP SHOW VERSION/ALL

Uy U Ur r Ur Ur Ur O

5 Appendix

This section lists all the SNMP MIB Variables (Attributes) and Traps supported by the Management
Agents for OpenVMS Version 3.4.

cpgHealth Agent
Attributes:

cpgHeMibRev Group

cpgHeMibRevMajor

cpgHeMibRevMinor

cpgHeMibCondition
cpgHeOsCommon

cpgHeOsCommonPollFreq

cpgHePostMsg

cpgHePostMsgCondition
cpgHePostMsgIndex
cpgHePostMsgCode
cpgHePostMsgDesc

cpgHeThermal

cpgHeThermalCondition
cpgHeThermalDegradedAction
cpgHeThermalTempStatus
cpgHeThermalSystemFanStatus
cpgHeThermalCpuFanStatus
cpgHeThermalFanIndex
cpgHeThermalFanRequired
cpgHeThermalFanPresent
cpgHeThermal FanCpuFan
cpgHeThermalFanStatus

cpgHeTemperature

cpgHeTemperatureChassis
cpgHeTemperatureIndex
cpgHeTemperaturelLocale
cpgHeTemperatureCelsius
cpgHeTemperatureThreshold
cpgHeTemperatureCondition
cpgHeFltTolPwrSupply

cpgHeFltTolPwrSupplyCondit

cpgHeCriticalErrorTable

cpgHeCriticalErrorIndex
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cpgHeCriticalErrorStatus
cpgHeCriticalErrorType
cpgHeCriticalErrorTime

Traps:

cpgHe3Thermal TempDegraded
cpgHe3Thermal TempOK
cpgHe3ThermalSystemFanFailed
cpgHe3Thermal SystemFanOK
cpgHe3FltTolPwrSupplyDegraded

cpgHost Agent
Attributes:
cpgHoCpuUtilEntry

cpgHoCpuUtilUnitIndex
cpgHoCpuUtilMin
cpgHoCpuUtilFiveMin
cpgHoCpuUtilThirtyMin
cpgHoCpuUtilHour

cpgHoFileSysTable

cpgHoFileSysIndex
cpgHoFileSysDesc
cpgHoFileSysSpaceTotal
cpgHoFileSysSpaceUsed
cpgHoFileSysPercentSpaceUsed

cpgHoInfo

cpgHoName
cpgHoVersion
cpgHoDesc
cpgHoOsType
cpgHoTelnet

cpgHoMibRev

cpgHoMibRevMajor
cpgHoMibRevMinor
cpgHoMibCondition

cpgHoOsCommon

cpgHoOsCommonPollFreq
cpgHoSWRunning Table

cpgHoSWRunningIndex
cpgHoSWRunningName
cpgHoSWRunningDesc

cpgHoSwVerTable

cpgHoSwVerIndex
cpgHoSwVerName
cpgHoSwVerDescription
cpgHoSwVerLocation
cpgHoSwVerVersion

cpgHoSystemStatus
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cpgHoMibStatusArray

Traps:

None

cpqStore Agent
Attributes (IDE):
cpgldeMibRev

cpgldeMibRevMajor
cpgIldeMibRevMinor
cpgldeMibCondition

cpgIdeOsCommon

cpgIldeOsCommonPollFreq

Attributes (SCSI):
cpgScsiCntlrTable

cpgScsiCntlrIndex
cpgScsiCntlrBusIndex
cpgScsiCntlrModel
cpgScsiCntlrSlot
cpgScsiCntlrStatus
cpgScsiCntlrCondition
cpgScsiCntlrSerialNum
cpgScsiCntlrBusWidth

cpgScsiMibRev

cpgScsiMibRevMajor
cpgScsiMibRevMinor

cpgScsiOsCommon

cpgScsiOsCommonPollFreq

cpgScsiOsCommonModuleTable

cpgScsiOsCommonModuleIndex
cpgScsiOsCommonModul eName
cpgScsiOsCommonModulePurpose

cpgScsiPhyDrvTable

cpgScsiPhyDrvCntlrIndex
cpgScsiPhyDrvBusIndex
cpgScsiPhyDrvIndex
cpgScsiPhyDrvModel
cpgScsiPhyDrvFWRev
cpgScsiPhyDrvVendor
cpgScsiPhyDrvSize
cpgScsiPhyDrvScsiId
cpgScsiPhyDrvStatus
cpgScsiPhyDrvHighReadSectors
cpgScsiPhyDrvLowReadSectors
cpgScsiPhyDrvHighWriteSectors
cpgScsiPhyDrvLowWriteSectors
cpgScsiPhyDrvHardReadErrs
cpgScsiPhyDrvSeekErrs



cpgScsiPhyDrvUsedReallocs
cpgScsiPhyDrvCondition
cpgScsiPhyDrvSerialNum
cpgScsiPhyDrvLocation
cpgScsiPhyDrvParent
cpgScsiPhyDrvSectorSize
cpgScsiPhyDrvHotPlug
cpgScsiPhyDrvPlacement

cpgScsiTargetTable

cpgScsiTargetCntlrIndex
cpgScsiTargetBusIndex
cpgScsiTargetScsiIdIndex
cpgScsiTargetType
cpgScsiTargetModel
cpgScsiTargetFWRev
cpgScsiTargetVendor
cpgScsiTargetLocation
cpgScsiTargetPhyWidth

Attributes (Fiber Channel):

cpgFcaCntlrBoxIndex
cpgFcaCntlrBoxIoSlot
cpgFcaCntlrModel
cpgFcaCntlrFWRev
cpgFcaCntlrStatus
cpgFcaCntlrCondition
cpgFcaCntlrProductRev
cpgFcaCntlrWorldwideName
cpgFcaCntlrSerialNumber
cpgFcaCntlrCurrentRole
cpgFcaCntlrRedundancyType
cpgFcaCntlrRedundancyError
cpgFcaPhyDrvBoxIndex
cpgFcaPhyDrvIndex
cpgFcaPhyDrvModel
cpgFcaPhyDrvFWRev
cpgFcaPhyDrvBay
cpgFcaPhyDrvStatus
cpgFcaPhyDrvUsedReallocs
cpgFcaPhyDrvRefHours
cpgFcaPhyDrvHReads
cpgFcaPhyDrvReads
cpgFcaPhyDrvHWrites
cpgFcaPhyDrvilrites
cpgFcaPhyDrvHSeeks
cpgFcaPhyDrvSeeks
cpgFcaPhyDrvHardReadErrs
cpgFcaPhyDrvRecvReadErrs
cpgFcaPhyDrvHardWriteErrs
cpgFcaPhyDrvRecviWriteErrs
cpgFcaPhyDrvHSeekErrs
cpgFcaPhyDrvSeekErrs
cpgFcaPhyDrvSpinupTime
cpgFcaPhyDrvFunctTestl
cpgFcaPhyDrvFunctTest2
cpgFcaPhyDrvFunctTest3
cpgFcaPhyDrvOtherTimeouts
cpgFcaPhyDrvBadRecvReads
cpgFcaPhyDrvBadRecviWrites
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cpgFcaPhyDrvFormatErrs
cpgFcaPhyDrvNotReadyErrs
cpgFcaPhyDrvHasMonInfo
cpgFcaPhyDrvCondition
cpgFcaPhyDrvHotPlugs
cpgFcaPhyDrvMediaErrs
cpgFcaPhyDrvHardwareErrs
cpgFcaPhyDrvAbortedCmds
cpgFcaPhyDrvSpinUpErrs
cpgFcaPhyDrvBadTargetErrs
cpgFcaPhyDrvSize
cpgFcaPhyDrvBusFaults
cpgFcaPhyDrvHotPlug
cpgFcaPhyDrvPlacement
cpgFcaPhyDrvBusNumber
cpgFcaPhyDrvSerialNum
cpgFcaPhyDrvPreFailMonitoring
cpgFcaPhyDrvCurrentWidth
cpgFcaPhyDrvCurrentSpeed

Traps:
cpgScsiPhyDrvStatusChange

cpqSysinfo Agent
Attributes:
cpgSiAsset

cpgSiSysSerialNum
cpgSiMibRev

cpgSiMibRevMajor
cpgSiMibRevMajor
cpgSiMibCondition

cpgSiOsCommon

cpgSiOsCommonPollFreg

cpgSiSystemBoard

cpgSiProductId
cpgSiProductName

Traps:

None

cpqStdEquip Agent
Attributes:
cpgSeCpuCacheTable

cpgSeCpuCacheUnitIndex
cpgSeCpuCachelLevelIndex
cpgSeCpuCacheSize
cpgSeCpuCacheSpeed
cpgSeCpuCacheStatus
cpgSeCpuCacheWritePolicy



cpgSeCpuTable

cpgSeCpulUnitIndex
cpgSeCpuSlot
cpgSeCpulName
cpgSeCpuSpeed
cpgSeCpuStatus
cpgSeCpuExtSpeed
cpgSeCpuDesigner
cpgSeCpuThreshPassed
cpgSeEisaFunctTable

cpgSeEisaFunctSlotIndex
cpgSeEisaFunctIndex
cpgSeEisaFunctType
cpgSeEisaFunctCfgRev
cpgSeEisaFunctSels

cpgSeFixedDiskTable

cpgSeFixedDiskIndex
cpgSeFixedDiskType
cpgSeFixedDiskCyls
cpgSeFixedDiskHeads
cpgSeFixedDiskSectors
cpgSeFixedDiskCapacity
cpgSeFloppyDiskTable

cpgSeFloppyDiskIndex
cpgSeFloppyDiskType
cpgSeFpuTable

cpgSeFpulUnitIndex
cpgSeFpuChipIndex
cpgSeFpuSlot
cpgSeFpuName
cpgSeFpuSpeed
cpgSeFpuType

cpgSeMemory
cpgSeTotalMem
cpagSeBaseMem

cpgSeMibRev

cpgSeMibRevMajor
cpgSeMibRevMinor
cpgSeMibCondition

cpaSeOsCommon

cpgSeOsCommonPollFreq

cpgSeParallelPort Table

cpgSeParallelPortIndex
cpgSeParallelPortAddr
cpgSeParallelPortDesc

cpgSePciSlot Table

cpgSePciSlotBusNumberIndex
cpgSePciSlotDeviceNumberIndex
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cpgSePciPhySlot
cpgSePciSlotSubSystemID
cpgSePciSlotBoardName

cpagSeRom
cpgSeSysRomVer

cpgSeSerialPort Table

cpgSeSerialPortIndex
cpgSeSerialPortAddr
cpgSeSerialPortDesc

cpgSeComplex
cpgSeComplexUUID

Traps:

None

cpgThresh Agent
Attributes:
cpgMeAlarm

cpgMeAlarmNextIndex
cpgMeMibRev

cpgMeMibRevMajor
cpgMeMibRevMinor
cpgMeMibCondition
cpgMeAlarmIndex
cpgMeAlarmInterval
cpgMeAlarmVariable
cpgMeAlarmSampleType
cpgMeAlarmValue
cpgMeAlarmStartupAlarm
cpgMeAlarmRisingThreshold
cpgMeAlarmFallingThreshold
cpgMeAlarmPermanence
cpgMeAlarmOwner
cpagMeAlarmStatus

Traps:

cpgMeRisingAlarmExtended
cpgMeFallingAlarmExtended

cpgNIC Agent
Attributes:

cpgNicMibRevMajor
cpaNicMibRevMinor
cpgNicMibCondition

cpaNicIfLogMapIndex
cpaNicIfLogMapIfNumber
cpaNicIfLogMapDescription



cpaNicIfLogMapGroupType
cpaNicIfLogMapAdapterCount
cpaNicIfLogMapAdapterOKCount
cpaNicIfLogMapPhysicalAdapters
cpaNicIfLogMapMACAddress
cpaNicIfLogMapSwitchoverMode
cpaNicIfLogMapCondition
cpgNicIfLogMapStatus
cpgNicIfLogMapNumSwitchovers

cpgNicIfLogMapOverallCondition

cpaNicIfPhysAdapterPort
cpaNicIfPhysAdapterSlot
cpaNicIfPhysAdapterIoAddr
cpaNicIfPhysAdapterMemAddr
cpaNicIfPhysAdapterEntry.length
cpaNicIfPhysAdapterIndex
cpaNicIfLogMapAdapterCount
cpaNicIfLogMapGroupType
cpaNicIfLogMapDescription
cpaNicIfLogMapStatus
cpaNicIfPhysAdapterIfNumber
cpaNicIfPhysAdapterRole
cpaNicIfPhysAdapterStatus
cpaNicIfPhysAdapterDuplexState
cpaNicIfPhysAdapterDma
cpaNicIfPhysAdapterIrqg
cpaNicIfPhysAdapterMACAddress
cpaNicIfPhysAdapterGoodReceives
cpaNicIfPhysAdapterGoodTransmits
cpaNicIfPhysAdapterBadReceives
cpaNicIfPhysAdapterBadTransmits
cpaNicIfPhysAdapterAlignmentErrors
cpgNicIfPhysAdapterCarrierSenseErrors
cpaNicIfPhysAdapterFrameTooLongs
cpaNicIfPhysAdapterMultipleCollisionFrames
cpaNicIfPhysAdapterFCSErrors
cpaNicIfPhysAdapterLateCollisions
cpaNicIfPhysAdapterInternalMacReceiveErrors
cpaNicIfPhysAdapterSingleCollisionFrames
cpaNicIfPhysAdapterExcessiveCollisions
cpaNicIfPhysAdapterDeferredTransmissions
cpaNicIfPhysAdapterInternalMacTransmitErrors
cpaNicIfPhysAdapterCondition
cpaNicIfPhysAdapterState
cpaNicIfPhysAdapterStatsvalid
cpaNicIfPhysAdapterInOctets
cpaNicIfPhysAdapterOutOctets

Traps:

None

svrClu Agent
Attributes:

svrCluMibMajorRev
svrCluMibMinorRev
svrCluSoftwareVendor
svrCluSoftwareVersion
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svrCluSoftwareStatus
svrCluClusterType
svrCluExtensionOID
svrCluThisMember
svrCluClusterName
svrCluMemberIndex
svrCluMemberName
svrCluMemberComment
svrCluMemberStatus
svrCluMemberAddressIndex
svrCluMemberAddressIndex

Traps:

svrCluMemberAdded
svrCluMemberDeleted

cpqlDA Agent
Attributes:

cpgbDaMibRevMajor
cpgbDaMibRevMinor
cpgDaMibCondition
cpgDaOsCommonPollFreq
cpgDaCntlrIndex
cpgbDaCntlrModel
cpgDaCntlrFWRev
cpgbhDaCntlrStndIntr
cpgbhaCntlrSlot
cpgbDaCntlrCondition
cpgbDaCntlrProductRev
cpgDaCntlrPartnerSlot
cpgbhaCntlrCurrentRole
cpgDaCntlrBoardStatus
cpgDaCntlrPartnerBoardStatus
cpgbaCntlrBoardCondition
cpgbhaCntlrPartnerBoardCondition
cpgbDaCntlrDriveOwnership
cpgbDaCntlrSerialNumber
cpgDaCntlrRedundancyType
cpgbhaCntlrRedundancyError
cpgbDaCntlrAccessModuleStatus
cpgDaCntlrDaughterBoardType
cpgbDaCntlrHwLocation

cpgDaAccelCntlrIndex
cpgDaAccelStatus
cpgDaAccelMemory
cpgDaAccelBadData
cpgDaAccelErrCode
cpgDaAccelBattery
cpgDaAccelReadErrs
cpgDalAccelWriteErrs
cpgDaAccelCondition
cpgDaAccelReadMemory
cpgDaAccelSerialNumber
cpgDaAccelTotalMemory
cpgDaLogDrvCntlrIndex
cpgbDaLogDrvIndex
cpgbDaLogDrvFaultTol
cpgbDalLogDrvStatus



cpgbDaL.ogDrvAutoRel
cpgDaLogDrvRebuildBlks
cpgDaLogDrvHasAccel
cpgDaLogDrvAvailSpares
cpgDaLogDrvPhyDrvIDs
cpgDaLogDrvCondition
cpgDaLogDrvPercentRebuild
cpgDaLogDrvStripeSize
cpgDaLogDrvOsName
cpgDaSpareCntlrIndex
cpgDaSparePhyDrvIndex
cpgDaSpareStatus
cpgDaSpareReplacedDrv
cpgDaSpareRebuildBlks
cpgDaSpareCondition
cpgDaSpareBusNumber
cpgDaSpareBay

cpgDaSpareReplacedDrvBusNumber

cpgDaSpareReplacedDrvBay
cpgbDaSparePercentRebuild
cpgDaPhyDrvCntlrIndex
cpgDaPhyDrvIndex
cpgDaPhyDrvModel
cpgDaPhyDrvFWRev
cpgDaPhyDrvBay
cpgDaPhyDrvStatus
cpgDaPhyDrvUsedReallocs
cpgDaPhyDrvRefHours
cpgDaPhyDrvHReads
cpgDaPhyDrvReads
cpgDaPhyDrvHWrites
cpgDaPhyDrvWrites
cpgDaPhyDrvHSeeks
cpgDaPhyDrvSeeks
cpgDaPhyDrvHardReadErrs
cpgDaPhyDrvRecvReadErrs
cpgDaPhyDrvHardWriteErrs
cpgDaPhyDrvRecviWriteErrs
cpgDaPhyDrvHSeekErrs
cpgDaPhyDrvSeekErrs
cpgDaPhyDrvSpinupTime
cpgDaPhyDrvDrgTimeouts
cpgbDaPhyDrvOtherTimeouts
cpgDaPhyDrvSpinupRetries
cpgDaPhyDrvBadRecvReads
cpgbaPhyDrvBadRecvWrites
cpgDaPhyDrvFormatErrs
cpgDaPhyDrvPostErrs
cpgDaPhyDrvReallocAborts
cpgDaPhyDrvThreshPassed
cpgDaPhyDrvHasMonInfo
cpgDaPhyDrvCondition
cpgDaPhyDrvHotPlugs
cpgDaPhyDrvMediaErrs
cpgDaPhyDrvHardwareErrs
cpgDaPhyDrvAbortedCmds
cpgDaPhyDrvSpinUpErrs
cpgDaPhyDrvBadTargetErrs
cpgDaPhyDrvSize
cpgDaPhyDrvBusFaults
cpgDaPhyDrvIrgDeglitches
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cpagDaPhyDrvHotPlug
cpgDaPhyDrvPlacement
cpgDaPhyDrvBusNumber
cpgDaPhyDrvSerialNum
cpgDaPhyDrvPreFailMonitoring
cpgDaPhyDrvCurrentWidth
cpgDaPhyDrvCurrentSpeed
cpgDaPhyDrvFailureCode
cpgDaPhyDrvBlinkTime
cpgDaPhyDrvErrCntlrIndex
cpgDaPhyDrvErrIDIndex
cpgDaPhyDrvErrIndex
cpgDaPhyDrvErrType
cpgDaPhyDrvScsiOp
cpgDaPhyDrvScsiStatus
cpgDaPhyDrvCamStatus
cpgDaPhyDrvSenseKey
cpgDaPhyDrvQualifier
cpgDaPhyDrvSenseCode
cpgbaPhyDrvBlockValid
cpgDaPhyDrvBlock
cpgDaPhyDrvTime
cpagDaPhyDrvErrDesc
cpgDaPhyDrvThrCntlrIndex
cpgDaPhyDrvThrIndex
cpgDaPhyDrvThrUsedReallocs
cpgDaPhyDrvThrRefHours
cpgDaPhyDrvThrHardReadErrs
cpgDaPhyDrvThrRecvReadErrs
cpgDaPhyDrvThrHardWriteErrs
cpgDaPhyDrvThrRecviWriteErrs
cpgDaPhyDrvThrSeekErrs
cpgDaPhyDrvThrSpinupTime
cpgDaPhyDrvThrDrgTimeouts
cpgDaPhyDrvThrOtherTimeouts
cpgDaPhyDrvThrSpinupRetries
cpgDaPhyDrvThrBadRecvReads
cpgDaPhyDrvThrBadRecviWrites
cpgDaPhyDrvThrFormatErrs
cpgDaPhyDrvThrPostErrs
cpgDaPhyDrvThrNotReadyErrs
cpgDaPhyDrvThrReallocAborts
cpgDaPhyDrvThrHotPlugs
cpgbDaPhyDrvThrMediaErrs
cpgDaPhyDrvThrHardwareErrs
cpgDaPhyDrvThrAbortedCmds
cpgDaPhyDrvThrSpinUpErrs
cpgDaPhyDrvThrBadTargetErrs
cpgDaPhyDrvThrViUsedReallocs
cpgDaPhyDrvThrViSpinupTime
cpagDaPhyDrvThrIrgDeglitches

cpgDaCntlrPerfCntlrIndex
cpgDaCntlrPerfInstance
cpgDaCntlrPerfSampleInterval
cpgDaCntlrPerfVersion
cpgDaCntlrPerfCpuPercentBusy
cpgDaCntlrPerfCommandCount
cpgbDaCntlrPerfAvglLatency

cpgDaLogDrvPerfCntlrIndex



cpgDaLogDrvPerfIndex
cpgDaLogDrvPerfInstance
cpgDaLogDrvPerfSampleInterval
cpgDaLogDrvPer fAvgQueueDepth
cpgDaLogDrvPerfReads
cpgDaLogDrvPerfWrites
cpgDaLogDrvPerfTotalIO
cpgDaLogDrvPerfCacheHits
cpgDaLogDrvPerfCacheMisses

cpgDaLogDrvPerfReadAheadSectors

cpgDaLogDrvPerfSectorsRead
cpgDaLogDrvPerfSectorsWritten

Traps:

cpgbal3LogDrvStatusChange
cpgDadSpareStatusChange
cpgDa5AccelStatusChange
cpgDa5AccelBadDataTrap
cpgDabAccelBatteryFailed
cpgbDabCntlrStatusChange

cpgbDa5PhyDrvStatusChange
cpgDa5PhyDrvThreshPassedTrap

cpqStsys Agent
Attributes:

cpgSsMibRevMajor
cpgSsMibRevMinor
cpgSsMibCondition

cpgSsBoxCntlrIndex
cpgSsBoxBusIndex
cpgSsBoxModel
cpaSsBoxFWRev
cpgSsBoxVendor
cpaSsBoxFanStatus
cpgSsBoxCondition
cpgSsBoxTempStatus
cpgSsBoxSidePanelStatus
cpgSsBoxFltTolPwrSupplyStatus
cpgSsBoxBackPlaneVersion
cpgSsBoxTotalBays
cpgSsBoxPlacement
cpaSsBoxDuplexOption
cpgSsBoxBoardRevision
cpgSsBoxSerialNumber

Traps:
cpgSs3FanStatusChange

cpgSs3TempFailed
cpgSs3TempDegraded
cpgSs3TempOK

cpgSs3SidePanelInPlace
cpgSs3SidePanelRemoved
cpgSs4PwrSupplyDegraded

cpgSiFrulndex
cpgSiFruType
cpgSiFruDescr
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cpgSiFruVendor
cpgSiFruPartNumber
cpgSiFruFirmwareRevision
cpgSiFruSerialNumber
cpgSiFruSlotNumber
cpgSiFruAssemblyNumber
cpgSiFruChassisNumber
cpgSiFruPositionNumber
cpgSiFruCabinet IDNumber
cpgSiFruSiteLocation

6 Trademarks

Hewlett-Packard and the HP logo are trademarks of Hewlett-Packard Development Company, L.P.
in the U.S. and/or other countries.

MultiNet and TCPware are registered trademarks of Process Software.
All other trademarks and registered trademarks are the property of their respective holders.

© Copyright 2007 Hewlett-Packard Development Company, L.P. All rights reserved.



